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R #509

A hospital is designing a new application that gathers symptoms from patients. The hospital has decided to use Amazon Simple
Queue Service (Amazon SOS) and Amazon Simple Notification Service (Amazon SNS) in the architecture.

A solutions architect is reviewing the infrastructure design Data must be encrypted at test and in transit. Only authorized personnel of
the hospital should be able to access the data.

‘Which combination of steps should the solutions architect take to meet these requirements? (Select TWO.)

e A. Turn on encryption on the SNS components Update the default key policy to restrict key usage to a set of authorized
principals. Set a condition in the topic pokey to allow only encrypted connections over TLS.

¢ B. Turn on server-side encryption on the SOS components by using an AWS Key Management Service (AWS KMS)
customer managed key. Apply an IAM pokey to restrict key usage to a set of authorized principals. Set a condition in the
queue pokey to allow only encrypted connections over TLS

¢ C. Turn on server-side encryption on the SN'S components by using an AWS Key Management Service (AWS KMS)
customer managed key Apply a key policy to restrict key usage to a set of authorized principals.

¢ D. Turn on server-side encryption on the SQS components Update tie default key policy to restrict key usage to a set of
authorized principals.

¢ E. Turn on server-side encryption on the SOS components by using an AWS Key Management Service (AWS KMS)
customer managed key Apply a key pokey to restrict key usage to a set of authorized principals. Set a condition in the queue
pokey to allow only encrypted connections over TLS.

IEf#: C. E
RN -

httpsz/docs.aws.amazon.convsns/latest/dg/sns-server-side-encryption. htmihttps:/docs.aws.amazon.com
/AWSSimpleQueueService/latest/SQSDeveloperGuide/sgs-server-side-encryption. html

H #510
‘What will be the status of the snapshot until the snapshot is complete.

A. running
B. working
C. progressing
D. pending

Ef#: D

HM #511
A company hosts a frontend application that uses an Amazon API Gateway API backend that is integrated with AWS Lambda
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When the API receives requests, the Lambda fimction loads many libranes Then the Lambda finction connects to an Amazon RDS
database processes the data and returns the data to the frontend application. The company wants to ensure that response latency is
as low as possible for all its users with the fewest number of changes to the company's operations Which solution will meet these
requirements'?

¢ A FEstablish a connection between the frontend application and the database to make queries faster by bypassing the API
¢ B. Increase the size of the database to increase the number of connections Lambda can establish at one time

e (. Cache the results of the queries in Amazon S3 for faster retneval of similar datasets.

¢ D. Configure provisioned concurrency for the Lambda function that handles the requests

IEf#: D

TR

Configure provisioned concurrency for the Lambda finction that handles the requests. Provisioned concurrency allows you to set the
amount of compute resources that are available to the Lambda function, so that it can handle more requests at once and reduce
latency. Caching the results of the queries in Amazon S3 could also help to reduce latency, but it would not be as effective as setting
up provisioned concurrency.

Increasing the size of the database would not help to reduce latency, as this would not increase the number of connections the
Lambda function could establish, and establishing a direct connection between the frontend application and the database would
bypass the API, which would not be the best solution either.

Using AWS Lambda with Amazon API Gateway - AWS Lambda
https:/docs.aws.amazon.convlambda/latest/dg/services-apigateway. html

AWS Lambda FAQs

https:/aws.amazon.convlambda/faqs/

H #512

An organization must process a stream erf large-volume hashtag data i real time and needs to run custom SQL queries on the data
to gel insights on certain lags. The organization needs this solution to be elastic and does not want to manage clusters.

Which of'the following AWS services meets these requirements?

A. Amazon Elasticsearch Service
B. Amazon Redshift

C. Amazon Athena

D. Amazon Kinesis Data Analytics

IEf#: D

B #513
You need to set up a high level of security for an Amazon Relational Database Service (RDS) you have just built in order to protect
the confidential information stored in it. What are all the possible security groups that RDS uses?

A. DB security groups only.

B. EC2 security groups only.

C. DB security groups, VPC security groups, and EC2 security groups.
D. VPC security groups, and EC2 security groups.

IEf: C

AR :

A security group controls the access to a DB instance. It does so by allowing access to IP address ranges or Amazon EC2 instances
that you specify.

Amazon RDS uses DB security groups, VPC security groups, and EC2 security groups. In simple terms, a

DB security group controls access to a DB instance that is not ina VPC, a VPC security group controls access to a DB instance
inside a VPC, and an Amazon EC2 security group controls access to an EC2 instance and can be used with a DB instance.
Reference: http://docs.aws.amazon.cony AmazonRDS/latest/UserGuide/Welcome. html

W #514
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