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Z| &l Cyber Security GICSP F2MEZE2 A (Q96-Q101):

EE #96
InICS architecture, what is the primary function of a Historian system?
Response:

A. Supervisory control of field devices

B. Long-term data storage and trend analysis
C. Network management

D. Real-time process control
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HAE #97
Which of the following is a key element of a successful ICS security policy?
Response:

A. Allowing unrestricted access to ICS systens

B. Implementing role-based access control (RBAC)
C. Outsourcing all network managemment

D. Disabling logging for system performance
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ZE #98
Which of the following is a best practice when creating enforceable ICS security policies?
Response:

A. Implementing clear guidelines for patch management and software updates
B. Allowing all users to modify security settings

C. Granting network access without restrictions

D. Disabling firewalls to improve data flow
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A2 #99

As part of the security architecture for Level 3, you need to ensure that SCADA systemns are protected from potential cyberattacks.
Which of'the following actions should be included in your security strategy?

(Select all that apply)

Response:

A. Tmplement strong authentication for SCADA system access

B. Use encryption for data transmitted between SCADA systens and Level 2 devices
C. Regularly monitor network traffic for suspicious activity

D. Disable all firewalls to improve system performance
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EAE #100
Which type of attack could result from exploiting a vulnerability in Level 0 devices, such as sensors?
Response:

A. Ransomware attack

B. Distributed Denial of Service (DDoS)
C. Sensor spoofing

D. SQL ijection
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