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FEw 21 ¢ Configure ChromeOS policies: This topic discusses understanding and configuring ChromeOS policies.
NEy 22 ¢ Identity Management: The primary focus of the topic identity management is on identity features.
¢ Perform actions from the Admin console: This topic delves into troubleshooting customer concerns, setting
bEY 73 up a trial, pushing applications, and performing device actions from the Admin console.
NEy 2 4 ¢ Understand ChromeOS security processes: It focuses on deploying certificates and uChromeOS policies.

¢ Understand ChromeOS tenets: It discusses ChromeOS best practices and customers on chromeOS
FEY Z 5 tenets.
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Administrator 35 & (Q53-Q58):

HP #53

One of the employees of the organization you're managing is leaving, and you want to prepare the device they've been using for
adoption by a new user. What is the recommended action you need to take through the Admin console to remove any previous user
data from the machine?

¢ A Delete the user from the Admin console and powerwash the machine

¢ B. Select "Reset" on the devices overview page, and then 'Clear User Profiles."

¢ C. Deprovision the device, reset it, and then finally re-enroll it

¢ D. Enable forced-reenroliment on the device OU and then factory reset the device

IEf#: D

it

The best practice for preparing a ChromeOS device for a new user while keeping it managed is toenable forced-reenrolimentand
thenfactory reset (Powerwash)the device. This ensures that any user-specific data is removed while the device remains enrolled and
under enterprise control.

Verified Answer from Official Source:

The correct answer is verified from theChromeOS Device Reassignment Guide, which states that enabling forced-reenroliment
ensures the device remains managed even after a factory reset.

"To maintain management after a user leaves, enable forced-reenroliment on the OU and then performa factory reset (Powerwash)
on the device." This approach removes all user-specific data, including files and settings, while ensuring that the device automatically
re-enrolls upon reboot, maintaining management and security.

Objectives:

* Securely reassign ChromeOS devices.

* Maintain enterprise management and policies.

B #54
When setting up a Chrome Enterprise trial, what is a benefit of choosing to verify the domain?

A. Network management
B. Identity management

C. Application management
D. Device management

IEf#: B
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When you verify your domain during a Chrome Enterprise trial setup, you establish ownership and control over the domain within
Google's systems. This is a crucial step in identity management as it allows you to:

* Manage user accounts: Create, edit, and delete user accounts within the domain, ensuring control over who can access company
resources.

* Apply security policies: Enforce security policies like password requirements, two-factor authentication, and access controls for
users within the domain.

* Single Sign-On (SSO): Enable seamless and secure single sign-on for users across various Google services and other integrated
applications.

By verifying the domain, you essentially gain centralized control over user identities and their access to resources, which is a core
aspect of identity management.

HH #55
When setting up a Chrome Enterprise trial, what is a benefit of choosing to verify the domain?

A. Network management
B. Identity management

C. Application management
D. Device management

A
B

: B
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Your custorrer is deploying ChromeOS devices in their environment and requires those ChromeOS devices to adhere to web
filtering via TLS (or SSL) inspection. What recommendations should you make to your customer in setting up the requirements for
ChromeOS devices?

A. Reach out to Google Workspace Security and Compliance for tailored configurations

B. Configure a transparent proxy, set up your allowlist to use 'google.con, then verify TLS (or SSL) inspection is working
C. ChromeOS devices are preconfigured to adhere to company TLS (or SSL) inspection by default

D. Configure a hostname allowlist, set up a TLS (or SSL) certificate, then verify TLS (or SSL) inspection is working

IEf#: D

TR

To enable web filtering with TLS (or SSL) inspection on ChromeOS devices, configure ahostname allowlist and set up aTLS (or
SSL) certificate. Verifying that TLS inspection is working ensures that HTTPS traffic can be inspected without causing certificate
errors.

Verified Answer from Official Source:

The correct answer is verified from theGoogle ChromeOS Security Configuration Guide, which advises configuring hostnames and
certificates to enable secure web filtering,

"To perform SSL inspection on ChromeOS devices, configure a hostname allowlist and install the necessary SSL certificates. Verify
that the inspection is fimctioning correctly." Without proper configuration, SSL inspection can lead to certificate errors or blocked
traffic. Setting up the allowlist and certificates correctly is crucial for maintaining secure and compliant web access.

Objectives:

* Implement secure web filtering on ChromeOS.

* Configure TLS inspection to prevent certificate issues.

B #57
The Finance Department is concerned about frequent Chromebook updates and asks you to explore a 6-month update cycle.
‘Which update release option should you configure for these devices?

A. Stable
B. Beta

C. Canary
D.LTS

Ef#: D
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TheLong-Term Support (LTS) channelon ChromeOS is designed for environments that require extended stability with less frequent
updates. It provides feature updates every6 months, making it suitable for departments like Finance that prefer a stable, predictable
update schedule without frequent changes.

Verified Answer from Official Source:

The correct answer is verified from theGoogle ChromeOS Update Management Guide, which explains that the LTS channel delivers
updates on a 6-month cycle, focusing on stability rather than the latest features.

"The Long-Term Support (LTS) channel is updated approximately every 6 months, allowing organizations to minimize disruptions
caused by frequent updates." Using the LTS channel reduces the frequency of feature changes, which is beneficial for finance and
other critical operations that prioritize stability over new features.

Objectives:

* Manage update frequency to suit organizational needs.

* Maintain stability in critical business fimctions.
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