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What Are Domains Covered by ECIH Test?

Overall, this certification exam has nine domains that have a specific weightage in the official validation. The candidates
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o Insider threats 7%;
* Mobile & network incidents 16%;
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Application-level incidents 8%;

Incident handling and response 16%;
Process handling 14%;

Email security incidents 10%;

First response and forensic readiness 13%.
Cloud environment incidents 8%,

EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) Sample
Questions (Q64-Q69):

NEW QUESTION # 64
Which of the following is NOT part of the static data collection process?

A. Evidence oxa mi nation
B. Password protection
C. System preservation
D. Evidence acquisition

Answer: B

Explanation:

In the static data collection process, which is part of digital forensics and incident handling, the focus is on acquiring and examining
digital evidence without altering the system or the data itself. This process includes evidence examination, where the data is analyzed;
system preservation, where the current state of a system or data is maintained to ensure no alteration occurs; and evidence
acquisition, which involves creating an exact binary copy of the digital evidence. Password protection, however, is not a part of the
static data collection process. Instead, it relates to securing access to data or systens but does not directly involve the collection or
preservation of static data for forensic purposes.References:Incident Handler (ECIH v3) courses and study guides, which cover
topics related to digital evidence collection and handling, clearly distinguish between the processes involved in securing data (like
password protection) and those involved in the forensic collection and analysis of data.

NEW QUESTION # 65
A Host is infected by worns that propagates through a vulnerable service; the sign(s) of the presence of the worm include:

A. Decrease in network usage
B. Established connection attempts targeted at the vulnerable services

C. All the above
D. System becomes nstable or crashes

Answer: D

NEW QUESTION # 66
According to US-CERT; if an agency is unable to successfully mitigate a DOS attack it must be reported within:

A. Two (2) hours of discovery/detection if the successful attack is still ongoing
B. Three (3) hours of discovery/detection if the successful attack is still ongoing
C. Ore (1) hour of discovery/detection if the successful attack is still ongoing
D. Four (4) hours of discovery/detection if the successful attack is still ongoing

Answer: A

NEW QUESTION # 67

Eric who is an incident responder is working on developing incident-handling plans and procedures. As part of this process, he is
performing analysis on the organizational network to generate a report and to develop policies based on the acquired results.
‘Which of the following tools will help him in analyzing network and its related traffic?

e A FaceNiff
o B. Wireshark



e C. Whois
e D. Burp Suite

Answer: B

Explanation:

Wireshark is a network protocol analyzer that allows users to capture and interactively browse the traffic running on a conmputer
network. It is a crucial tool for incident responders like Eric who are developing incident-handling plans and need to analyze network
traffic and patterns. Wireshark can provide detailed information about the network, including protocols used, source and destination
of packets, and potential signs of malicious activity, making it invaluable for developing informed policies and procedures.

NEW QUESTION # 68
Which of'the following is a written or textual record of an event that usually includes a timestanyp, responsible party, and action?

A. Packet capture

B. Log

C. Network hunt

D. Boolean expression

Answer: B

NEW QUESTION # 69
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