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¢ Cloud Security: This section targets a Cloud Security Specialist and addresses major cloud architectures
and topologies. It discusses security challenges like application security, cloud posture, and runtime
security. Candidates will learn about technologies securing cloud environments such as Cloud Security
Posture Management (CSPM) and Cloud Workload Protection Platforms (CWPP), as well as the
functions of a Cloud Native Application Protection Platform (CNAPP) and features of Cortex Cloud.

FH 1

e Cybersecurity:This section of the exam measures skills of a Cybersecurity Practitioner and covers
fundamental concepts of cybersecurity, including the components of the authentication, authorization, and
accounting (AAA) framework, attacker techniques as defined by the MITRE ATT&CK framework, and
key principles of Zero Trust such as continuous monitoring and least privilege access. It also addresses
understanding advanced persistent threats (APT) and common security technologies like identity and
access management (IAM), multi-factor authentication (MFA), mobile device and application
management, and email security.

FH 2
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o Security Operations: This final section measures skills of a Security Operations Analyst and covers key
characteristics and practices of threat hunting and incident response processes. It explains functions and
benefits of security information and event management (SIEM) platforns, security orchestration,

= 3 automation, and response (SOAR) tools, and attack surface management (ASM) platforms. It also

highlights the finctionalities of Cortex solutions, including XSOAR, Xpanse, and XSIAM, and describes

services offered by Palo Alto Networks’ Unit 42.

o Secure Access: This part of the exam measures skills of a Secure Access Engineer and focuses on defining
and differentiating Secure Access Service Edge (SASE) and Secure Service Edge (SSE). It covers
challenges related to confidentiality, integrity, and availability of data and applications across data, private

=X 4 apps, SaaS, and Al tools. It examines security technologies including secure web gateways, enterprise

browsers, remote browser isolation, data loss prevention (DLP), and cloud access security brokers

(CASB). The section also describes Software-Defined Wide Area Network (SD-WAN) and Prisma

SASE solutions such as Prisma Access, SD-WAN, Al Access, and enterprise DLP.

e Network Security: This domain targets a Network Security Specialist and includes knowledge of Zero
Trust Network Access (ZTNA) characteristics, finctions of stateless and next-generation firewalls
(NGFWs), and the purpose of microsegmentation. It also covers common network security technologies
such as intrusion prevention systems (IPS), URL filtering, DNS security, VPNs, and SSL

e TLS decryption. Candidates must understand the limitations of signature-based protection, deployment
options for NGFWs, cybersecurity concerns in operational technology (OT) and 10T, cloud-delivered
security services, and Al-powered security functions like Precision Al
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AR #147
Which tool's analysis data gives security operations teans insight into their environment's risks from exposed services?

A TAM
B. Xpanse
C. IIDP
D. SIM

qY: B

Y.

Xpanse is a tool from Palo Alto Networks that provides attack surface management by analyzing exposed services and internet-
facing assets, giving security operations teams visibility into environmental risks and helping prioritize remediation of vulnerabilities.

EE #148
Given the graphic, match each stage of the cyber-attack lifecycle to its description.

e

M.

Explanation:
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HAE #149
What are three benefits of the cloud native security platform? (Choose three.)

A. Increased throughput
B. Digital transformation
C. Exclusivity

D. Agility
E. Flexibility

dY: BD,E

MY

A cloud native security platform (CNSP) is a set of security practices and technologies designed specifically for applications built
and deployed in cloud environments. It involves a shift in mindset from traditional security approaches, which often rely on network-
based protections, to a more application-focused approach that emphasizes identity and access management, container security and
workload security, and continuous monitoring and response. A CNSP offers three main benefits for cloud native applications:

* Agility: A CNSP enables faster and more frequent delivery of software updates, as security is built into the application and
infrastructure from the ground up, rather than added on as an afterthought. This allows for seamless integration of security controls
mto the continuous integration/continuous delivery (CI/CD) pipeline, reducing the risk of security gaps or delays. A CNSP also
leverages automation and orchestration to simplify and streamline security operations, such as configuration, patching, scanning, and
remediation.

* Digital transformation: A CNSP supports the adoption of cloud native technologies, such as microservices, containers, serverless,
and platform as a service (PaaS), which enable greater scalability, deployability, manageability, and performance of cloud
applications. These technologies also allow for more nnovation and experimentation, as developers can easily create, test, and
deploy new features and functionalities. A CNSP helps to protect these cloud native architectures from threats and vulnerabilities,
while also ensuring compliance with regulations and standards.

* Flexibility: A CNSP provides consistent and comprehensive security across different cloud environments, such as public, private,
and multi-cloud. It also allows for customization and adaptation of security policies and controls to suit the specific needs and
preferences of each application and organization. A CNSP can also integrate with other security tools and platforms, such as
firewalls, endpoint protection, threat intelligence, and security information and event management (SIEM), to provide a holistic and
unified view of the security posture and risk level of cloud applications.

What Is a Cloud Native Security Platform?

What Is Cloud-Native Security?

All ' You Need to Know About Cloud Native Security

Top Five Benefits of Cloud Native Application Security

EAE #150
Which IoT connectivity technology is provided by satellites?

A. L-band
B. 4G/LTE
C.2G2.5G
D. VLF

HE: A

Y.

2G/2.5G: 2G connectivity remains a prevalent and viable IoT connectivity option due to the low cost of 2G modules, relatively long
battery life, and large installed base of

2G sensors and M2M applications.

# 3G: IoT devices with 3G modules use either Wideband Code Division Multiple Access (W-CDMA) or Evolved High Speed
Packet Access (HSPA+ and Advanced HSPA+) to achieve data transfer rates of 384Kbps to 168Mbps.

# 4G/Long-Term Evolution (LTE): 4G/LTE networks enable real-time IoT use cases, such as autonomous vehicles, with 4G LTE
Advanced Pro delivering speeds in excess of

3Gbps and less than 2 milliseconds of latency.

# 5G: 5G cellular technology provides significant enhancements compared to 4G/LTE networks and is backed by ultra-low latency,
massive connectivity and scalability for IoT devices, more efficient use of the licensed spectrum, and network slicing for application
traffic prioritization.



HAE #151
At which layer of the OSI model are routing protocols defined?

A. Physical
B. Transport
C. Network
D. Data Link

HE: C

Y.

Routing protocols are defined at the network layer (Layer 3) of the OSI model. The network layer is responsible for routing packets
across different networks using logical addresses (IP addresses). Routing protocols are used to exchange routing information
between routers and to determine the best path for data delivery. Some exanmples of routing protocols are BGP, OSPF, RIP, and
EIGRP. Palo Alto Networks devices support advanced routing features using the Advanced Routing Enginel. References:
Advanced Routing - Palo Alto Networks | TechDocs, What Is Layer 7? - Palo Alto Networks, How to Configure Routing
Information Protocol (RIP)
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