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CWNP CWNA-109 Exam Syllabus Topics:

Topic Details

Topic 1
Radio Frequency (RF) Technologies: This topic explains the basic features and behavior of RF. It also
discusses applying the basic concepts of RF mathematics and measurement. Lastly, the topic covers RF
signal characteristics and the functionality of RF antennas.

Topic 2
RF Validation and WLAN remediation: This topic covers RF interference, WLAN performance, the basic
features of validation tools, and common wireless issues.
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Topic 3
WLAN Protocols and Devices: It focuses on terminology related to the 802.11 MAC and PHY, the
purpose of the three main 802.11 frame types, MAC frame format, and 802.11 channel access methods.

Topic 4
WLAN Network Security: It addresses the concepts of weak security options, security mechanisms for
enterprise WLANs, and security options and tools used in wireless networks.
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CWNP Wireless Network Administrator (CWNA) Sample Questions (Q46-
Q51):
NEW QUESTION # 46 
When an ACK frame is not received by the transmitting STA, what is assumed?

A. The frame was correctly delivered
B. The frame was not delivered and must be retransmitted
C. The receiver processed the frame, but did not respond with an ACK frame because 802.11w is enabled
D. The receiver is offline

Answer: B

Explanation:
An ACK (Acknowledgement) frame is a short control frame that is sent by the receiver of a data or management frame to confirm
that the frame was received correctly. The ACK frame is sent after a SIFS (Short Interframe Space) interval, which is the shortest
time gap between frames in 802.11. If the transmitter does not receive an ACK frame within a specified time, it assumes that the
frame was not delivered and must be retransmitted. This is part of the 802.11 reliability mechanism that ensures reliable data delivery
over an unreliable wireless medium . References: [CWNA-109 Study Guide], Chapter 5: IEEE 802.11 Medium Access, page 209;
[CWNA-109Study Guide], Chapter 5: IEEE 802.11 Medium Access, page 203.

NEW QUESTION # 47 
What facts are true regarding controllers and APs in a Split MAC architecture?

A. With 802.1X/EAP security, the AP acts as the supplicant and the controller acts as the authenticator.
B. Using centralized data forwarding, APs never tag Ethernet frames with VLAN identifiers or 802.1p CoS.
C. Management and data frame types must be processed locally by the AP, while control frame types must be sent to the
controller.
D. An IP tunnel is established between the AP and controller for AP management and control functions.

Answer: D

Explanation:
The fact that is true regarding controllers and APs in a Split MAC architecture is that an IP tunnel is established between the AP and
controller for AP management and control functions. A Split MAC architecture is a WLAN architecture where some of the MAC
layer functions are performed by the APs (such as encryption, decryption, and frame acknowledgement) and some are performed
by the controllers (such as authentication, association, roaming, and QoS). To communicate with each other, the APs and controllers
establish an IP tunnel that carries the management and control frames between them. The IP tunnel can use protocols such as
Lightweight Access Point Protocol (LWAPP) or Control And Provisioning of Wireless Access Points (CAPWAP). References:
[CWNP Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109], page 372; [CWNA: Certified
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Wireless Network Administrator Official Study Guide: ExamCWNA-109], page 362.

NEW QUESTION # 48 
You are attempting to locate the cause of a performance problem in two WLAN cells in a mostly overlapping coverage area. You
note that one AP is on channel 1 and the other is on channel 2. When you document your findings, what term do you use to describe
the problem in this configuration?

A. CCC
B. ACI
C. CCI
D. Non-Wi-Fi interference

Answer: C

Explanation:
The term used to describe the problem in this configuration is Co-Channel Interference (CCI)1. CCI occurs when multiple access
points are on the same or overlapping channels, causing interference and degradation in network performance1. In this case, one AP
is on channel 1 and the other is on channel 2, which are overlapping channels, leading to CCI1.

NEW QUESTION # 49 
What statement about the IEEE 802.11-2016 QoS facility is true?

A. 802.11 QoS is achieved by giving high priority queues a statistical advantage at winning contention.
B. 802.11 control frames are assigned to the 802.11 EF priority queue.
C. Four 802.1p user priorities are mapped to eight 802.11 transmit queues.
D. When the Voice queue has frames awaiting transmission, no data will be transmitted from the Best Effort queue.

Answer: A

Explanation:
802.11 QoS is achieved by giving high priority queues a statistical advantage at winning contention. 802.11 QoS is based on the
Enhanced Distributed Channel Access (EDCA) mechanism, which defines four access categories (ACs) for different types of traffic:
Voice, Video, Best Effort, and Background. Each AC has its own transmit queue and contention parameters, such as Arbitration
Interframe Space (AIFS), Contention Window (CW), and Transmission Opportunity (TXOP). These parameters determine how
long a station has to wait before transmitting a frame and how long it can occupy the channel. Higher priority ACs have shorter
AIFS, smaller CW, and longer TXOP, which means they have more chances to access the channel and send more data than lower
priority ACs. However, this does not guarantee that higher priority ACs will always win the contention, as there is still a random
backoff process involved. Therefore, 802.11 QoS is a statistical service that provides different levels of service quality based on
traffic categories. References: , Chapter 10, page 403; , Section 6.1

NEW QUESTION # 50 
Lynne runs a small hotel, and as a value added service for his customers he has implemented a Wi-Fi hot-spot.
Lynne has read news articles about how hackers wait at hot-spots trying to take advantage of unsuspecting users. He wants to avoid
this problem at his hotel.
What is an efficient and practical step that Lynne can take to decrease the likelihood of active attacks on his customers' wireless
computers?

A. Implement an SSL VPN in the WLAN controller that initiates after HTTPS login.
B. Require EAP-FAST authentication and provide customers with a username/password on their receipt.
C. Enable station-to-station traffic blocking by the access points in the hotel.
D. Implement Network Access Control (NAC) and require antivirus and firewall software along with OS patches.

Answer: C

Explanation:
In a public Wi-Fi hotspot, like the one Lynne runs in his hotel, ensuring customer security against active attacks is crucial. Active
attacks involve unauthorized access, eavesdropping, or manipulation of the network traffic. To mitigate such threats, an effective and
practical step is:



* Station-to-Station Traffic Blocking: Also known as client isolation, this feature prevents direct communication between devices
connected to the Wi-Fi network. By enabling this on the access points, Lynne can significantly decrease the likelihood of active
attacks like man-in-the-middle (MITM) attacks, where an attacker intercepts and possibly alters the communication between two
parties.
The other options, while beneficial for network security, might not be as straightforward or practical for Lynne's situation:
* Network Access Control (NAC)requires a more complex infrastructure and management, which might not be ideal for a small
hotel setup.
* Implementing an SSL VPNadds an extra layer of security but might complicate the login process for users, potentially affecting the
user experience.
* Requiring EAP-FAST authenticationprovides secure authentication but may not be feasible for transient customers who expect
quick and easy network access.
Therefore, enabling station-to-station traffic blocking is a practical and efficient measure that Lynne can implement to enhance
customer security on the Wi-Fi network.
References:
* CWNA Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109, by David D: Coleman and David A.
Westcott.
* Best practices for securing a wireless network in a public hotspot environment.
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It was never so easy to make your way to the world’s most rewarding professional qualification as it has become now! ExamCost’
CWNA-109 practice test questions answers are the best option to secure your success in just one go. You can easily answer all
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