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HH #81
Which activity is part of a vulnerability assessment process?

e A Identifying vulnerabilities

¢ B. Installing operating systems

¢ C. Encrypting databases

¢ D. Exploiting vulnerabilities for access

EfE: A

I #82
Which activity is outside the scope of an ethical hacker?

A. Launching a DDoS attack to test system resilience

B. Exploiting vulnerabilities without intent to harm

C. Identifying vulnerabilities in a client's systens

D. Informing hardware and software vendors of identified vulnerabilities

EfE: A

HR #83
‘Which technique helps mitigate DoS and DDoS attacks by controlling traffic flow?

A. Packet sniffing

B. Password rotation
C. DNS spoofing

D. Rate limiting

IEf#: D

B #84

Which wireless encryption method is currently considered the most secure?

A. WEP
B. TKIP
C. WPA3
D. WPA

Ef#: C

HM #85
Which of the following best defines a 'threat actor'?

A. An entity that has the potential to cause harm by exploiting a vulnerability
B. A tool used to assess the level of threat on a network

C. The method by which a threat is delivered

D. A software that poses a threat to information security

Ef: A

B #86
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