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I #283
Which of the following best describes the primary purpose of cloud security frameworks?

¢ A. To implement detailed procedural instructions for security measures

¢ B. To ensure compliance with all regulatory requirements

¢ C. To organize control objectives for achieving desired security outcomes
¢ D. To provide tools for automated security management

EfE: C

AR :
Cloud security frameworks organize control objectives to guide security practices and achieve specific security goals. Reference:
[CCSK Study Guide, Domain 3 - Cloud Governance]

ER #284
Which of the following very important consideration when securing access to the Management Plane?

A. Super Administrator
B. Remote Access VPN
C. Service Administrator
D. Least Privilege

IEf#: D

fiR e«

Both providers and consumers should consistently only allow the least privilege required for users.
applications. and other management plane usage.

Reference: CSA Security Guidelines V.4(reproduced here for the educational purpose)

H I #285

What defines easiness to move and reuse application components regardless of the provider, platform,

0S, infrastructure, location, storage, format of data or APIs, how well applications work together, and how well new applications
work with other solutions present in the business, organization, or provider's existing architecture?

e A. Scalability

¢ B. Elasticity

e C. Portability

e D. Interoperability

A -

Interoperability is an important characteristic.

Definition: Interoperability

Interoperability is the ability of a system or a product to work with other systems or products without special effort on the part of the
customer.
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I #286
Which of the following is NOT of the essential characterstics as defined by NIST?

A. Resource Sharing

B. Rapid Elastici

C. Resource Pooling

D. On-demand self service

IEf: C

TR
All others are characteristics as defined by NIST.

H A #287
What is the primary finction of Privileged Identity Management (PIM) and Privileged Access Management (PAM)?

A. Manage the risk of elevated permissions

B. Ensure system uptime and reliability

C. Encrypt data transmitted over the network
D. Monitor network traffic and detect intrusions

Ef: A

fER L -

The primary fimction of Privileged Identity Management (PIM) and Privileged Access Management (PAM) is to manage the risk of
elevated permissions. These systems are designed to control and monitor access to sensitive resources and actions by users with
elevated or privileged access rights, such as administrators. By managing these privileged accounts and ensuring they are granted
only when necessary, for the least amount of time, and with appropriate oversight, organizations reduce the risk of misuse or abuse
of these powerful permissions.

This helps protect critical systems and sensitive data from being compromised by unauthorized access, which is especially important
for maintaining the security of I'T environments.

B #288
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