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WGU Managing Cloud Security (JY02) Sample Questions (Q49-Q54):
NEW QUESTION # 49 
An engineer has been given the task of ensuring all of the keys used to encrypt archival data are securely stored according to
industry standards. Which location is a secure option for the engineer to store encryption keys for decrypting data?

A. An escrow that is kept local to the data it is tied to
B. A repository that is made public
C. An escrow that is kept separate from the data it is tied to
D. A repository that is made private

Answer: C

Explanation:
Industry best practice requires that encryption keys arestored separately from the data they protect. This ensures that if the data
storage system is compromised, attackers cannot immediately decrypt sensitive information. The use of a secure escrow system is a
recognized approach.
An escrow provides controlled storage for encryption keys, ensuring they are only accessible by authorized processes and not co-
located with the protected data. Keeping keys "local" to the data creates a single point of failure. A public or private repository
without specialized protection mechanisms would also be insufficient due to risks of insider threats or misconfiguration.
By placing keys in an independent escrow system, the organization enforces separation of duties, strengthens defense-in-depth, and
aligns with cryptographic standards from NIST and ISO. This practice is vital when dealing with archival data, where long-term
confidentiality must be preserved even as systems evolve.

NEW QUESTION # 50 
An accountant in an organization is allowed access to a company's human resources database only to adjust the number of hours
that the organization's employees have worked in a fiscal year. However, the accountant modifies an employee's personal
information. Which part of the STRIDE model describes this situation?

A. Spoofing
B. Denial of service
C. Tampering
D. Elevation of privilege

Answer: C

Explanation:
The STRIDE threat model identifies six categories: Spoofing, Tampering, Repudiation, Information disclosure, Denial of service, and
Elevation of privilege. In this scenario, the accountant modified data they were not authorized to change. This is an act ofTampering,
which refers to unauthorized alteration of data or systems.
Spoofing would involve impersonating another identity, denial of service would block availability, and elevation of privilege would
involve gaining higher access rights. The accountant already had legitimate access but misused it to alter data outside their scope of
responsibility.
Tampering compromises data integrity, one of the pillars of the CIA triad. In cloud and enterprise systems, safeguards against
tampering include role-based access control, least privilege, and auditing to detect unauthorized changes. Recognizing this as
tampering helps in identifying insider misuse and implementing compensating controls.

NEW QUESTION # 51 
Which methodology encompasses conducting tests around the interaction of end users with new code that is intended for a patch?

A. Tabletop testing
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B. Nonfunctional testing
C. Functional testing
D. Full testing

Answer: C

Explanation:
Functional testingvalidates that new or updated code performs correctly from the end user's perspective.
This type of testing ensures that the patch delivers intended results without introducing errors. It focuses on verifying user
interactions, workflows, and outputs.
Full testing may cover all aspects, but it is broader than necessary. Nonfunctional testing evaluates performance, scalability, or
usability, not direct functionality. Tabletop testing is a discussion-based exercise, often used for incident response.
Functional testing ensures customer satisfaction by aligning patches with expected system behavior. It is a core component of Agile
and DevOps pipelines, where user experience and rapid delivery are prioritized.

NEW QUESTION # 52 
Which phase of software design covers the combination of individual components of developed code and the determination of
proper interoperability?

A. Coding
B. Testing
C. Training
D. Planning

Answer: B

Explanation:
The phase of software design that integrates individual code components and verifies their interoperability is Testing, specifically
integration testing. After developers write and unit-test individual modules, those modules must be combined into a complete system.
The testing phase ensures that these modules communicate properly, data flows correctly, and overall functionality meets
requirements.
Planning establishes project goals, coding builds individual components, and training prepares users. None of these directly verify
interoperability. Testing is critical because even well-functioning components may fail when combined, due to interface mismatches,
unexpected data structures, or dependency issues.
Cloud-based systems often integrate microservices, APIs, and third-party services. Testing validates that these distributed
components interact seamlessly. Proper testing reduces defects, supports reliability, and ensures a consistent end-user experience. It
also aligns with DevOps practices, where continuous integration and automated testing pipelines quickly identify and remediate
interoperability issues.

NEW QUESTION # 53 
An organization's leadership team gathered managers and key team members in each division to help create a disaster recovery plan.
They realize they lack a complete understanding of the infrastructure and software needed to formulate the plan. Which action should
they take to correct this issue?

A. They should identify the key roles in a disaster.
B. They should create a checklist of the necessary tasks.
C. They should determine the criteria of a disaster.
D. They should perform an inventory of assets.

Answer: D

Explanation:
Without a clear understanding of infrastructure and software, the leadership team must first conduct an inventory of assets. An asset
inventory provides a comprehensive list of hardware, software, and services that support business operations.
Creating checklists, defining criteria, and assigning roles are important, but they rely on knowing what assets exist. Without an
inventory, the disaster recovery plan would miss critical dependencies, making recovery incomplete or impossible.
Performing an inventory supports business impact analysis, risk assessments, and recovery prioritization. It ensures that all critical
systems are accounted for and appropriate recovery strategies can be designed. Asset inventories are a foundational best practice
for disaster recovery and continuity planning.
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