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A. SIA using ZTNA
B. Agentless remote user internet access
C. SIA for FortiClient agent remote users
D. Site-based remote user internet access

Answer: D

Explanation:
Site-based remote user internet access minimizes individual endpoint configuration by routing user traffic through a centralized
FortiSASE connection point (such as a FortiAP or FortiGate), rather than requiring each device to be individually configured with
the FortiClient agent.

NEW QUESTION # 61 
Which information does FortiSASE use to bring network lockdown into effect on an endpoint?

A. The security posture of the endpoint based on ZTNA tags
B. Zero-day malware detection on endpoint
C. The number of critical vulnerabilities detected on the endpoint
D. The connection status of the tunnel to FortiSASE

Answer: A

Explanation:
FortiSASE uses ZTNA tags to assess the endpoint's security posture. If the posture is non- compliant based on predefined rules,
FortiSASE enforces network lockdown to restrict access accordingly.

NEW QUESTION # 62 
When accessing the FortiSASE portal for the first time, an administrator must select data center locations for which three FortiSASE
components? (Choose three.)

A. Points of presence
B. Logging
C. Authentication
D. Endpoint management
E. SD-WAN hub

Answer: A,B,D

Explanation:
When accessing the FortiSASE portal for the first time, an administrator must select data center locations for the following
FortiSASE components:
* Endpoint Management:
* The data center location for endpoint management ensures that endpoint data and policies are managed and stored within the
chosen geographical region.
* Points of Presence (PoPs):
* Points of Presence (PoPs) are the locations where FortiSASE services are delivered to users.
Selecting PoP locations ensures optimal performance and connectivity for users based on their geographical distribution.
* Logging:
* The data center location for logging determines where log data is stored and managed. This is crucial for compliance and
regulatory requirements, as well as for efficient log analysis and reporting.
References:
FortiOS 7.6 Administration Guide: Details on initial setup and configuration steps for FortiSASE.
FortiSASE 23.2 Documentation: Explains the importance of selecting data center locations for various FortiSASE components.

NEW QUESTION # 63 
What can be configured on FortiSASE as an additional layer of security for FortiClient registration?

A. application inventory



B. user verification
C. security posture tags
D. device identification

Answer: D

Explanation:
Device identification can be configured on FortiSASE as an extra layer of security during FortiClient registration to ensure that only
authorized devices can connect to the FortiSASE service.

NEW QUESTION # 64 
Refer to the exhibit.
An organization must inspect all the endpoint internet traffic on FortiSASE, and exclude Google Maps traffic from the FortiSASE
tunnel and redirect it to the endpoint physical interface.
Which configuration must you apply to achieve this requirement? (Choose one answer)

A. Configure a steering bypass tunnel firewall policy using Google Maps FQDN to exclude and redirect the traffic.
B. Add the Google Maps URL as a steering bypass destination in the endpoint profile.
C. Add the Google Maps URL in the zero trust network access (ZTNA) TCP access proxy forwarding rule.
D. Exempt Google Maps in URL filtering in the web filter profile.

Answer: B

Explanation:
In FortiSASE, the requirement to redirect specific traffic away from the secure tunnel and through the local physical interface is
achieved through Steering Bypass (commonly referred to as split tunneling).
* Steering Bypass Destinations: This feature is configured within the Endpoint Profile settings. When an administrator adds a
destination (such as the Google Maps URL or FQDN) to the Steering Bypass table, the FortiClient agent updates the local routing
table on the endpoint.
* Traffic Redirection: Traffic matching these bypass rules is explicitly excluded from the FortiSASE VPN tunnel and instead sent
directly out of the device's local internet gateway (physical interface). This is ideal for optimizing bandwidth and reducing latency for
trusted, high-volume applications like mapping services or video conferencing.
* Analysis of Other Options:
* Option A: ZTNA TCP access proxy rules are designed for secure access to private applications, not for managing how internet-
bound traffic is routed.
* Option B: While it uses the term "steering bypass," there is no "tunnel firewall policy" configuration for this purpose; the
configuration is done at the endpoint profile level.
* Option C: Exempting a URL in the Web Filter profile only instructs FortiSASE to skip security scanning (AV, DLP, etc.) for that
traffic. The traffic would still be encapsulated in the tunnel and sent to FortiSASE, which does not meet the requirement to redirect it
to the physical interface.
By configuring the Google Maps URL as a steering bypass destination, the organization ensures the traffic never enters the SASE
tunnel, fulfilling the requirement for both traffic inspection (for all other traffic) and local redirection (for Google Maps).
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