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HE #7117
‘Which among the following is used to limit the number of cndlets or administrative privileges of administrator, user, or service
accounts?
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A. Credential Guard

B. Windows Security Identifier (SID)
C. Just Enough Administration (EA)
D. User Account Control (UAC)
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Just Enough Administration (JEA) is a security technology that enables delegated administration for anything managed by
PowerShell. JEA helps in reducing the number of admmnistrators on your machines by using virtual accounts or group-managed
service accounts to perform privileged actions on behalf of regular users. It limits what users can do by specifying which cdlets,
functions, and external commands they can run. This ensures that users have just enough access to perform their jobs without having
unnecessary administrative privileges, which aligns with the principle of least privilege.
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Bryson is the IT manager and sole IT employee working for a federal agency in California. The agency was just given a grant and
was able to hire on 30 more employees for a new extended project. Because of this, Bryson has hired on two more IT employees to
train up and work. Both of his new hires are straight out of college and do not have any practical IT experience. Bryson has spent
the last two weeks teaching the new employees the basics of computers, networking, troubleshooting techniques etc. To see how
these two new hires are doing, he asks them at what layer of the OSI model do Network Interface Cards (NIC) work on. What
should the new employees answer?

A. They should answer with the Presentation layer.

B. They should tell Bryson that NICs perform on the Physical layer

C. The new employees should say that NICs perform on the Network layer.
D. NICs work on the Session layer of the OST model.
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Network Interface Cards (NICs) operate at the Physical layer of the OSI model. This layer is responsible for the actual physical
connection between devices. It transmits individual bits from one node to the next and is involved i the electrical, mechanical,
procedural, and functional aspects of activating, maintaining, and deactivating physical connections. It's also where hardware like
cables, switches, and NICs come into play.

References: The information provided aligns with the OSI model's definition and the role of the Physical layer as described in
networking literature and resources such as GeeksforGeeks and freeCodeCamp articles on the OSI modell2.
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A war dialer is a tool that is used to scan thousands of telephone numbers to detect vulnerable modens. It
provides an attacker unauthorized access to a computer. Which of the following tools can an attacker use to
perform war dialing? Each correct answer represents a complete solution. Choose all that apply.

A. ToneLoc

B. Wingate

C. THC-Scan
D. NetStumbler

EM: AL C
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THC-Scan and ToneLoc are tools used for war dialing. A war dialer is a tool that is used to scan thousands of
telephone numbers to detect vulnerable modens. It provides the attacker unauthorized access to a computer.
Answer option D is incorrect. NetStumbler is a Windows-based tool that is used for the detection of wireless
LANS using the IEEE 802.11a, 802.11b, and 802.11g standards. It detects wireless networks and marks their
relative position with a GPS. It uses an 802.11 Probe Request

that has been sent to the broadcast destination address.

Answer option B is incorrect. Wingate is a proxy server.



HE #720
Which of the following representatives in the incident response process are included in the incident response team? Each correct
answer represents a complete solution. Choose all that apply.

A. Lead investigator

B. Human resources

C. Legal representative

D. Sales representative

E. Technical representative

F. Information security representative
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Incident response is a process that detects a problem, determines the cause of an issue, minimizes the damages, resolves the
problem, and documents each step of process for future reference. To perform all these roles, an incident response teamis needed.
The incident response team includes the following representatives who are involved in the incident response process:

Lead investigator: The lead investigator is the manager of an incident response team. He is always involved in the creation of an
incident response plan. The duties of a lead investigator are as follows: Keep the management updated. Ensure that the incident
response moves smoothly and efficiently. Interview and interrogate the suspects and witnesses.

Information security representative: The information security representative is a member of the incident response team who alerts the
team about possible security safeguards that can impact their ability to respond to an incident.

Legal representative: The legal representative is a member of the incident response team who ensures that the process follows all the
laws during the response to an incident.

Technical representative: Technical representative is a representative of the incident response team More than one technician can be
deployed to an incident. The duties of a technical representative are as follows:

Perform forensic backups of the systens that are involved in an incident. Provide more information about the configuration of the
network or system

Human resources: Human resources personnel ensure that the policies of the organization are enforced during the incident response
process. They suspend access to a suspect if it is needed. Human resources personnel are closely related with the legal
representatives and cover up the organization's legal responsibility.
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You are monitoring your network traffic with the Wireshark utility and noticed that your network is experiencing a large amount of
traffic from certain region. You suspect a DoS incident on the network.

What will be your first reaction as a first responder?

A. Communicate the incident

B. Avoid Fear, Uncertainty and Doubt
C. Make an initial assessment

D. Disable Virus Protection

EfE: C
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As a first responder to a suspected DoS incident, the mitial step is to make an assessment of the situation. This involves analyzing the
network traffic using tools like Wireshark to confirm the nature of the traffic and determine if' it is indeed a DoS attack. The
assessment will help in understanding the scope and impact of the incident and is crucial for deciding the subsequent steps in the
response process123.

References: The importance of making an initial assessment is highlighted in various cybersecurity incident response guidelines and
best practices, which recommend starting with an evaluation of the situation before proceeding with any other actions123.
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