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Fortinet FCSS—Advanced Analytics 6.7 Architect Sample Questions (Q47-
Q52):
NEW QUESTION # 47 
In a customer network that includes a collector, which device performs device discoveries?

A. Supervisor
B. Agent
C. Collector
D. Worker
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Answer: A

Explanation:
In aFortiSIEM deployment,device discoveryis handled by theSupervisor, even when aCollectoris present.
# TheSupervisor initiates active scansusing protocols such asSNMP, WMI, SSH, and API queriesto discover devices in the
network.
#Collectors do not perform discovery; they primarilycollect and forward logsfrom designated devices to the Supervisor.
#Workers handle event processing, not discovery.

NEW QUESTION # 48 
Refer to the exhibit.

An administrator runs an analytic search for all FortiGate SSL VPN logon failures. The results are grouped by source IP, reporting
IP, and user. The administrator wants to restrict the results to only those rows where the COUNT >=3.
Which user would meet that condition?

A. Jan
B. Admin
C. Sarah
D. Tom

Answer: B

Explanation:
The administrator is running an analytic search that groups results bySource IP, Reporting IP, and User, and filters only those with
aCOUNT >= 3.
Looking at the data:
#Adminhas three failed attempts from thesame Source IP (203.0.113.4)andReporting IP (10.0.1.99).
#JanandSarahappear onlyonce or twicein the dataset.
#Tomhasmultiple entries, but they are fromdifferent Source IPs and Reporting IPs, meaning they are not counted as three under the
same group.

NEW QUESTION # 49 
Refer to the exhibit.



The service provider deployed FortiSIEM without a collector and added three customers on the supervisor.
What mistake did the administrator make?

A. At least one collector must be deployed to collect logs from service provider infrastructure devices.
B. The number of workers on the FortiSIEM cluster must match the number of customers added
C. Customer A and customer B have overlapping IP addresses.
D. Collectors must be deployed on all customer premises before they are added to organization on the supervisor.

Answer: A

Explanation:
The administrator deployed FortiSIEM without a collector, meaning there is no dedicated system collecting logs from service
provider infrastructure devices. Without a collector, the FortiSIEM supervisor and workers must directly ingest logs, which is not
ideal for a multi-tenant service provider setup. A collector is necessary to efficiently gather logs before forwarding them to the
FortiSIEM cluster.

NEW QUESTION # 50 
Which are key considerations when installing FortiSIEM agents on diverse operating systems?

A. Ensuring ample storage space on the device.
B. Validating the latest version of the web browser.
C. Verifying proper communication between the agent and the collector.
D. Checking system compatibility and prerequisites.

Answer: C,D

NEW QUESTION # 51 
Refer to the exhibit.



This is an example of a baseline profile that is configured in the backend of FortiSIEM.
Which two Group By attributes are configured for this profile? (Choose two.)

A. Reporting Device
B. Logon Failure
C. Reporting IP
D. Distinct User

Answer: A,C

Explanation:
From the provided XML configuration, we need to focus on the <GroupByAttr> section, which defines the attributes used for
grouping.
In the SelectClause, the following attributes are listed:
reptDevName, reptDevAddr, COUNT(*), COUNT(DISTINCT user), COUNT(DISTINCT srcIpAddr)
*reptDevName represents the reporting device.
*reptDevAddr represents the reporting IP.
*COUNT(DISTINCT user) tracks unique users.
*COUNT(DISTINCT srcIpAddr) tracks distinct source IPs.
In the GroupByAttr section:
<GroupByAttr>reptDevName, reptDevAddr</GroupByAttr>
This confirms that the grouping is performed by Reporting Device (reptDevName) and Reporting IP (reptDevAddr).

NEW QUESTION # 52
......
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