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Cisco Implementing Cisco Application Centric Infrastructure Sample
Questions (Q143-Q148):

NEW QUESTION # 143
Where is the COOP database located?

A. leaf

B. endpoint
C. spine

D. APIC

Answer: C

Explanation:

Section: ACI Fabric Infrastructure

Explanation/Reference: https:/www.cisco.comvc/en/us/solutions/collateral/data-center-virtualization/application-centric-
infrastructure/white-paper-c11-739989.html

NEW QUESTION # 144

An engineer must connect a new host to port 101 on Leaf 101. A Cisco ACI fabric has an MOP policy configured but experience
excessive Layer 2 loops The engineer wants the Cisco ACI fabric to detect and prevent Layer 2 loops mthe fabric Which set of
actions accomplishes these goals'?

Enable MCP globally

Associate the MCP palicy with an interface selector

Enable MCP globally
Associate the MCP policy wath an interface policy group

Enable MCP locally
Associate the MCP policy with an interface policy group

Enable MEP,locally
Assdcize the MCF policylwath an interface profile

A. Option B
B. Option D
C. Option A
D. OptionC

Answer: A

NEW QUESTION # 145

A Cisco ACI environment consists of multiple silent hosts that are often relocated between leaf switches. When the host is relocated,
the bridge domain takes more than a few seconds to relearn the host's new location. The requirement is to mmimize the relocation
impact and make the ACI fabric relearn the new location of the host faster. Which action must be taken to meet these requirements?

A. Set Unicast Routing to Enabled.

B. Set 1.2 Unknown Unicast to Hardware Proxy.
C. Configure IP Data-Plane Learning to No.

D. Configure ARP Flooding to Enabled.

Answer: C
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NEW QUESTION # 146

A network engineer is implementing a Layer 3 Out in the Cisco ACI fabric. The data center core switches must connect to a pair of
leaf switches and exchange routes via a routing protocol. In addition, the implementation must meet these criteria;

* The external switch interface must use 802.1Q tagging.

* Access to the internet for the ACI fabric nust be the L30ut.

* The L30ut must use a routing protocol that has rapid convergence time and low CPU usage.

‘Which configuration set meets these requirements?

e A Implement the IS-IS Protocol policy with the selected Autonomous System number. Create the Routed Outside object
and Node Profile and select IS-IS. Configure the Interface profile and select the Routed Interface with the appropriate
interfaces. Create the External Network object.

¢ B. Implement the EIGRP Protocol policy with the selected Autonomous System number. Create Routed Outside object and
Node Profile and select EIGRP as the routing protocol. Build the Interface profile and select SVI and the appropriate VPC.
Configure the External Network object with a network of 0.0.0.070.

e C. Configure the BGP Protocol policy with the appropriate Autonomous System number. Configure an Interface policy and
an External Bridged Domain. Create an External Bridged Network and use the configured VLAN pool. Build the Leafprofile
and select the Routed sub-interface with the appropriate VLAN.

¢ D. Configure the OSPF Protocol policy with an area of 0.

Set up the Routed External Network object and Node Profile and select OSPF. Create the Switch profile and select VPC
with the appropriate nterfaces. Create the default network and associate it with the Routed Outside object.

Answer: B

NEW QUESTION # 147

An engineer wants to monitor all configuration changes, threshold crossing, and link-state transitions in a Cisco ACI fabric. Which
action must be taken to receive the required messages?

A. Add Session Logs and Audit Logs to the monitor policy.

B. Add Faults and Events to the monitor policy.

C. Include Events and Session Logs in the Syslog source policy.
D. Include Audit Logs and Events in the Syslog source policy.

Answer: A

Explanation:
After searching, there is nothing called "syslog source policy" in ACIL. Syslog source policy exists in UCS Central. The choices now
are on "Monitoring Policy" that exits on A and C.
httpsv//community.cisco.convlegacyfs/online/attachments/blog/technote-aci-syslog_external- latest.pdf
httpsy/www.cisco.com/c/en/us/td/docs/switches/datacenter/aciapic/sw/all/faults/guide/b_APIC_F
aults Frrors/b IFC Faults Frrors chapter 010.html
+ Configuration Steps:
1. Access the APIC Admin GUIL
2. Select FABRIC -> FABRIC POLICIES.
3. In the Policies navigation panel on the left, select and expand the MONITORING POLICIES.
 Expand DEFAULT and Select "CALLHOME/SNMP/SYSLOG".
¢ In the "Callhome /SNMP /Syslog" configuration panel; Select SYSLOG as the "Source Type"
and Click on the " + " sign to CREATE SYSLOG SOURCE.
¢ In the "Create SYSLOG Source" configuration panel, perform the following actions:
- Enter Source Name (deadbeef-syslogSrc)
- Change MIN SEVERITY to INFORMATION
- Select the “CHE€K ALL” butfon to include: Audit logs, Events, Faults, and Session logs.
- Select the @YSLOG Manitoring Degtination Group that was created in a previous task
(deadbeef-syslogGrp)
- Click Submif



Event Objects and Logs

In the Cisca APIC Management Information Model Reference, the event package contains general eydm@related object classes, although some

event types are found in other packages

A loggable event is represented by an event record object, which is an immutable, statelgss, Qag@'persistent MO created by the stem to record

the occurrence of a s
MO, it is not contained by that MO but is contained in an event log

Each new event record MO is added to one of three separate event logs _defefiging on the cause of the event

+ Audit log—Holds objects that are records of user-initiated eventg®ticha# logins and logouts (aaa:SessionLR) or configurati@in CRances
»dLR) that are required to be auditable
* Health score log—Holds records of changes in the HgaMi s@bre (health:Record) of the system or components

s Event log—Holds records of other system-gene{@ie®l eVents (event :Record) such as link state transitions

Each log collects and retains event recordSigMent MO remains in the log until it is purged when the log reaches capacity and space is needed
for new event records. The retention and pur@€ behavior for each log is specified in a record retention policy (event: ARetP) object associated with

each log

NEW QUESTION # 148
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