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¢ Advanced Configuration: This domain explains FortiManager's high availability (HA), configures
hEY 71 FortiGuard services and works with the global database ADOM.

¢ Policy and Objects: This section deals with how to manage policies and objects, oversee ADOM
ey 72 revisions, configure workspace mode, and conduct policy imports and installations.

¢ Troubleshooting: This section covers how to fimiliarize with FortiManager deployment scenarios and
FEY 273 troubleshoot issues related to imports, installations, device-level, ADOM-level, and system-level concerns.

o Admunistration: This section covers how to understand FortiManager capabilities, perform initial
hEv 74 configurations, and set up administrative domains (ADOM).

¢ Device Manager: In this domain, the focus is on how to register devices within ADOM, implement
bEY 7S configuration changes using scripts, and troubleshoot using the revision history.
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Refer to the_ ¢xl11bit.

FortiManager T Dt FortiGate |
AN

FortiManager NATed IP address

config system admin setting
set mgmt-addr <FMG_NATed IP-address> F BII_D_ET

An admmnistrator is about to add the FortiGate device to FortiManager using the discovery process.

FortiManager is operating behind a NAT device, and the administrator configured the FortiManager NATed IP address under the

FortiManager system administration settings.

What is the expected result?

¢ A During discovery, FortiManager sets both the FortiManager NATed IP address and NAT device IP address on
FortiGate.

¢ B. During discovery. FortiManager sets the NATed device IP address on FortiGate.

¢ C. During discovery, FortiManager sets the FortiManager NATed IP address on FortiGate.

¢ D. During discovery. FortiManager uses only the FortiGate serial number to establish the connection.

EfE: C
fEERL:
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When adding a FortiGate device to FortiManager that is operating behind a NAT device, and the FortiManager NATed IP address
is configured under the system administration settings, FortiManager will set the FortiManager NATed IP address on the FortiGate
device during the discovery process. This ensures that the FortiGate knows how to reach the FortiManager through the NAT
device.

Options A, B, and C are incorrect because:

* Ais incorrect because the discovery process also requires knowing the NATed IP to establish a connection, not just the serial
number.

* Bis incorrect because FortiManager does not set the NAT device's IP address on the FortiGate.

* Cis incorrect because it implies that the NAT device IP is set on FortiGate, which is not the expected outcome.

FortiManager References:

* Refer to FortiManager 7.4 Administrator Guide: Device Discovery and Management with NAT.

HM #35
Which output is displayed right after moving the ISFW device from one ADOM to another?

o A

ortiManager # FortiManager ® diagnose dwvm device list ISFW
=== There are currently 4 devices/vdoms managed ---
~== There are currently 4 devices/vdoms count for license --g

TYPE orID 5N HA P HAME ADOM Ies FI
Itm:at-mmq&d 325 FGVMO1 0000077646 - 10.071.200 I5FW ADCMTA 6.00741 (regular) 7.0 MR4 (2463)
- STA db:" nd ond: ON; dm: installed; conn: up
1= wdom d

e B

FortiManager # diagnose dvm device list ISFwW
--- Thera are currently 4 devices/vdoms managed B--
--— There are currently 4 devices/vdoms count for license ---

TYPE o1D 8N HA ADOM ips FIRMWARE
Emgfaz-managed 325 FGVMO10000077646 -~ 0.1, ADOMT 4 6.00741 (regular) 7.0 MR4 (2463)
I- STATUS: dev-db: not modified: conf: in sync: cond: OK; dm: installed; conn: up
I- vdom: [3]root flags:0 Adom:ADOMTE pkg: [imported] ISFW

FortiManager # diagnose
Thare are curcentl
F-- There are

TYPE orIn £ A, P ADO 1rs F I AR

Ameap £ azx -managed 325 FGYMO1000007 7646 - 10.0.1.200 ISFW ADCMT 4 &. 00741 (regulac) 7.0 MR4 (Z463)
i~ STATUS: dov-db: not modified: conf: dn sync: cond: OK: dm: autoupdated: conn: up

1= wdom:[d)root flags:l adomiADOMTA pHG;: (eut-of-syno] ISFW

FortiManager ¥ diagnose dvm device 1ist ISFW
-~~~ There are currently 4 devices/vdoms managed ---
--- There are currently 4 devices/vdoms count for license ---

ITYPE o1D SN HA e ADOM 1Ps FIRMNARE
fmgfaz-managed 325 FGVM010000077646 - 10071 200 ADOM74 6.00741 (regular) 7.0 MR4 (2463)
I- STATUS: dev-db: Jilar) o retrieved: conn: up
|- wdom: [3] root flag G - AB -8 ol o

iFfE: D

fE L

When a FortiGate device, like the ISFW (Internal Segmentation Firewall), is moved from one ADOM to another in FortiManager,
the status of the device in the new ADOM will temporarily show some level of inconsistency or unknown state until the ADOM fully
syncs and integrates the device.

In the provided options, we are analyzing the FortiManager diagnose dvm device list output for the ISFW device.

Explanation of the Outputs:

* Option A:

* The output shows that the device has the following status:

* dev-db: not modified

* conf n sync

* cond: OK

* dm: retrieved

* The key part here is the pkg: [unknown]. This suggests that the configuration package for the ADOM in the new environment is
still in anunknown state, which happens right after moving the device to a new ADOM. FortiManager needs time to process the
device's configuration before syncing it properly.

* Option B:

* This output shows thepkg: [out-of-sync]. This occursaftersome configuration mismatch is identified, but it is not the immediate
output after moving a device to a new ADOM.



* Option C:

* This output showspkg: [never-installed], which indicates that no package was ever installed on the device. This status typically
appears when a device is newly added to FortiManager but not immediately after moving it between ADOMs.

* Option Dx

* This output showspkg: [imported], which indicates that the device configuration has been successfully imported into the new
ADOM. This would occur after the device is fully synced, but not immediately after moving the device to a new ADOM.
Conclusion:

The output that is displayedimmediately after movingthe ISFW device from one ADOM to another isOption A, where the package
status is still unknown (pkg: [unknown]) because FortiManager has not yet fully synchronized the device's configuration in the new
ADOM.

E R #36
Which two statements about scheduled backups on FortiManager are true? (Choose two.)

A. They support FTP, SCP, and SFTP.

B. They can be configured using the CLI and the GUL

C. They back up all devices and the FortiGuard database.
D. They put FortiManager in offline mode.

IEf#: A. B

A -

They can be configured using the CLI and the GUL

Scheduled backups can indeed be set up through both the FortiManager command-line interface (CLI) and the graphical user
mterface (GUI), providing flexibility for administrators.

They support FTP, SCP, and SFTP.

FortiManager supports multiple protocols for backup transfers, including FTP, SCP, and SFTP, allowing administrators to choose
the method that best suits their environment.

B #37

Refer to the exhibit. An administrator has created a firewall address object that is used in multiple policy packages for multiple
FortiGate devices in an ADOM.

After the installation operation is performed, which IP/netmask is shown on FortiManager for this firewall address object for devices
without a Per-Device Mapping set?



FortiManager address object

Edit Address

5 TINE T
Name LOCAL_SUBNET

Color E [ Change !

Type Su;:-nel B -

IP/ Netmask @ 192.168.1.0/255.255.255.0 Q Resobve from name
Interface Oany =
Static Route Configuration (@ ]

Comments

Cligk'to select
Advanced Options >
Per-Device Mapping ~

B o am—
+ Create New | | [ Edit

O  Mapped Device = Details = E

O o Local-FortiGate [root) IP/Netmask: 192.168.1.0.255.255.255.240

A.192.168.1.0/24

B. 192.168.1.0/28

C. FortiManager replaces the address object to none.

D. FortiManager generates an error for each FortiGate without a per-device mapping defined for that object.

EfE: A

HH #38
‘Which two iterrs are included in the FortiManager backup? (Choose two.)

A. Firmware images

B. Flash configuration
C. All devices

D. FortiGuard database

Eﬁ: B\ C
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