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B #31
Refer to the exhibits.
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A customer wants to deploy 12 FortiAP 431F devices on high density conference center, but they do not currently have any PoE
switches to connect them to. They want to be able to run them at full power while having network redundancy From the FortiSwitch

models and sample retail prices shown in the exhibit, which build of materials would have the lowest cost, while fulfilling the
customer's requirements?

A. 2x FortiSwitch 248E-FPOE
B. 2x FortiSwitch 124E-FPOE
C. 1x FortiSwitch 248EFPOE
D. 2x FortiSwitch 224E-POE

Ef#: B
AR -

the access point will require about 24.5 W of power and the 124E-FPOE has a Capacity of about 370 meaning
25x12 =300 so you left with about 70 W on the switch meaning you can still add two more access point on that switch.



B #32

Refer to the exhibit showing an SD-WAN configuration.

Lrelibsiannedy

According to the exhibit, if an internal user pings 10.1.100.2 and 10.1.100.22 from subnet

interfaces will be used?
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e A portl and portl
¢ B. portl6 and portl5

e C. portl and portl5



¢ D. portl6 and portl
EfE: C

fiE L.

According to the exhibit, the SD-WAN configuration has two rules: one for traffic to 10.1.100.0/24 subnet, and one for traffic to
10.1.100.16/28 subnet. The first rule uses the best quality strategy, which selects the SD- WAN member with the best measured
quality based on performance SLA metrics. The second rule uses the manual strategy, which specifies portl as the SD-WAN
memnber to select. Therefore, if an internal user pings

10.1.100.2 and 10.1.100.22 from subnet 172.16.205.0/24, the outgoing interfaces will be port16 and portl respectively, assuming
that port16 has the best quality among the SD-WAN members. References:https:/docs.

fortinet.com/document/fortigate/6.2. 14/cookbook/2 18559/configuring-the-sd-wan-interface
httpsz/docs.fortinet.conm/document/fortigate/7.2.8/administration-guide/68658 7/ecmp-support-for-the- longest- match-in-sd-wan-
rule-matching

HM #33

You are responsible for recommending an adapter type for NICs on a FortiGate VM that will run on an ESXi Hypervisor. Your
recommendation must consider performance as the main concern, cost is not a factor. Which adapter type for the NICs will you
recommend?

e A Physical Function (PF) PCI Passthrough

¢ B. Native ESXi Networking with VMXNET3
e (. Native ESXi Networking with E1000

e D. Virtual Function (VF) PCI Passthrough

Ef#: B

fERL:

The FortiGate VM is a virtual firewall appliance that can run on various hypervisors, such as ESXi, Hyper-V, KVM, etc. The
adapter type for NICs on a FortiGate VM determines the performance and compatibility of the network interface cards with the
hypervisor and the physical network. There are different adapter types available for NICs on a FortiGate VM, such as E1000,
VMXNETS3, SR-1I0V, etc. If performance is the main concern and cost is not a factor, one option is to use native ESXi networking
with VMXNET3 adapter type for NICs on a FortiGate VM that will run on an ESXi hypervisor. VMXNETS3 is a paravirtualized
network interface card that is optimized for performance in virtual machines and supports features such as multiqueue support,
Receive Side Scaling (RSS), Large Receive Offload (LRO), IPv6 offloads, and MSI/MSI-X interrupt delivery. Native ESXi
networking means that the FortiGate VM uses the standard virtual switch (vSwitch) or distributed virtual switch (dvSwitch) provided
by the ESXi hypervisor to connect to the physical network. This option can provide high performance and compatibility for NICs on
a FortiGate VM without requiring additional hardware or software components. Reference:
https7/docs.fortinet.convdocument/fortigate/7.0.0/viminstallation- for-vimware-esxi/ 1 9662/installing- fortigate- vim- on-vimware- esxi
https://docs.fortinet.convdocument/fortigate/7.0.0/vmr installation- for-vimware- esxi/ 1 9662 /networking

B #34
You nust analyze an event that happened at 20:37 UTC. One log relevant to the event is extracted from FortiGate logs:

The dev1ces and the administrator are all located n different tlme zones Dayhght savmgs time (DST) is dlsabled
* The FortiGate is at GMT-1000.

* The FortiAnalyzer is at GMT-0800

* Your browser local time zone is at GMT-03.00

You want to review this log on FortiAnalyzer GUI, what time should you use as a filter?

e A.2037:08
e B.12.37.08
o (C.173708



e D. 103708
EfE: C

RN -

To review this log on FortiAnalyzer GUI, the admmnistrator should use the time filter that matches the local time zone of
FortiAnalyzer, which is GMT-0800. Since the log was generated at 20:37 UTC (GMT+0000), the corresponding time in GMT-
0800 is 20:37 - 8 hours = 12:37. However, since DST is disabled on FortiAnalyzer, the administrator should add one hour to
account for daylight saving time difference, resulting in 12:37 + 1 hour = 13:37. Therefore, the time filter to use is 13:37:08.
Reference: https:/docs.fortinet.com/document/fortianalyzer/6.4.0/administration- guide/ 1 03664/time- zone-and-daylight-saving-time

B #35

A customer would like to improve the performance of a FortiGate VM running in an Azure D4s_v3 instance, but they already
purchased a BYOL VM04 license.

Which two actions will improve performance the most without making a FortiGate license change? (Choose two.)

A. Enable SR-IOV on the FortiGate.

B. Enable "Accelerated networking" on the Azure network interfaces.
C. Migrate the FortiGate to an Azure F4s 2.

D. Migrate the FortiGate to an Azure D8s_v3.

Ef#: B. C
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