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NEW QUESTION # 54
Ifusers experience packet drops during large file transfers across an HPE network, which parameter should be checked for
performance tuning?

A. VLAN priority
B. MTU size

C. LACP priority
D. MAC aging timer

Answer: B

NEW QUESTION # 55
Youare configuring an HPE Aruba NetworkingGateway Ouster with AOS-10. What is true about 802.1 X functionality
incombination with gateways? (Select two.)

A. Regardless of using gateways, the CoA message is always sent to the APs.

B. Users onl.3-oonnoctod gateways need to performa full authentication after re-association on theAP.
C. The gateways areused as a RADIUS proxy, while the AP is theauthenticator.

D. The gateways actasRADIUS Proxy only in Tunnel and Bridged Mode.

E. The UDG remains fixed on L.2-connected gateways but not on 1.3-connected gateways.

Answer: CCE

Explanation:

This question asks about 802.1X functionality in an AOS-10 environment involving Gateway Clusters.

* AOS-10 Gateway/802.1X Architecture:

* AuthenticatorThe Access Point (AP) typically acts as the 802.1X authenticator, handling EAPoL frames with the client.

* RADIUS Proxy:The Gateway Cluster (specifically the cluster leader or UDG anchor) often acts as a RADIUS proxy, forwarding
RADIUS messages between the APs and the central RADIUS server (e.g,, ClearPass). This simplifies RADIUS configuration as
the server only needs to know about the gateway cluster.

* CoA:Change of Authorization messages from the RADIUS server are typically sent to the device acting as the RADIUS client,
which is the Gateway Cluster when operating in proxy mode.

* Mobility (L2 vs L.3):Roaming behavior and User Designated Gateway (UDG) assignment can differ based on whether clients
maintain their [P address (L2 mobility) or potentially require new IP information (L3 mobility). [.2-connected gateway deployments
generally allow for more seamless UDG persistence compared to 1.3-connected deployments where the client might roam across
subnet boundaries managed by different gateways.

* Re-authentication:Seamless roaming mechanisims aim to minimize full re-authentications during roaming events.

* Analysis of Options:

* A: Full re-authentication after re-association on L.3-connected gateways might occur in some scenarios but contradicts the goal of
seamless roaming,

* B: States the UDG remains fixed on [.2-connected but not on L3-connected gateways. This aligns with the architectural
differences in handling mobility across .2 vs L3 boundaries within a cluster.

* C: Incorrect. CoA is generally sent to the RADIUS client/proxy (the Gateway Cluster), not always directly to the APs.

* D: Correct. Gateways commonly act as a RADIUS proxy, while the AP remains the authenticator handling EAPoL with the client.
* E: Incorrect. The RADIUS proxy function is not limited to only Tunnel and Bridged modes.

* Conclusion:Options B and D accurately describe common characteristics of 802.1X operation within an AOS-10 Gateway
Cluster architecture.

References:Aruba AOS-10 documentation (Gateway Clusters, User-Based Tunneling, 802.1X/RADIUS mteraction, [.2/1.3
Mobility). This relates to "Authentication/Authorization" (9%), "Connectivity" (9%), and

"WLAN" (9%) objectives.

NEW QUESTION # 56

You have configured BGP peering froma CX 8325 switch to a third-party router. The remote router is reachable via ping but you
are not able to get the configuration to an established state.

Based on the BGP debug:
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A valid OPEN message has

What is preventing the BGP neighbor state from becoming the established state?

Answer: A

Explanation:

A. The remote router has no router-id configured
B. The remote router is configured with router-id 10.1.0.4
C. The remote router is not negotiating with the local router
D. The remote router is configured with router-id 10.1.0.2
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The debug output shows the Remote BGP ID as 0.0.0.0, which indicates that the remote router has no router-id configured. BGP
requires a valid router-id (a non-zero IP address) for session establishment. Without it, the BGP session cannot progress to the

Established state

NEW QUESTION # 57

You are configuring an SSID that is using PSK as a security mechanism Why should you use WPA3-Personal with WPA3

Transition Mode disabled?

e A. WPA3-Personal with Transition Mode disabled is optional for 6 GHz-enabled networks as there is a built-in fallback to 5

GHz mode with WPA2.

¢ B. WPA3-Personal with Transition Mode disabled should be used to prevent legacy clients from connecting to the network.
¢ C. WPA3-Personal with Transition Mode disabled is mandatory for 5 GHz-enabled networks.
¢ D. WPA3-Personal with Transition Mode disabled is mandatory for 6 GHz-enabled networks.

Answer: D

Explanation:

For Wi-Fi 6E (6 GHz) networks, WPA3-Personal (SAE) is mandatory, and WPA3 Transition Mode (which allows WPA2 clients)

is not permitted. This ensures stronger security and prevents weaker WPA2 connections in the 6 GHz band.

NEW QUESTION # 58

Refer to the four numbered steps in the exhibit.
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‘Which action is the first step in applying the role-to-role ACL on the traffic from mobile device M1 to role H2?

e A Switch Al determines the destination role based on destination MAC or destination IP and enforces role-to-role ACLs.

e B. The AP forwards the packet from M1 to gateway 1.

e C. Gateway 1 forwards the traffic over the static VXLAN tunnel to the edge switch; this packet carries the Group Policy ID
corresponding to the role of M1.

e D. The edge switch acts as the intermediate node and transfers the Group Policy ID over static VXLAN to dynamic VXLAN
tunnel and forwards the packet to switch Al.



Answer: B

Explanation:

Role-to-role enforcement starts when the client's traffic leaves the AP to the gateway. The AP forwards M1's packet to Gateway 1,
which then tags it with M1's Group Policy ID and sends it toward the campus over VXLAN for downstream role resolution and
ACL enforcement. This first hop (AP — gateway) is step 1 before GBP propagation and policy enforcement occur on the access
switch.
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