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BRI RE (Q17-Q22):

B #17
A user was attempting to register their host through the registration captive portal. After successfully registering, the host remained in
the registration VLAN. Which two conditions would cause this behavior? (Choose two.)

e A There is another unregistered host on the same port

¢ B. There is no agent installed on the host.

e C. The port default VLAN is the same as the Registration VLAN.
e D. The wrong agent s installed.

IE%: A\ C

A -

The process of moving a host from a Registration VLLAN to a Production VLAN (Access VLAN) is a findamental part of the
FortiNAC-F "VLAN steering" workflow. When a host successfully registers via the captive portal, FortiNAC-F evaluates its
Network Access Policies to determine the correct VLAN. If the host remains stuck in the Registration VLAN despite a successful
regjstration, it is typically due to port-level restrictions or the presence of other unregistered devices.

The two most common reasons for this behavior as per the documentation are:

The port default VLAN is the same as the Registration VLAN: If the "Default VLAN" field in the switch port's model configuration
is set to the same ID as the Registration VLAN, the port will not change state because FortiNAC-F believes it is already in its
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"normal" or "forced" state.

There is another unregistered host on the same port: FortiNAC-F maintains the security posture of the physical port. If multiple hosts
are connected to a single port (e.g., via a hub or unmanaged switch) and at least one host remains "Rogue" (unregistered),
FortiNAC-F will generally keep the entire port in the isolation/registration VLAN to prevent the unregistered host from gaining
unauthorized access to the production network.

Issues with agents (A, B) typically prevent a host from conmpleting compliance or registration but do not usually result in a "stuck"
status after registration has already been marked as successful in the system.

"Ifa port is identified as having Multiple Hosts, and those hosts require different levels of access, FortiNAC remains in the most
restrictive state (Regjstration or Isolation) until all hosts on that port are authorized... Additionally, verify the Default VLAN setting
for the port; if the Default VLAN and Registration VLAN match, the system will not trigger a VLAN change upon regjstration." -
FortiNAC-F Administration Guide: Troubleshooting Host Management.

HM #18
An organization wants to add a FortiNAC-F Manager to sinplify their large FortiNAC-F deployment.
Which two policy types can be managed globally? (Choose two.)

¢ A. Authentication

¢ B. Supplicant EasyConnect
e (. Network Access

¢ D. Endpoint Compliance

iFf@E: C. D

R

The FortiNAC-F Manager is designed to centralize the management of multiple Control and Application (CA) appliances, ensuring
consistent security posture across a distributed enterprise. To achieve this, the Manager allows administrators to define and distribute
specific types of policies globally rather than configuring them on each individual CA.

According to the FortiNAC Manager Guide, the two primary policy types that are managed globally are:

Network Access Policies (D): These policies define the "If-Then" logic for network entry. By managing these at the global level, an
administrator can ensure that a "Contractor" receives the same restricted access regardless of which branch office or campus they
connect to.

Endpoint Compliance Policies (B): Global management of compliance policies-which consist of scans and configurations-allows for a
unified security baseline. For exanmple, a global policy can mandate that all Windows devices across the entire organization must
have a specific antivirus version installed and active before gaining access to the production network.

While the Manager provides visibility into authentication events and can synchronize directory data, the specific Authentication (A)
configurations (like local RADIUS secrets or specific LDAP server links) are often localized to the CA to account for site-specific
infrastructure. Supplicant EasyConnect (C) is a feature set for onboarding, but the structural "Global Policy" engine focuses primarily
on the Access and Conpliance frameworks.

"The FortiNAC Manager enables Global Policy Management, allowing for the creation and distribution of policies across all
managed CA appliances. This includes Network Access Policies, which control VLAN and ACL assignment, and Endpoint
Compliance Policies, which define the security requirements for hosts. Centralizing these policies ensures that security standards are
enforced uniformly across the global network fabric." - FortiNAC Manager Administration Guide: Global Policy Management
Overview.

M #19
In which three ways would deploying a FortiNAC-F Manager into a large environment consisting of several ForiNAC-F CAs
simplify management? (Choose three.)

A. Global version control

B. Global visibility

C. Global authentication security policies
D. Global infrastructure device mventory
E. Pooled licenses

IEf#: A. B. E

A -
The FortiNAC-F Manager (FortiNAC-M) is designed as a centralized management platform for large-scale distributed
environments where nmultiple FortiNAC-F Control and Application (CA) appliances are deployed across different sites. According



to the FortiNAC-F Manager Administration Guide, the deployment of a Manager simplifies administrative overhead in three specific
ways:

First, it provides Global Version Control (B). The Manager serves as a central repository for firmware and software updates,
allowing administrators to push specific versions to all managed CAs simultaneously, ensuring consistency across the entire fabric.
Second, it enables Pooled Licenses (D). Instead of purchasing and managing individual licenses for every CA, licenses are
centralized on the Manager. The Manager then distributes these licenses to the CAs as needed based on their host counts. This
"floating" license model optimizes cost and prevents individual sites from running out of capacity while others have excess. Third, it
offers Global Visiility (E). The Manager aggregates host and device data from every managed CA into a single console. This "single
pane of glass" allows an administrator to search for a specific MAC address or user across the entire global organization without
logging into individual servers.

‘While the Manager can assist with configuration templates, authentication security policies (C) and infrastructure modeling (A) are
still predominantly managed at the local CA level to ensure site-specific logic and performance.

"The FortiNAC Manager provides a central management console for multiple FortiNAC-F servers (CAs). Key benefits include: *
License Management: Licenses are pooled on the Manager and allocated to managed CAs as needed. * Software Management:
Firmware updates can be centrally managed and pushed to all CAs from the Manager. * Centralized Monitoring; Provides a global
view of all hosts, adapters, and events across the entire managed environment." - FortiNAC-F Manager Administration Guide:
Overview and Benefits.

M #20
Refer to the exhibit.

UserHost profile configuration

M Conlsiy Aoven

. -
E::RTINET
Ifa host is connected to a port in the Building 1 First Floor Ports group, what must also be true to match this user/host profile?

A. The host must have a role value of contractor or an installed persistent agent or a security access value of contractor, and
be connected between 6 AM and 5 PM.

B. The host must have a role value of contractor, an installed persistent agent or a security access value of contractor, and be
connected between 6 AM and 5 PM.

C. The host nust have a role value of contractor or an installed persistent agent and a security access value of contractor, and
be connected between 6 AM and 5 PM.

D. The host must have a role value of contractor or an installed persistent agent, a security access value of contractor, and be
connected between 9 AM and 5 PM.

EfE: C

R :

The User/Host Profile in FortiNAC-F is the findamental logic engine used to categorize endpoints for policy assignment. As seen in
the exhibit, the configuration uses a combination of Boolean logic operators (OR and AND) to define the "Who/What" attributes.
According to the FortiNAC-F Administrator Guide, attributes grouped together within the same bracket or connected by an OR
operator require only one of those conditions to be met. In the exhibit, the first two attributes are "Host Role = Contractor" OR
"Host Persistent Agent = Yes". This forns a single logical block. This block is then joined to the third attribute ("Host Security
Access Value = Contractor") by an AND operator. Consequently, a host must satisfy at least one of the first two conditions AND



satisfy the third condition to match the "Who/What" section.

Furthermore, the profile includes Location and When (time) constraints. The exhibit shows the location is restricted to the "Building 1
First Floor Ports" group. The "When'" schedule is explicitly set to Mon-Fri 6:00 AM - 5:00 PM. For a profile to match, all enabled
sections (Who/What, Locations, and When) must be satisfied simultaneously. Therefore, the host must meet the conditional
contractor/agent criteria, possess the specific security access value, and connect during the defined 6 AM to 5 PM window.
"User/Host Profiles use a combination of attributes to identify a match. Attributes joined by OR require any one to be true, while
attributes joined by AND must all be true. Ifa Schedule (When) is applied, the host must also connect within the specified timeframe
for the profile to be considered a match. All criteria in the Who/What, Where, and When sections are cumulative." - FortiNAC-F
Admmistration Guide: User/Host Profile Configuration.

B #21

Refer to the exhibits.
Ports tab

m [Exerfent Sviter Paling Cregentals Made! Confipurabon

Filrer -
Add Fiver | Selact - Update
Select AN Hide Detais Panel Export 1o pmie -~ um
Ports - Displayed 26 Tots! 26 [+
] 00 w
Statun Device Listes P hotees Cormection Stale Defmust VLAN ™0 Wourreni VLAN  Admin Sislus | Operstional Stulas
L3 Buliding 1 Sanh Fes 182 158 108 hl Cannecies Oon Linkl Uip o
)  Buitng 1 Sench [ 192 168108  Fegstaned Mot On Link Up
Jl Bulding 1 Samch Far 192 158 106 Nt Connected On Link Up
i Buithng 1 Swfich Fag 162 W2 w08 ot Connecies On Lk Uip
i_ Bufiding 1 Swhch FEg 182 16810 & it Connacied On Link Dower
B  OBuisng 1 Safich Fa W2 188108  Fepsieed Mo pp—— o
W  Buiding 1 Swtich FaTs 152158106 Mot Connecie F:: : H-TI mET
» Buiding 1 Swfich Fail 182 158,108 heck Contites On Link Down
s | [ Iz was | | | '
- Plasiivion § Caints o 0 A8 AR b P b - [y — .
Adapters tab

Epont o yu @ | - un
Addghers - Tola o4
Slatuz ool Stanm F Adcrec: Prrynacal Addrems Al iz Commected Contamar Hub hars Media AT
(=] B* 00 D8 DEAC TF 1T VPR I BEITUCIS LA0 Hatts
- " 00 TF CBETSR Wired Infr gstricture
.

‘What would happen if the highlighted port with connected hosts was placed in both the Forced Registration and Forced
Remediation port groups?

A. Enforcement would be applied only to rogue hosts

B. Multiple enforcement groups could not contain the same port.
C. Only the higher ranked enforcement group would be applied.
D. Both types of enforcement would be applied

EfE: C

fEE s

In FortiNAC-F, Port Groups are used to apply specific enforcement behaviors to switch ports. When a port is assigned to an
enforcement group, such as Forced Registration or Forced Remediation, FortiNAC-F overrides normal policy logic to force all
connected adapters into that specific state. The exhibit shows a port (IF#13) with "Multiple Hosts" connected, which is a common
scenario in environments using unmanaged switches or hubs downstream from a managed switch port.

According to the ForttiNAC-F Admnistrator Guide, it is possible for a single port to be a member of muiltiple port groups. However,
when those groups have conflicting enforcement actions-such as one group forcing a registration state and another forcing a
remediation state-FortiNAC-F utilizes a ranking system to resolve the conflict. In the FortiNAC-F GUI under Network > Port



Management > Port Groups, each group is assigned a rank. The system evaluates these ranks, and only the higher ranked
enforcement group is applied to the port. Ifa port is in both a Forced Registration group and a Forced Remediation group, the
group with the numerical priority (rank) will dictate the VLAN and access level assigned to all hosts on that port.

This mechanism ensures consistent behavior across the fabric. If the ranking determines that "Forced Registration" is higher priority,
then even a known host that is failing a compliance scan (which would normally trigger Remediation) will be held in the Registration
VLAN because the port-level enforcement takes precedence based on its rank.

"A port can be a member of multiple groups. If more than one group has an enforcement assigned, the group with the highest rank
(lowest numerical value) is used to determine the enforcement for the port. When a port is placed in a group with an enforcement,
that enforcement is applied to all hosts connected to that port, regardless of the host's current state." - FortiNAC-F Administration
Guide: Port Group Enforcement and Ranking.
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