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EE #23
How many element groups are in the "Addressing Risk" CSMS category?
Available Choices (select all choices that are correct)

A0
B. 1
C.2
D.3

HY:. B
M.

The "Addressing Risk" CSMS category consists of three element groups: Security Policy, Organization and Awareness; Selected
Security Countermeasures; and Implementation of Security Programl. These element groups cover the aspects of defining the
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security objectives, roles and responsibilities, policies and procedures, awareness and training, security countermeasures selection
and implementation, and security program execution and maintenancel. The "Addressing Risk" CSMS category ains to reduce the
security risk to an acceptable level by applying appropriate security measures to the system under consideration (SuC)

1. References: 1: ISA/IEC 62443-2-1: Security for industrial automation and control systems: Establishing an industrial automation
and control systemns security program

EE #24
Which statement BEST describes the Target Security Protection Ratings?

A. They represent the actual security levels achieved at a time during operation.

B. They outline the desired levels of system security requirements to be fulfilled during operation.
C. They define the levels of security requirements fulfilled through implementation measures.

D. They measure the cost-effectiveness of security investments or implementation measures.

HE: B

MY

Target Security Levels (SL-T) or Target Security Protection Ratings are defined as the desired security levels that must be achieved
for a specific zone or conduit, based on risk assessment and business requirements.

"The Target Security Level (SL-T) represents the desired level of protection against threats for a zone or conduit, to be fulfilled
through appropriate security measures."

- ISA/IEC 62443-3-2:2020, Clause 6.5.2 - Target SL Vector Determination They are not the actual achieved level (SL-A), nor are
they a measure of cost-effectiveness. SL-Ts guide system designers and implementers in selecting appropriate security controls.
References:

ISA/IEC 62443-3-2:2020 - Clause 6.5.2

ISA/IEC 62443-1-1 - Security Level Types: SL-T, SL-A, SL-C

B #25
What is a feature of an asymmetric key?
Available Choices (select all choices that are correct)

A. Uses different keys

B. Has lower network overhead
C. Uses a continuous stream

D. Shares the same key OD.

e A

ME:

An asymmetric key is a feature of asymmetric cryptography, also known as public-key cryptography, which is a method of
encrypting and decrypting data using two different keys: a public key and a private key. The public key can be shared with anyone,
while the private key must be kept secret by the owner. The public key and the private key aremathematically related, but it is
computationally infeasible to derive one from the other.

Asymmetric cryptography can be used for various purposes, such as digital signatures, key exchange, and encryption. For example,
if Alice wants to send a message to Bob, she can use Bob's public key to encrypt the message, and only Bob can decrypt it using his
private key. Alternatively, if Bob wants to prove that he is the author of a message, he can use his private key to sign the message,
and anyone can verify it using his public key. Asymmetric cryptography has some advantages over symimetric cryptography, which
uses the same key for both encryption and decryption. For instance, asymmmetric cryptography does not require a secure channel to
distribute the keys, and it can provide non-repudiation and authentication. However, asymimetric cryptography also has some
drawbacks, such as higher computational complexity, larger key sizes, and higher network overhead.

References:

* ISA/IEC 62443-3-3:2018, Section 4.2.3.6.1, Cryptographyl

* ISA/IEC 62443-4-2:2019, Section 4.2.3.6.1, Cryptography

* ISA/IEC 62443 Cybersecurity Fundamentals Specialist Study Guide, Section 5.3.1, Cryptography

* ISA/IEC 62443 Cybersecurity Fundamentals Specialist Exam Specification, Section 5.3.1,

* Cryptography



EHE #26
What is the primary focus of Part 3-2 in the ISA/IEC 62443 series?

A. Secure product development lifecycle requirements

B. Cybersecurity risk assessment and system design

C. Technical security requirements for JACS components
D. Security technologies for IACS

HE: B

Y.

ISA/TEC 62443-3-2 is titled "Security risk assessment for system design" and provides a methodology for performing cybersecurity
risk assessments and for the design of security zones and conduits within IACS. It describes how to identify assets, assess threats
and vulnerabilities, assign Security Levels (SLs), and develop a security design based on risk.

Reference: ISA/IEC 62443-3-2:2020, Scope and Section 4.1 ("Purpose and objectives of 62443-3-2").

HAE #27

What is a commonly used protocol for managing secure data transmission over a Virtual Private Network
(VPN)?

Available Choices (select all choices that are correct)

A. MPLS
B. SSH
C. HTTPS
D. IPSec
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