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HE #40

Which of the following are benefits of using analytic testing in SOC operations?
(Select all that apply)

Response:

¢ A. Reducing the time to detect incidents
¢ B. Increasing the attack surface
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o (. Identifying gaps in the security posture
¢ D. Enhancing incident response strategies
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EE#41
‘Which metric is essential for measuring the effectiveness of SOC"s incident response capabilities?
Response:

A. The number of coffee cups consumed by the team
B. Mean Time to Detect (MTTD) incidents

C. The number of staff parties held annually

D. The total annual budget of the SOC
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EE #42

Effective SOC planning should take into account:
(Choose two)

Response:

A. The preference for automated systens over human decision-making

B. The organization,s specific threat landscape and relevant attack scenarios

C. The regulatory compliance requirements affecting the organization

D. The latest trends in cybersecurity technology regardless of their relevance to the business
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EE #43
What role does data enrichment play in enhancing SOC monitoring capabilities?
Response:

A. Tt allows SOC to ignore irrelevant data automatically

B. It decreases the volume of data that needs to be analyzed
C. It simplifies data storage requirements

D. It provides additional context to make data more actionable
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A2 #44
Which principle of cyber defense theory emphasizes the need to layer different security measures to protect assets?
Response:

A. Defense in depth

B. Least privilege

C. Risk management
D. Incident response
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