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Fortinet FCSS_SDW_AR-7.6 Exam Syllabus Topics:

Topic Details
¢ SD-WAN Basic Setup: This domain covers initial SD-WAN configuration, member and zone setup, and
Topic 1 Performance SLA creation for link monitoring,

¢ Centralized Management: This domamn addresses FortiManager-based SD-WAN deployment, branch
Topic 2 configuration implementation, and overlay orchestration using SD-WAN Manager.

¢ SD-WAN Troubleshooting; This domain focuses on diagnosing SD-WAN rule behavior, routing issues,
Topic 3 and ADVPN tunnel problens.

¢ Rules and Routing: This section focuses on configuring SD-WAN rules for traffic steering and routing
Topic 4 policies for path selection and failover.

¢ Advanced IPsec: This section covers hub-and-spoke topologies, ADVPN configuration, and scalable
Topic 5 multihub and nuiltiregion IPsec deployments.

Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q58-Q63):

NEW QUESTION # 58
You want FortiGate to use SD-WAN rules to steer local-out traffic.
Which two constraints should you consider? (Choose two.)

A. By default, local-out traffic does not use SD-WAN.

B. You can steer local-out traffic only with SD-WAN rules that use the manual strategy.

C. You must configure each local-out feature individually to use SD-WAN.

D. By default, FortiGate uses SD-WAN rules only for local-out traffic that corresponds to pingand traceroute.

Answer: A,C

Explanation:

By default, local-out traffic does not use SD-WAN — FortiGate normally sends local-out traffic (e.g., DNS, NTP, FortiGuard
updates) directly through its interfaces without applying SD-WAN rules.

You must configure each local-out feature individually to use SD-WAN — To steer local-out traffic via SD-WAN, you must
explicitly configure the desired local-out features (e.g., DNS, FortiGuard, CAPWAP) to use SD-WAN rules.

NEW QUESTION # 59
Within the context of SD-WAN, what does SIA correspond to?

A. Remote Breakout

B. Secure Internet Authorization
C. Software Internet Access

D. Local Breakout

Answer: A

Explanation:


https://www.torrentvce.com/FCSS_SDW_AR-7.6-valid-vce-collection.html
https://www.vceengine.com/FCSS_SDW_AR-7.6-vce-test-engine.html

SD-WAN Use Cases—SIA

* Internet grafﬁc steered across
overlay links to: :
« Centralize inspection on the hub Websites

= Improve performance if DIA sited Cloud
performance is poor (HUB) applications

« Provide internet access if DIAis
unavailable
+ Typical operation:
« Internet traffic is steered to MPLS
* Hub performs thorough inspection |

T_MPIJ T_TNET

Internet

T_MPL T_INET WAl

sited

Tunnel over internet .

(scn == =
© Fortinet Inc. All Rights Reserved =

Secure internet access (SIA), also known as remote breakout, is another use case for SD-WAN. Internet
traffic from the spokes is backhauled through the WAN using overlay links. When the traffic arrives at the hub,
it breaks out to the internet.

F::RTINET
Training Institute

The most common reason to use SlA is to centralize security inspection and internet access on the hub. For
example, you can have a central high-end FortiGate device that inspects all the internet traffic that leaves the
organization and that conforms with the company policy, instead of having each low-end spoke FortiGate
device to inspect traffic, thus reducing costs and administrative overhead.

Another reason to use SlA is for DIA backup. For example, you could configure FortiGate to steer internet
traffic through an MPLS link if the performance measured for internet applications on internet links is worse
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NEW QUESTION # 60
Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUIL. What can you conclude about the zone

and member configuration on this device?
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e A. The overlay-factories zone contains no member.
¢ B. You can delete the virtual-wan-link zones.

e C. Youcan move HUB1-VPN3 fiom the HUBI zone to the overlay-shops zone.

e D. The underlay zone contains three members.
Answer: C

Explanation:

The VPN members under HUB1 (HUB1-VPN1, HUB1-VPN2, HUB1-VPN3) are all SD-WAN interfaces that can be reassigned
to a different zone, such as overlay-shops. FortiGate allows reassigning members between zones.



NEW QUESTION # 61
Within the context of SD-WAN, what does SIA correspond to?

A. Local Breakout

B. Secure Internet Authorization
C. Software Internet Access

D. Remote Breakout

Answer: A

NEW QUESTION # 62
Refer to exhibit.

e e e A LIDIE T

Refef t6 the exhibit that shows er::vem.lrogs on F orﬁGéfe.
Based on the output shown in the exhibit, what can you say about the tunnels on this device?
A. There is one shortcut tunnel built from master tunnel VPN4.

B. The VPN tunnel HUB1-VPNI1 0 is a shortcut tunnel.

C. The master tunnel HU82-VPN3 cannot accept ADVPN shortcuts.
D. The device steers voice traffic through the VPN tunnel HUB1-VPN3.

Answer: B

Explanation:

Event logs (from the exhibit) show how traffic is matched to SD-WAN rules and routed. The log output indicates that voice traffic is
being routed through the HUB1-VPN3 tunnel. This matches SD-WAN's application-aware steering, which uses dynamic
performance metrics to select the optimal path.

Reference:

[FCSS_SDW_AR-7.4 1-0.docx Q4]

FortiOS 7.4 SD-WAN Application- Aware Routing Documentation

NEW QUESTION # 63
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