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¢ Automating Cloud Provisioning and Maintenance: This section of the exam measures skills of Cloud
Operations engineers and covers the ability to automate provisioning tasks and ongoing maintenance

FH1 activities. It emphasizes using automation tools to streamline cloud resource creation and lifecycle

management. Students must demonstrate they can apply automation to maintain efficient cloud operations.

¢ Cloud Service Deployment and Management: This section of the exam measures skills of Cloud Engineers

and covers the technical knowledge required to deploy, manage, and operate cloud services. It focuses on
=X 2 understanding stability, scalability, backup processes, recovery methods, and general deployment
practices. Candidates are expected to show they can handle provisioning, monitoring, and connectivity
tasks needed to support cloud environments.

¢ Inplementing Cloud Security and Compliance: This section of the exam measures skills of Cloud Engineers

and covers the use of AWS security tools to protect data and infrastructure. Candidates must demonstrate
FA 3 awareness of compliance needs and the ability to apply protective controls that align with industry and
organizational standards.

¢ Ensuring Scalability, Elasticity, and Backup Readiness: This section of the exam measures skills of Cloud

Operations Specialists and covers implementing AWS features that support scalability, elasticity, and
=M 4 backup readiness. It focuses on enabling cloud systems to handle fluctuating workloads while maintaining
continuity and ensuring critical data remains recoverable.

¢ Monitoring, Logging, and Issue Remediation: This section of the exam measures skills of Cloud Engineers

and covers responding to issues identified through AWS monitoring and logging tools. Candidates must
FH 5 show they can interpret system outputs, identify problems, and take corrective actions to maintain smooth
cloud operations.

¢ Configuring Cloud Network Connectivity: This section of the exam measures skills of Cloud Engineers and

covers network connectivity within AWS environments, including setup, troubleshooting, and corrective
=M o6 actions. Candidates must show they can manage cloud networking in a way that ensures reliable
commumication between systens and services.

Z| &l Courses and Certificates Cloud-Deployment-and-Operations FEME
=AM (Q18-Q23):

EE #18
(Which type of support plan provides a technical account manager and fill use of Trusted Advisor?)

A. Standard
B. Business
C. Developer
D. Enterprise

He:. D

MY

The Enterprise support plan provides a technical account manager (TAM) and full use of Trusted Advisor, offering proactive
guidance and comprehensive access to all checks. This plan is designed for large-scale, mission-critical workloads. The WGU
Cloud Deployment and Operations Study Guide (Section 6.4, AWS Support Plans) states, "The Enterprise support plan includes a
dedicated Technical Account Manager and full Trusted Advisor access, providing 24/7 support and proactive optimization
recommendations." Developer, Standard, and Business plans offer limited or no TAM support and partial Trusted Advisor access.

BEE#19
(Which AWS monitoring feature is used to process events using AWS Lambda?)

e A Logs
e B. Metrics



o C. Rules

e D. Targets
¥e: C
Y.

The AWS monitoring feature used to process events with AWS Lambda is CloudWatch Events, specifically through the use of rules.
Rules define the events to monitor (e.g,, based on event patterns) and specify targets like AWS Lambda finctions to process those
events. The WGU Cloud Deployment and Operations Study Guide (Section 4.3, CloudWatch Events) explains that rules are the
core component for event-driven architectures, enabling automation by linking events to Lambda for processing. Metrics, targets,
and logs are related but not the primary feature for this function.

HEE #20
(A company is using the CloudWatch agent on its EC2 Linux instances. The company needs to determine how long read requests
have waited on the instance's I/O for proper sizing of the instance. Which metric should the company use?)

A. disk o time

B. disk read ops

C. diskio read bytes
D. diskio_reads

HE: A

MY

The “disk_io_time’ metric, collected by the CloudWatch agent on EC2 Linux instances, measures the total time (in milliseconds) that
read and write requests have waited on I/O, helping to assess disk performance for instance sizing. The WGU Cloud Deployment
and Operations Study Guide (Section 4.1, CloudWatch Agent Metrics) states, "The "disk io_time’ metric, available via the
CloudWatch agent, tracks the time spent waiting for I/O operations, providing insight into disk contention for optimizing EC2
instance sizing," disk _read ops, diskio reads, and diskio read bytes measure operation counts or bytes, not wait times.

HAE #21
(An admnistrator successfully accesses an EC2 instance via SSH from a local computer then stops it and starts it. Following the
restart, the EC2 instance is no longer accessible. Which solution should be used to resolve the issue?)

A. Change the TP address used to connect to the EC2 instance

B. Add a rule to the security group associated with the NIC of the EC2 instance
C. Change the port used to connect to EC2 instance

D. Add a route to the route table associated with the EC2 instance subnet

e B

ME:

Comprehensive and Detailed Explanation From Exact Extract:

After stopping and starting an EC2 instance, the public IP address may change (unless an Elastic IP is attached), but the security
group rules remain intact. Ifthe instance is no longer accessible via SSH, 1it's likely due to an inbound rule (e.g., for port 22) not
being correctly configured or applied. Adding or verifying a rule in the security group associated with the network mterface (NIC) to
allow SSH (port 22) from the administrator's IP resolves this. The WGU Cloud Deployment and Operations Study Guide (Section
3.2, Security Groups) states, "Stopping and starting an EC2 instance may require verifying or adding an inbound SSH rule (port 22)
in the security group if connectivity is lost due to IP or rule misconfiguration." Route table or IP changes are not the primary issue
here.

EE#22
(Which performance optimization method must be used when uploading files larger than 5 GB to S3?)

A. Transfer Acceleration
B. Multipart uploads

C. Glacier Select

D. Intelligent-Tiering



HE:

ME:

B

Multipart uploads must be used when uploading files larger than 5 GB to Amazon S3, as this method splits the file into smaller parts
for parallel upload, improving reliability and performance. The WGU Cloud Deployment and Operations Study Guide (Section 2.1,
S3 Uploads) states, "For files exceeding 5 GB, multipart upload is required in S3, allowing the file to be divided into parts (minimum

5MB

each) for concurrent uploads, ensuring efficient and resumable transfers." Glacier Select, Transfer Acceleration, and

Intelligent- Tiering are not designed for this upload optimization.
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