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102 A B & (Q533-Q538):

P #533
Azre AKS HCL HWA 10.2 HA certificate rotation across 4 MDMs fails zero-downtime; kubectl rollout restart triggers all
StatefulSets simultaneously causing workstation "SSL unavailable". What rolling strategy ensures HA certificate continuity?

¢ A RollingUpdate maxSurge=0 maxUnavailable=1 per namespace

¢ B. kubectl rollout restart statefulset wa-waserver-mdml; sleep 120; repeat mdn2-4
¢ C. Blue-green deployment new namespace; cutover DN'S

¢ D. Helm upgrade --atomic --wait --timeout=20m all charts

IEf#: B

TR

AKS HA certificate rotation requires sequential kubectl rollout restart wa-waserver-mdm[ 1-4] with 120s sleep ensuring one MDM
remains available for workstation SSL during rolling update; prevents total outage versus parallel restarts. Manual sequencing
maintains active-active architecture continuity during certificate propagation.

M #534
‘Which planman command syntax is correct for creating an intermediate production plan (Symnew) spanning exactly 36 hours starting

froma specific timestamp, accounting for timezone in a HCL Workload Automation 10.2 distributed environment?

A. planman crt -from 01/07/2026 00:00 -for 36:00

B. planman crt -from 01/07/2026 00:00 timezone UTC -for 36:00
C. planman crttrial Symnew -for 36:00 -days 1

D. planman create -from 01/07/26 0000 -to 01/08/26 1200

E. planman extend -for 36:00

Ef#: A. B

fEEL:

The valid syntax for creating an intermediate plan uses "crt" with -from and -for parameters specifying duration in hours:minutes.
Including "timezone UTC" ensures accurate handling across distributed agents in different zones. The "create" keyword is invalid,
crttrial is for trial plans, extend is not for creation, and omitting timezone might lead to localopts-based misinterpretation in global

setups.

E #535
When customizing certificates for bidirectional SSL. between MDM and multiple DWCs in a distributed HCL Workload Automation
10.2 setup, which keystore operations ensure the CA chain is properly trusted without exposing private keys? (Select two)

A. Generate separate client certificates for each DWC signed by the same CA

B. Use keytool -importcert to add only the CA root and intermediates to truststores
C. Enable clientAuthenticatior="true" in DWC server.xml for mutual auth

D. Stash the keystore passwords using Liberty's securityUtility

E. Export the server private key from MDM and import into DWC truststore

IEfE: A. B

AR

Use keytool -importcert to add only the CA root and intermediates to truststores establishes chain validation without transferring
private keys. Generate separate client certificates for each DWC signed by the same CA allows optional mutual authentication if
required, with each DWC presenting its unique identity.

E M #536

In a complex scenario involving security file updates for global options access, carry forward customization, and console advanced
settings: After setting enCarryForward=all, adding carryforward no to select job streans, enabling
enRoleBasedSecurityFileCreation, and customizing TdwcGlobalSettings.xml for timeouts, which actions are required for full effect?



(Select All that Apply)

A. Update optman for domain activation

B. Restart console server for advanced settings
C. Clear browser cache for console changes
D. Propagate security file if centralized

E. Run JnextPlan for carry forward changes

IEf#: B. D. E

TR

Carry forward global and job stream settings apply after JnextPlan generates a new plan. Console advanced customizations require
server restart. Centralized security changes, including autormatic domain activation via the global option, need propagation to agents
for consistent enforcement across the network.

H M #537
HCL HWA 10.2 configuring authentication with RADIUS MFA fails 2FA challenge: "RADIUS ACCESS-REJECT".
FreeRADIUS configured but Liberty auth radius_config.xml missing challenge-response. Required configuration?

¢ A <radiusRegistry id="radiusMFA" server="radius.corp.com’ port="1812" sharedSecret="{xor} XYZ123" timeout="30"
retries="3" challengeProtocol="yes"/>

¢ B. server.xml: <jaasLoginModule lognModuleRef="radiusMF A" challengeResponse="true"/>

e C. FreeRADIUS handles MFA challenge automatically

¢ D. RADIUS MFA unsupported in Liberty, use SAML instead

Ef: A

fEEL:

Liberty RADIUS configuration enables challenge-response for MFA. configDropins/overrides/auth radius _config,xml:
<radiusRegistry id="radiusMFA" server="10.1.1.10" port="1812" protocol="UDP" sharedSecret="{xor} Ozo5PioZK w—"
timeout="60" retries="3" challengeProtocol="yes'/> accepts PAP challenge. User enters 2F A token on second prompt.
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