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Fortinet NSE 6 - OT Security 7.6 Architect Sample Questions (Q24-Q29):

NEW QUESTION # 24
When you create a user or host profile, which three criteria can you use? (Choose three.)

e A. Anexisting access control policy
e B. Location
e (. Admmistrative group membership
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¢ D. Host or user attributes
¢ E. Host or user group memberships

Answer: B,D,E

Explanation:
httpsz/docs.fortinet.conydocument/fortinac/9.2.0/administration- guide/ 1 5797 user-host-profiles

NEW QUESTION # 25
What is the next step if FortiGate cannot detect a device locally? (Choose one answer)

A. FortiGate queries the local device database (CIDB).

B. FortiGate queries the profiling rules.

C. FortiGate queries FortiGuard servers.

D. FortiGate queries OT servers through service connectors.

Answer: C

Explanation:

The correct answer is A. FortiGate queries FortiGuard servers. The study guide explains the device detection process very clearly:
"First, FortiGate attempts to detect the devices based on the information in the local device database (CIDB). If FortiGate cannot
detect the devices locally, it queries the FortiGuard servers by sending data about the unknown devices to the FortiGuard servers. In
response, the FortiGuard servers provide additional information about those devices." This directly answers the question and shows
that querying FortiGuard is the next step affer local detection fails.

Option D is incorrect because the guide says FortiGate checks the local device database (CIDB) first, before this next step. Option
B refers more to FortiNAC-style profiling logic, not FortiGate's OT device detection flow. Option C is also incorrect because
service connectors are not described here as the immediate follow-up step for unknown local device detection. The study guide
specifically identifies FortiGuard servers as the next destination for device identification assistance.

NEW QUESTION # 26
Refer to the exhibit.

Logical topology

FortiGate

Engineering WorkStation

e
A partial OT network is shown.
You want to enforce access control from Engineering Workstation to PLC.
How can you achieve this on FortiGate?




A. Younust create forward domain IDs.

B. You nust create VDOMs.

C. You must set the software switch to implicit.

D. You must add authentication in the corresponding firewall policy.

Answer: D

Explanation:
Access control from the Engineering Workstation to the PLC is enforced by applying authentication in the firewall policy that
governs traffic between their VLANS. This ensures only authenticated users or devices are allowed to reach the PLC.

NEW QUESTION # 27
Refer to the exhibits.
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A partial view of the Playbook Monitor page and the corresponding playbook configuration are shown. Based on the monitor page
and the configuration of the playbook, what has triggered the Run Report task? (Choose one answer)

A. AnIPS_Attack Incident log

B. An IPS incident creation

C. AnIPS Attack Handling event
D. AnEvent_Trigger log

Answer: C

Explanation:

Based on the provided exhibits from the FortiAnalyzer playbook engine:

Playbook Trigger Condition: The Partial Playbook configuration exhibit shows that the playbook is set to trigger based on a
condition where the Basic Handler Name is Equal To IPS_Attack Handling,

Event vs. Log: In FortiAnalyzer, the field Basic Handler Name is a property of an Event record, indicating the specific Event Handler
that generated it. A playbook configured with this condition is triggered by an Event, not directly by a raw log.

Playbook Execution Flow: The Partial Playbook Monitor view shows the execution sequence:

Event Trigger (Starter): This is the entry point of the playbook, which matches the condition defined in the configuration.
IPS_Attack Incident: The first task executed after the trigger.

Run_Report: The task in question, which is executed as part of the automated workflow iitiated by the starter.

Conclusion: Since the playbook's "Starter" is defined by the IPS_Attack Handling handler name, an event produced by that handler
is the root trigger for the entire playbook execution, including the Run Report task.

Therefore, the Run Report task was triggered (as part of the playbook) by an IPS_Attack Handling event.

NEW QUESTION # 28
Which type of attack posed by skilled and malicious users of security level 4 (SL 4) of I[EC 62443 is designed to defend against
mtentional attacks?



A. Users with access to moderate resources
B. Users with low access to resources

C. Users with substantial resources

D. Users with unintentional operator error

Answer: C

Explanation:

SL 1 — Protects against unintentional operator error or casual mistakes.

SL 2 — Protects against intentional misuse by attackers with low resources.

SL 3 — Protects against skilled and malicious attackers with moderate resources.

SL 4 — Protects against highly skilled attackers with substantial resources (e.g., nation-state level).

NEW QUESTION # 29
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