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o The Preparation Phase: Focuses on building security infrastructure, defining responder roles, procedures,
FH 1 run books, event log investigation, escalation paths, and analyst tools.

¢ Containment, Eradication, and Recovery: Covers grouping threat patterns, assigning urgency, performing

FH 2 remediation, verifying actions, handling false positives, and updating rules, workflows, and blocklists.

¢ Incident Response Foundations: Covers Proofpoint Threat Protection components, the Incident Response
A3 Life Cycle, and incident responder responsibilities per NIST SP800-61 12.
=xl 4 ¢ Post-Incident Activity: Focuses on preparing incident reports, analyzing trends, presenting findings, and
T recommending preventive measures for future incidents.

¢ Detection and Analysis: Teaches using detection tools, analyzing logs, monitoring alerts, prioritizing threats,
A 5 escalating incidents, and identifying threats like spam, malware, phishing, and BEC.

Z| Al Threat Protection Analyst PPANO1 £ 2 M EZE2 A (Q36-Q41):

EE #36
What is the first action a security analyst should take when beginning to review and prioritize alerts fiom Targeted Attack Protection
(TAP)?

A. Use filtering options on the TAP Threats page to organize and prioritize threat alerts.
B. Open and examine the contents of an email using the associated .em file.

C. Assess clains of false positives by analyzing forensic details and threat indicators.

D. Investigate false negatives by identifying root causes in source policy configurations.

HE: A

Y.

The first step in a scalable TAP-driven workflow is to reduce the alert set into an actionable queue using built- in filtering on the
Threats page (time range, severity, threat type, campaign grouping, Intended/At Risk

/lmpacted, VIP targeting, and "Highlighted" categories). This aligns with SOC operational procedures: triage is a funnel, and TAP's
dashboards are optimized for sorting by risk and user impact so analysts can quickly identify what is most likely to represent an
active incident. Jumping straight into .eml review or false-positive adjudication is inefficient before you know which threats have user
interaction (clicks), broad distribution, or high severity. Likewise, false-negative root cause analysis is a later-stage improvement
activity, typically triggered after an incident or quality review. In Proofpoint IR practice, you filter first to find: (1) threats with
"Impacted" users (clicks/interaction), (2) high severity (credential theft/malware), (3) VIP targeting, and (4) campaign clusters. Only
then do you pivot into forensic details, message artifacts, URL/attachment detonation results, and-if necessary-remediation actions
(blocklists, TRAP pullls, user resets).

HEE #37
‘What happens when a user clicks a rewritten URL that TAP URL Defense has determined to be malicious?

A. The user is redirected to the organization's homepage.

B. The system delivers a separate email alert to the user.

C. The link opens normally and the site remains accessible.
D. The user is shown a warning page and the site is blocked.

Hg: D

dE:

Proofpoint TAP URL Defense rewrites URLs to route clicks through Proofpoint's time-of-click analysis service. If the destination is
determined malicious at click time, the user is presented with a block/warming page and access is denied (A). This is a core
containment mechanism because URL reputation can change after delivery: a link that looked benign during initial scanning may
become weaponized later (compromised site, delayed redirect, newly hosted phishing kit). The warning page both prevents
compromise and provides user feedback that a threat was intercepted. For IR responders, this behavior is also valuable telemetry:
TAP records click events, verdicts, and whether clicks were blocked or permitted, which drives scoping and prioritization
(Impacted users vs At Risk). In recovery, blocked clicks reduce the likelihood that credential resets or endpoint remediation are



needed, but analysts still validate whether any earlier clicks occurred before condemnation, whether users accessed the URL outside
protected paths (copy/paste, mobile clients), and whether campaign-wide remediation (blocklisting domains, pulling emails) is
necessary to prevent repeat attempts.

EAE #38
Which filter category in the TAP Dashboard helps identify threats targeting VIPs or specific geographies?

A. Targeted
B. At Risk

C. Highlighted
D. Tmpacted

HE: A

Y.

The "Targeted" category (B) is used to surface threats that show targeting characteristics-commonly including VIP-focused
campaigns, department/role targeting, and sometimes geography-linked targeting indicators depending on available telemetry and
configuration. In Proofpoint triage, "At Risk" and

"Impacted" are exposure/interaction oriented (who received, who interacted/clicked), while "Highlighted" typically flags notable
techniques or analyst-marked items (e.g., suspicious/interesting, false positive indicators, notable patterns). "Targeted" is the fastest
way for analysts to focus on high-consequence threats because VIPs and specific geographies often correlate with executive
impersonation, wire-fraud pretexting, supplier fraud, or regionally themed campaigns. Operationally, this filter supports a risk-based
IR queue:

targeted threats are escalated earlier, scoped wider (adjacent executives/assistants, finance users, supplier comns), and handled with
more aggressive containment (blocking infrastructure, retroactive pulls, identity checks). It also supports proactive defense: targeted
patterns can trigger tighter policies for high-risk cohorts (VIP protections, stricter URL access, enhanced bannering, and stricter
authentication handling).

A2 #39
What type of threat does the Cloud Security Report help identify in connected environments?

A. Business Email Compromise
B. Ransomware

C. Account Takeover

D. Malicious Insider

HE. C

ME:

The Cloud Security Report is designed to highlight risks and suspicious activity across connected cloud environments, with a strong
focus on indicators consistent with account takeover (ATO) (B). In Proofpoint cloud-connected contexts (e.g., cloud email and
SaaS integrations), ATO manifests through patterns such as unusual sign-in behavior, suspicious mailbox activity, anomalous sending,
unexpected forwarding rules, O Auth application consents, and risky access from new locations/devices. For IR, this is critical
because modern phishing frequently targets credentials and sessions rather than delivering executable malware, and compromised
cloud identities enable fast lateral movement through internal phishing, mvoice fraud, and data access. Proofpoint reporting helps
analysts identify which users and accounts show the strongest compromise signals so they can prioritize containment: force password
reset, revoke refresh tokens/sessions, remove malicious inbox rules and forwarding, disable suspicious OAuth grants, and validate
MFA posture. While ransomware, insider risk, and BEC can be related outcomes, the Cloud Security Report's connected-
environment emphasis is on identity compromise signals and cloud account misuse-core ATO detection and nvestigation drivers.

EE #40
Which of the following is an item that should be included in an incident report as part of the post-incident debrief?

A. Proofpoint threat landscape reporting
B. Adversary tactics and techniques

C. Incident response plan

D. Network diagrams



He: B

Y.

A high-quality incident report captures what the adversary did in a way that enables prevention and detection improvements.
Including adversary tactics and techniques (C) is essential because it translates raw artifacts (emails, URLSs, headers, click events)
into actionable security engineering outcomes: which initial access method was used (credential phishing vs BEC), which
impersonation technique (display name, lookalike domain, supplier compromise), what persistence was attempted (mailbox
rules/forwarding, O Auth consent), and what objectives were pursued (invoice fraud, data theft, lateral phishing). In Proofpoint-
centered IR, mapping tactics and techniques supports targeted control tuning: URL Defense policy, attachment sandboxing, impostor
rules, DMARC enforcement, and TRAP automation; it also improves analyst playbooks (what pivots to run next time, what
indicators to hunt). The incident response plan (B) is a reference document, not an incident-specific report item. Network diagrams
(A) may be helpful in some incidents but are not always relevant for email-led events. Threat landscape reporting (D) is contextual
intel, but the report must focus on what occurred in this incident and what to change to reduce recurrence, which is best captured via
tactics/techniques.
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