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Priifungsfragen mit Losungen (Q60-Q65):

60. Frage
An administrator installs FortiClient on Windows Server.
What is the default behavior of real-time protection control?

A. Real-time protection sends malicious files to FortiSandbox when the file is not detected locally
B. Real-time protection must update the signature database from FortiSandbox

C. Real-time protection is disabled

D. Real-time protection must update AV signature database

Antwort: C

Begrindung;

‘When FortiClient is installed on a Windows Server, the default behavior for real-time protection control is:

* Real-time protection is disabled:By default, FortiClient does not enable real-time protection on server installations to avoid
potential performance impacts and because servers typically have different security requirements compared to client endpoints.
Thus, real-time protection is disabled by default on Windows Server installations.

References

* FortiClient EMS 7.2 Study Guide, Real-time Protection Section

* Fortinet Documentation on FortiClient Default Settings for Server Installations

61. Frage
An admmnistrator wants to simplify remote access without asking users to provide user credentials Which access control method
provides this solution?

A. ZTNA full mode

B. ZTNA TP/MAC littering mode
C.L2TP

D. SSL VPN

Antwort: A

Begrindung;

* Simplifying Remote Access:

* The administrator wants to simplify remote access without asking users to provide user credentials.
* Evaluating Access Control Methods:

* ZTINA full mode can provide seamless access by leveraging device identity and posture, eliminating the need for user credentials
for each access request.

* Other methods like SSL. VPN and L2TP typically require user credentials.

* Conclusion:

* The correct access control method that provides this solution is ZTNA full mode.

References:

ZTNA section in the FortiGate Infrastructure 7.2 Study Guide.

62. Frage
Which security fabric component sends a notification to quarantine an endpoint after [OC detection in the automation process?

A. ForbClient EMS
B. D. Forti Gate

C. FortiClient

D. FortiAnalyzer

Antwort: B

63. Frage
Refer to the exhibits.



Security Fabric Settings

@ FortiGate Telemetry

Security Fabric role Join Existing Fabric

Fabric name | Fabric [

Topology = FGVM010000052731 (Fabric Root)

Allow other FortiGates to join @

Pre-authorized FortiGates None & Edit
SAML Single Sign-On @ @ J
Management IP/FQDN @ Specify

Management Port YNl Specify

FortiAnalyzer Logging

IP address 10.0.1.250

Test Connectivity
Logging to ADOM root

Storage usage P ] 14455 MiB/50.00 GiB

Analytics usage Ao 91.02MiB/35.00GiB
(Number of days stored: 55/60)
1% 53.53MiB/15.00GiB

(Number of days stored: 54/365)
Upload option €@ Every Minute = Every 5 Minutes
SSL encrypt log transmission

Archivewusage

Allow access to FortiGate REST API
Verify FortiAnalyzer certificate (35 FAZ-VMTM19008187

@ FortiClient Endpoint Management System (EMS)

Name EMSServer
IP/Domain Name | 10.0.1.100
Serial Number FCTEMS0000100991

Admin User | admin

Password ssssssee
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FQDN

Remole HTTPS access

550 certhcate Mo ceriificade mporied

Based on the FortiGate Security Fabric settings shown in the exhibits, what nmust an administrator do on the EMS server to
successfully quarantine an endpoint. when it is detected as a compromised host (IoC)?

A. The administrator must enable SSH access to EMS.

B. The administrator must enable remote HTTPS access to EMS.
C. The admmistrator must authorize FortiGate on FortiAnalyzer.
D. The administrator must enable FQDN on EMS.

Antwort: B

Based on the FortiGate Security Fabric settings shown in the exhibits, to successfully quarantine an endpoint when it is detected as a
compromised host (IOC), the following step is required:

* Enable Remote HTTPS Access to EMS:This setting allows FortiGate to communicate securely with FortiClient EMS over
HTTPS. Remote HTTPS access is essential for the quarantine functionality to operate correctly, enabling the EMS server to receive
and act upon the quarantine commands from FortiGate.

Therefore, the administrator must enable remote HTTPS access to EMS to allow the quarantine process to function properly.
References

* FortiGate Infrastructure 7.2 Study Guide, Security Fabric and Integration with EMS Sections

* Fortinet Documentation on Enabling Remote HTTPS Access to FortiClient EMS

64. Frage
Refer to the exhibit.
All Endpoints
admin Connection Status
admin Managed by EMS ¥ Managed
No Email
0, (5! Other Endpoints Configuration Features
fauh t - i
Device be-pe-1 » Palicy Defauh O » ik Antivirus enabled =
os @ Linux - Ubuntu 22.04.3 LTS nstaller ) Not assigned Ren.l-'l'lme Protection enabled
P 10.1.0.10 FortiClient Version 7.40.1636 A Anti-Ransomware not installed
i FCT
MAC 02-09-01-00-04-02 FortiClient Serial Number CTBO0D0B2946488 Cloud Based Malware Outbreak De
Public 1P 35.230.181.150 ForCllent|ng- CB32EF 1D7DBDAA2AALAIB248TF 68 = Sandbox not installed
. [ZI'NA Serial Number Disabled I Sandbox Cloud not installed
Status Online
Locat on-Fabnz = % Web Filter enabled
ocation Hn- al ;. Classification Tags e
et rave-Dumps.com ,
)y e A I
Organization i L, C Remate Access installed
Group Tag & Vulnerability Scan enabled =
. SSOMA not installed
P
Secunty Pesniet % all_registered_chents @ User Verification supported
Tags Brave-Dumps.com
ZTNA installed

The zero trust network access (ZTNA) serial number on endpoint br-pc-1 is in a disabled state.
What is causing the problem? (Choose one answer)

A. The ZTNA feature is not installed on FortiClient.

B. The ZTNA is disabled due to FortiClient disconnected from FortiClient EMS.
C. The ZTNA destinations endpoint profile is disabled.

D. The ZTNA certificate has been revoked by administrator.

Antwort: C

Begrindung;
Based on theFortiClient EMS 7.2/7.4 Study Guidesand the visual evidence provided in the exhibit, here is the verified breakdown of



why theZTNA Serial Numberis showing asDisabled:

1. Analysis of the Exhibit

* Operating SystemThe endpoint is runningLinux (Ubuntu 22.04.3 LTS).

* Comnnection Status:The endpoint status isOnlineandManaged by EMS. This immediately eliminates Option C, as the device is
actively communicating with the EMS server.

* Features List:At the bottom right of the "Features" column, it explicitly states"ZTNA installed". This eliminatesOption A, confirming
the software component is present on the endpoint.

* ZINA Serial Number Field:The field is highlighted in red and shows'"Disabled".

2. Identifying the Root Cause (Option B)

In the FortiClient EMS curriculum regardingZTNA (Zero Trust Network Access), the ZTNA Serial Number (also known as the
ZTNA Tagging or Client Certificate UID) is generated and activated based on the assigned Endpoint Profile.

* Profile Dependency:For FortiClient to generate a ZTNA serial number/certificate and participate in ZTNA, the administrator must
enable and configure theZTNA Destinations(or ZTNA Connection) profile within the EMS.

* Disabled State:If theZTN A Destinationsfeature is disabled in the profile assigned to that specific endpoint (or if the endpoint is
assigned the "Default” profile where ZTNA is not configured), the

"ZTNA Serial Number" status on the EMS dashboard will reflect asDisabled.

* Linux Specifics:In FortiClient for Linux, ZTNA support is available but requires the profile to be explicitly pushed and active. Ifthe
profile is toggled off in the EMS GUI underEndpoint Profiles > ZTNA Destinations, the serial number finctionality is suspended.

3. Why Other Options are Incorrect

* A. The ZTNA feature is not installed:The exhibit clearly shows "ZTNA installed" under the Features list.

* C. FortiClient disconnected from EMS:The exhibit shows the status as "Online" and "Managed by EMS" with a green checkmark.
* D. The ZTNA certificate has been revoked:If a certificate is revoked, the status typically shows as

"Revoked" or "Expired," or the serial number would still be present but marked as untrusted. A

"Disabled" state indicates the feature itselfis turned off at the policy/profile level
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