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R #32
As an RF signal propagates it becomes weaker as it gets farther away from the transmitter. What concept is described?

A. RF latency
B. Beanwidth
C. Diffraction
D. Free Space Path Loss

Ef#: D
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The concept described is Free Space Path Loss (FSPL). FSPL refers to the reduction in power density of an electromagnetic wave
as it propagates through a clear, unobstructed path in free space. This weakening of the signal is due to the spreading of the
wavefiont as it travels, causing the power to be distributed over a larger area. The FSPL can be calculated using the Friis
Transmission Equation, which shows that the received power decreases with the square of the distance from the transmitter. This
concept is fundamental to understanding the behavior of RF signals in various communication systens, including wireless IoT, where
the signal strength at the receiver is a critical factor for reliable data transmission.

HM #33
You are considering the implementation of a lab for testing wireless equipment. What is the primary benefit of such a lab? (Choose

the single best answer.)

A. Provides a failover environment for your production systems

B. Provides for testing to determine how much RF exposure you can tolerate

C. Provides a way to repurpose old hardware that is not ready for final removal

D. Provides a safe environment in which to develop practical skills and knowledge of a technology and to test the technology

Ef#: D
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Lab Purpose: Wireless testing labs offer controlled settings to:

Skill Development: Hone practical understanding of wireless technologies without impacting production environments.
Experimentation: Safely test different configurations, compatibility, and potential issues.

Troubleshooting; Isolate problens, test solutions, and understand how equipment behaves in various scenarios.

B #34

What is a common security requirement when deploying IoT devices at scale?

A. Accepting only unsigned firmware to improve device speed
B. Using a single shared password for all devices

C. Allowing open access to management ports

D. Enabling over-the-air firmware updates

IEf#: D
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Secure OTA updates allow rapid patching of vulnerabilities across large [oT fleets. Shared passwords and unsigned firmware pose
major security risks.

B #35
A BLE beacon is configured with a transmit power of +4 dBm Which change will MOST increase its usable range?

A. Changing the BLE version

B. Lowering transmit power

C. Decreasing advertising interval
D. Increasing advertising interval

IEf#: D



fEERA -
A larger advertising interval reduces RF congestion and packet collisions, which improves effective detection range. Decreasing
interval increases traffic; lowering transmit power reduces range.

H #36
A technician is troubleshooting LoRaWAN packet loss. Which factor MOST likely causes uplink failures?

A. Too short antenna cables

B. Excessive spreading factor (SF too high)
C. Incorrect network session keys

D. Gateway operating on 5 GHz

Ef#: C
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Incorrect session keys prevent devices from successfully joining or sending valid encrypted frames. High SF actually improves range;
LoRaWAN does not operate on 5 GHz
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