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Cisco Securing Networks with Cisco Firepower Sample Questions (Q228-
Q233):

NEW QUESTION # 228
An engineer integrates Cisco FMC and Cisco ISE using pxGrid. Which role is assigned for Cisco FMC?

e A server
¢ B. publisher
e (. client
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e D. controller

Answer: C

NEW QUESTION # 229
‘Which command is run on an FTD unit to associate the unit to an FMC manager that is at [P address
10.0.0.10, and that has the registration key Cisco123?

A. configure manager add 10.0.0.10 Cisco123
B. configure manager local Cisco123 10.0.0.10
C. configure manager add Cisco123 10.0.0.10
D. configure manager local 10.0.0.10 Cisco123

Answer: A

Explanation:
Reference: https//www.cisco.convc/en/us/td/docs/security/firepower/misc/fimc- fid-mgmt-nw/finc- fid-mgmt-nw.htmi#id_106101

NEW QUESTION # 230
What is a fimctionality of port objects in Cisco FMC?

A. to mix transport protocols when setting both source and destination port conditions in a rule

B. to represent protocols other than TCP, UDP, and ICMP

C. to represent all protocols in the same way

D. to add any protocol other than TCP or UDP for source port conditions in access control rules.

Answer: B

NEW QUESTION # 231
While configuring FTD, a network engineer wants to ensure that traffic passing through the appliance does not require routing or
Vlan rewriting, Which interface mode should the engineer implement to accomplish this task?

A. Inline set
B. passive

C. Inline tap
D. transparent

Answer: B

NEW QUESTION # 232
A network engineer is extending a user segment through an FTD device for traffic inspection without creating another IP subnet.
How is this accomplished on an FTD device in routed mode?

A. by assigning an inline set interface

B. by using a BVI and create a BVI IP address in the same subnet as the user segment
C. by leveraging the ARP to direct traffic through the firewall

D. by bypassing protocol inspection by leveraging pre-filter rules

Answer: B

Explanation:

You can Have here BVI with no name and in that way the BVI acts as transparent firewall. So with that you have extended LAN
network, the Gateway stays the same ( ex. GW is 192.168.1.1 and BVI is 192.168.1.2) so nothing changes for users. If you go
with Inline, you do not extend network, Inline only has inline par interfaces and that does not extend the LAN.
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