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FEE (Q117-Q122):

A #117
A client is unable to connect to the network. In the HPE Aruba Networking ClearPass access tracker, we can see an EAP timeout.
What is a possible cause of this message?

e A The client does not trust the radius server certificate.
e B. The client can see that the radius server certificate is expired.
e C. The radius server can see that the client certificate is expired.
e D. The radius server does not trust the client certificate.

EfE: A
A -

An EAP timeout commonly occurs when the client does not trust the RADIUS server certificate, causing the authentication process
to stall until it times out. This is a typical issue in 802.1X/EAP deployments if the server certificate is not trusted by the client.
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HA#118
A user can connect to the wired network using 802.1X EAP-TLS but their traffic is being dropped after a certain time. What is the
most likely cause of the traffic being dropped. (Choose two.)

A. The user's device is not configured to use the correct DNS servers.

B. The user's device is not configured to use the correct gateway.

C. A firewall is blocking traffic between the user's device and the resources they are trying to access.

D. The user's device is not assigned to the correct role in HPE Aruba Networking ClearPass Policy Manager.
E. The user's device is using the wrong MAC address.

iEﬁ: C\ D

R -

After successful 802.1X EAP-TLS authentication, traffic can still be dropped if a firewall is blocking the device's traffic or if
ClearPass assigns the wrong role to the device, which enforces restrictive ACLs or VLANSs. These are the most likely causes of
session drops after authentication.

H #119
You are configuring an HPE Aruba Networking gateway cluster with AOS-10. What is true about gateway functionality? (Choose
two.)

A. User traffic in tunneled mode is encrypted per default.

B. AOS-10 only supports high-value client session synchronization for the first failover.
C. PAPI traffic is traversing through an IPSEC tunnel.

D. Multiversioning between AP and gateways is not supported.

E. LACP is not supported when manually provisioning gateways.

Ef: A. C

fE L

PAPI traffic is traversing through an IPSEC tunnel — Correct. In AOS-10, AP-gateway control traffic (PAPI) is protected using
IPsec.

User traffic in tunneled mode is encrypted per default — Correct. Client traffic sent in tunneled SSID mode is automatically
encrypted over the AP-gateway tunnel.

Bl #120
You are configuring an SSID that is using PSK as a security mechanism. Why should you use WPA3- Personal with WPA3
Transition Mode disabled?

A. WPA3-Personal with Transition Mode disabled is mandatory for 6 GHz-enabled networks.

B. WPA3-Porsonal with Transition Mode disabled should be used to prevent legacy clients from connecting to thenetwork.
C. WPAS-Personalwith Transition Mods disabled is mandatory for 5 GHz-enabled networks.

D. WPA3-Porsonal with Transition Modedisabled is optional tor 6 GHz-enabled networks as there is a built-in tailback to 6
GHz mode with WPA2

IEf#E: A

B #121
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gg-swl:
show bgp ipvé unifist Feighbors 10.250.17.25 advertised-routes

Status codes s SUppr#sfelll d damped, h history, * valid, > best & RMultipath,
i ffteondl e external S Stale, R Removed, a additigpsl-paths
Origin codes: i -"Q@F . S@)- EGP, ? - incomplete

VRF : default
Lecal Router-ID 10.250.255.11

Network Wéxthop Metric LocPrf
*>e 19.216.12.0/24 AN 259.17.26 -] a
*>e 19.250.10.8/24 1as5e.17 .26 -] -]
*>e 10.250.128.8/22 19.258.17.26 -] (-]
*>@ 10.250.255.11/32 19.258.17.26 @ (-]
*>w 192.168.65.0/24 190.250.17.26 2 2
**>& 192.168.68.0/24 190.2%0.17.26 -] -]
*>&¢ 192.168.69.0/24 10.250.17.26 L] -]
*>¢ 192.168.72.0/24 190.258.17.26 ] L]

Total number of entries 8

Igg-wwd

show bgp ipvdlinifest neighbors 10.258.17.29 advertised-routes

Status codes & Fsfgbsessed, d damped, h history, * valid, > best, = multipath,
i intefnal, & external 5 Stale, A Removed, a additional-paths

Origin codes: 90 JI6F, ¢ - EGP, ? - incomplete

VRF : default
Local Router-ID 18.2598.255.12

Network Hexthop Metric LocPrf

*»e 19.216.12.9/24 10.259.17.30 a8 [ ]

*»¢ 19.259.19.9/24 19.250.17.3%0 a @

*>e 19.250.128.90/22 19.250.17.39 L] L]

*»e 10.250.255.11/732 10.250.17.30 a L]

“>¢ 192.168.65.9/24 10.250.17.30 @ -]

*>¢ 192.168.58.08/24 10.250.17.30 a -]
192.168.69.8/24 19.258.17.30 (-] a

@ a 5 |
AGG-SW1 and AGG-SW2 are configured with iBGP and eBGP to AS65000. Both agg-sw1 and agg-sw2 useroute-map BGP-
EXPORT and ip-prefix list local-export in the bgp configuration.
‘What must be done on agg-swil for the adjacent router to prefer to route all exported routes by agg-sw2?

A. Add set metric 200 to the route-map BGP-EXPORT.

B. Add set local-preference 200 to the route-map BGP-EXPORT

C. Add set as-path prepend 65345 65345 65345 65345 to the route-map BGP-EXPORT Match with local- export Ip
prefix-list.

D. Add set as-path 65345 65345 65345 65345 to the route-map BGP-EXPORT Match with local-export ip prefix-list.

Ef#: C

R«

The goal is to make the adjacent router prefer routes exported by AGG-SW2 over AGG-SW1 for iBGP and eBGP routes to
AS65000. Both switches use a route-map BGP-EXPORT with an ip-prefix list local-export.

BGP path selection uses attributes like local preference, AS path length, and metric to determine the preferred route.

* Analysis of Options:

* Option A:Setting local-preference 200 affects iBGP route selection within the same AS but has no impact on eBGP peers
(external AS65000), as local preference is not advertised externally.

* Option B:Prepending the AS path with 65345 65345 65345 65345 increases the AS path length for routes exported by AGG-
SW1, making them less preferred by the adjacent router (both iBGP and eBGP peers) compared to AGG-SW?2's routes, which
have a shorter AS path.

* Option C:Setting metric 200 affects the MED (Multi- Exit Discriminator), which is used for eBGP route selection within the same
AS but is less nfluential than AS path length and not applicable for iBGP.

* Option DiIncorrect syntax (set as-path without prepend) and does not achieve the desired effect.

* Why Option B is Correct:BGP route selection prioritizes the shortest AS path for both iBGP and eBGP. By prepending AS
65345 multiple times to AGG-SW1's exported routes, AGG-SW1's routes appear less attractive due to a longer AS path, causing
the adjacent router to prefer AGG-SW2's routes.

This is a standard BGP traffic engineering technique.

* Relevance to Certification Objectives:

* Routing (16%):Involves designing and troubleshooting BGP routing topologies, ncluding manipulating path attributes like AS path.
* Troubleshooting (10%):Includes remediating BGP routing issues by adjusting route-maps.

References:

HPE Aruba Networking AOS-CX Configuration Guide: BGP Configuration, covering route-maps and AS path prepending,
HPE7- A06Study Guide: Details BGP path selection and traffic engineering,

HPE Aruba Networking Technical Documentation: BGP Route Manipulation, explaining AS path prepending for route preference.

B #122
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