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NEW QUESTION # 52
Which of the following is a prerequisite before a ClearPass Service can apply an Enforcement Profile?
Response:

A. The service must define a Web Login Form

B. The endpoint must be in a known device repository
C. The system must be in Publisher-only mode

D. The user must match a Role Mapping rule

Answer: D

NEW QUESTION # 53
In ClearPass, which service type would be most appropriate for authenticating corporate users via 802.1X?
Response:

A. Web Authentication
B. RADIUS Enforcement
C. Guest Authentication
D. 802.1X Wireless

Answer: D

NEW QUESTION # 54
Why is it beneficial to use digital certificates for user authentication in ClearPass Onboard?
Response:

A. Because certificates allow SNMP polling

B. Because it eliminates the need for DNS

C. Because certificates are required for all HTTP traffic

D. Because certificates provide device-level authentication with stronger security

Answer: D

NEW QUESTION # 55

A security admin wants to implement ClearPass to control access for wired and wireless users across mutltiple campuses. The
solution must assign VLANs dynamically, enforce health checks, and restrict access based on user roles. Which three ClearPass
features help meet these requirements?

(Choose three)

Response:

A. Onboard

B. Device Insight
C. Role Mapping
D. OnGuard

E. Policy Manager

Answer: C,D,E

NEW QUESTION # 56

Which two components of AAA are directly handled by ClearPass Policy Manager?
(Choose two)

Response:

e A. Dynamic DNS resolution
e B. Authentication
e (. Authorization



e D. IP address allocation

Answer: B,C

NEW QUESTION # 57
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