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Fortinet NSE 6 - FortiEDR 7.0 Administrator Sample Questions (Q11-Q16):

NEW QUESTION # 11
What specific action does FortiEDR take when the Zero Trust Device Tagging playbook is activated?
(Choose one answer)

A. Tt updates FortiClient EMS through an API and assigns a classification fabric tag,
B. It removes unmanaged endpoints from FortiClient EMS.

C. It assigns a default tag to all endpoints.

D. It disables the endpoint until a tag is assigned.

Answer: A

Explanation:

The correct answer is C.

The FortiEDR 7.0.0 Administration Guide explains that Identity Management integration can use FortiClient EMS. The connector
requires API credentials or FortiCloud credentials depending on whether FortiClient EMS is on-premises or cloud-based. The guide
states that for the out-of-the-box action, such as Zero Trust device tagging on FortiClient EMS, FortiEDR tags the device as non-
trusted in the identity management system and specifies the classification tag to apply in the Tag name field.

The guide also lists predefined FortiClient EMS 7.2 or later fabric tags used by FortiEDR, including FortiEDR Malicious,
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FortEDR PUP, FortiEDR Suspicious, FortiEDR Likely Safe, and FortiEDR Probably Good. These tags are used by FortiClient
EMS to tag the endpoint based on FortiEDR classification.

Finally, the guide states that to configure the automated response, the administrator must go to Security Settings > Playbooks, open
the relevant Playbook policy, and place a checkmark in the relevant classification column next to the Zero Trust device tagging row
under Remediation. FortiEDR is then configured to automatically tag a device as non-trusted when a security event is triggered.
Options A, B, and D are wrong, FortiEDR does not remove unmanaged endpoints, does not apply a default tag to every endpoint,
and does not disable the endpoint merely until a tag is assigned. The action is API- based FortiClient EMS tagging tied to FortiEDR
event classification

NEW QUESTION # 12
Within the FortiEDR architecture, which component needs JumpBox capabilities to enable authenticated and controlled
commumnication with FortiAnalyzer? (Choose one answer)

A. Core

B. Central manager
C. Aggregator

D. Reputation Server

Answer: A

Explanation:

The correct answer is A. Core.

For FortiAnalyzer / FortiAnalyzer Cloud integration, the FortiEDR 7.0.0 Administration Guide states that one prerequisite is "A
Jumpbox with connectivity to FortiAnalyzer." The same section says to refer to Setting up the FortiEDR Core for details about
mstalling a FortiEDR Core and configuring it as a Jumpbox. In the connector configuration, the guide also states that the Jumpbox
field is used to select the FortiEDR Jumpbox that will communicate with FortiAnalyzer or FortiAnalyzer Cloud.

So, the FortiEDR component associated with JumpBox capability is the Core. The Central Manager must have connectivity to
Fortinet Cloud Services, but it is not the component configured as the JumpBox. The Aggregator handles registration, configuration,
and monitoring between Collectors/Cores and Central Manager, and the Reputation Server is unrelated to FortiAnalyzer JumpBox
communication in this context.

NEW QUESTION # 13
You added three new applications to FortiEDR using only the Path attribute. What are two expected outcomes of this configuration?
(Choose two answers)

A. These applications will be disabled until explicitly enabled.

B. All instances of these applications will be blocked, regardless of location.
C. Only applications in the specified directory paths will be blocked.

D. These applications will be blocked only if the file name also matches.

Answer: A,C

Explanation:

The correct answers are A and B .

The FortiEDR 7.0.0 Administration Guide states that newly added applications are disabled by default , which means they are not
blocked unless enabled. The guide further explains that the default state can be changed by enabling the Enable Default application
state option in the Application Control Manager settings. Therefore, option A is correct.

Option B is also correct because Application Control allows an application to be defined by Hash or by any combination of File
Name / Path / Signer . The guide says that the Path field specifies the path to the executable file of the application to be blocked.
‘When using path-based matching, the enforcement is tied to the specified path criteria, not to every possible location of the sane file.
Option C is wrong because the file name does not also need to match when only the Path attribute is used.

Option D is wrong because blocking all instances regardless of location applies when only the File Name field is used, not when the
match is path-specific. The guide explicitly states that if only the File Name field is filled, the application is blocked no matter where
the executable appears.

NEW QUESTION # 14



‘Which two Python commands are supported when using FortiEDR Connect to directly access a protected device shell? (Choose
two answers)

A. Yopsexec

B. %upload file
C. %ipconfig_all
D. Y%timestamp

Answer: B,C

Explanation:

The correct answers are A. %oupload file and B. Y%ipconfig all .

The FortiEDR 7.0.0 Administration Guide states that FortiEDR Connect opens a console that provides direct access to a
FortiEDR-protected device through a remote shell connection. This allows administrators to respond to incidents, run commands
and scripts, collect and download forensic data, and remediate threats.

The guide also states that the FortEDR Connect terminal has a prompt where commands can be typed, and the Help button
displays the supported commands and their parameters.

The guide further confirms that FortiEDR Connect supports FortiEDR-specific commands, Windows command-line access through
Y%emd , and Python commands.

For the exact command list, Fortinet's official FortiEDR Connect technical tip lists the supported commands.

In that list, %ipconfig all is explicitly described as returning extended IP information, and %upload_file is explicitly described as
uploading a file to the specified path. ( Fortinet Community ) Options C. %spsexec and D. %stimestamp are not listed as supported
FortiEDR Connect commands in the official Fortinet command list. Therefore, they must not be selected.

NEW QUESTION # 15
Refer to Exhibit.
Postman output

EZRTINET

Based on the Postman output shown in the exhibit, why is the user receiving an unauthorized error? (Choose one answer)

A. API access is disabled on the central manager.

B. The user account does not have the REST API role assigned.

C. The central manager is rejecting the request because of an unsupported HTTP method.
D. FortiEDR requires a password reset the first time a user logs in.

Answer: B

Explanation:



The correct answer is C. The user account does not have the REST API role assigned .

The exhibit shows a Postman request to the FortiEDR Central Manager REST endpoint:

/management-rest/inventory/list-collectors

The response is 401 Unauthorized , which means the request reached the FortiEDR API endpoint but the supplied user credentials
are not authorized for REST API access.

The FortiEDR 7.0.0 Administration Guide states that when adding or editing a user, the Rest API advanced option controls whether
the user is allowed to access the FortiEDR Central Manager through API calls. The guide defines this option as: "Rest API -
Specifies whether to allow the user to access the FortiEDR Central Manager through API calls." Therefore, the most accurate cause
is that the account being used in Postman does not have the Rest API permission enabled.

Option A is incorrect because the request uses GET against a list endpoint, and an unsupported method would not normally be
represented by this user-authentication failure. Option B is not supported by the exhibit or guide wording; the guide describes
enabling REST API access per user. Option D is incorrect because first- login password reset is not the direct cause of this REST
API authorization failure. The guide separately discusses password reset and password policy behavior, but that is not what the API
error indicates.

NEW QUESTION # 16
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