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HH #36
Which attack method targets improperly configured sudo privileges to escalate access on a Linux system?
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Response:

A. Sudo exploitation
B. SQL injection

C. Pass-the-Hash
D. Kerberoasting

Ef#: A

HM #37

Which pieces of information are crucial when performing network discovery?
Multiple Correct Answers

Response:

A. Active hosts on the network

B. Installed software and services

C. Physical location of network devices
D. Operating systens and versions

_IEﬁ: A\ B\ D

HM #38
‘Which tool is most commonly used for Active Directory enumeration?
Response:

A. Nessus

B. BloodHound
C. Nmap

D. Wireshark

iIFf#: B

B #39
In the context of C2 frameworks, what is 'jitter' used for?
Response:

A. To increase the speed of data transfer to the C2 server

B. To generate random domain names for the C2 infrastructure

C. To randomize the timing of network communications and evade detection
D. To encrypt the data being exfiltrated

EfE: C

HH #40

What are effective methods for achieving lateral movement within a network?
Multiple Correct Answers

Response:

A. Man-in-the-middle attacks to intercept data

B. Using social engineering to obtain additional credentials
C. Pass-the-hash technique to authenticate to other systens
D. Exploiting vulnerabilities in network services

Ef@E: C. D
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