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Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic

Details

Topic 1

Implementing OS and Workload Protection: This section of the exam measures the skills of OCI
Administrators and looks at securing workloads and operating systens. It includes the use of OCI Bastion
for time-limited access, vulnerability scanning of hosts and containers, and the use of OS management for
automated updates. The goal is to ensure that workloads remain resilient and well-protected.

Topic 2

OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security
responsibility model, the core principles of security design, and the use of foundational security services to
secure deployments on OCL

Topic 3

Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of
OCI Admnistrators and emphasizes monitoring and maintaining security posture across cloud resources. It
focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to
understand how to identify rogue users with threat intelligence, as well as use monitoring, logging, and event
services for continuous visibility into performance and security.

Topic 4

Implementing Identity and Access Management (IAM): This section of the exam measures skills of OCI
Administrators and focuses on identity and access controks. It covers [AM domains, users, groups, and
compartments, as well as the use of JAM policies to manage access to resources. Candidates are also
tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring.
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Oracle Cloud Infrastructure 2025 Security Professional Sample Questions

(Q31-Q36):

NEW QUESTION # 31
Your organization needs to implement strong password policies for users in OCL
Which of the following statements is TRUE about password policies in OCI [AM?

A. Only one password policy can be applied to all users in a domain.

B. The default password policy cannot be modified.

C. Simple password policies are suitable for production environments.

D. Custom password policies allow for granular control over password complexity.

Answer: D

NEW QUESTION # 32

Task 6: Create Load Balancer and Attach Certificate

Create a Load Balancer with the name PBT-CERT-LB-01 in subnet I B-Subnet-PBT-CERT-SNET-02 Create a Listener for the
load balancer, where:

Name: PBT-CERT-LB LTSN _01

Protocol: HTTPS

Port: 443

Attach the certificate PBT-CERT-01-<username> to the load balancer

Attach the security list PBT-CERT-LB-SL-01 to subnet LB-Subnet-PBT-CERT-SNET-02 See the solution below in Explanation.

Answer:

Explanation:

Task 6: Create Load Balancer and Attach Certificate

Step 1: Create the Load Balancer

* Log in to the OCI Console.

* Navigate toNetworking>Load Balancers.

* ClickCreate Load Balancer.

* Enter the following details:

* Name: PBT-CERT-LB-01

* Compartment: Select your assigned compartment.

* Load Balancer Type: SelectPublic.

* Virtual Cloud Network: Select PBT-CERT-VCN-01.

* Subnet: Select LB-Subnet-PBT-CERT-SNET-02.

* Shape: Choose a shape (e.g., 10 Mbps, adjust based on needs).
* ClickNext.

* Leave backend sets and listeners as default for now (we'll configure the listener next).
* ClickCreate Load Balancerand wait for it to be provisioned.
Step 2: Create a Listener

* Once the load balancer is created, go to theLoad Balancerspage and click on PBT-CERT-LB-01.
* UnderResources, clickListeners.

* ClickCreate Listener.

* Enter the following details:

* Name: PBT-CERT-LB LTSN 01

* Protocol: SelectHTTPS.
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* Port: Enter 443.

* Certificate: ClickAdd Certificate, then select the PBT-CERT-01<username> certificate (e.g., PBT-CERT-
0199008677labuser01) created in Task 5.

* Leave other settings (e.g., SSL handling) as default unless specified.

* ClickCreate.

Step 3: Configure the Backend Set

* In the PBT-CERT-LB-01 details page, underResources, clickBackend Sets.

* ClickCreate Backend Set(if not already created).

* Enter basic details (e.g., name like PBT-CERT-BS-01).

* Add a backend server:

* TP Address: Use the private IP of PBT-CERT-VM-01 (find this in the instance details under Compute>Instances).
* Port: 80 (HTTP, as configured on the web server).

* Protocol: HTTP.

* ClickCreate.

Step 4: Attach the Security List to the Subnet

* Navigate toNetworking>Virtual Cloud Networks.

* Select PBT-CERT-VCN-01 and clickSubnets.

* Click on LB-Subnet-PBT-CERT-SNET-02.

* UnderSecurity Lists, ensure PBT-CERT-LB-SL-01 is attached. Ifnot:

* ClickEdit.

* Remove the default security list and add PBT-CERT-LB-SL-01.

* ClickSave Changes.

Step 5: Verify the Configuration

* Ensure the load balancer health status is OK (check underBackend Sets>Health).

* Test by accessing https:/<load-balancer-public-ip> in a browser (replace with the public IP from the load balancer details).

NEW QUESTION # 33

Task 2: Create a Compute Instance and Install the Web Server
Create a compute instance, where:

Name: PBT-CERT-VM-01

Image: Oracle Linux 8

Shape: VM. Standard. A1.Flex

Subnet: Compute-Subnet-PBT-CERT

Install and configure Apache web server:

a.

Install Apache

sudo yum -y install httpd

b.

Enable and start Apache

sudo systemctl enable httpd

sudo systemctl restart httpd

2. Install and configure Apache web server:

a. Install Apache

sudo yum -y install httpd

b. Enable and start Apache

sudo systemctl enable httpd

sudo systemctl restart httpd

c. Configure firewall to allow HTTP traffic (port 80)
sudo firewall-cmd --permanent --add-port=80/tcp
sudo firewall-cmd --reload

d. Create an index.htm file

sudo bash -c 'echo You are visiting Web Server 1 >> /var/www/html/index.htm!' Enter the OCID of'the created compute instance
PBT-CERT-VM-01 in the text box below.

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

Task 2: Create a Compute Instance and Install the Web Server



Step 1: Create the Compute Instance

* Log in to the OCI Console.

* Navigate toCompute>Instances.

* ClickCreate Instance.

* Enter the following details:

* Name: PBT-CERT-VM-01

* Compartment: Select your assigned compartment.

* Placement: Leave as default or select an availability domain (e.g., Availability Domain 1).
* Image: ClickChange Image, selectOracle Linux 8, and confirm.

* Shape: ClickChange Shape, selectVM.Standard.Al.Flex, and configure:

* OCPUs: 1 (or adjust as needed)

* Memory: 6 GB (or adjust as needed)

* Networking;

* Virtual Cloud Network: Select PBT-CERT-VCN-01.

* Subnet: Select Compute-Subnet-PBT-CERT.

* Leave public IP assignment enabled for internet access.

* SSH Key: Provide your public SSH key (upload or paste) for secure access.

* ClickCreateand wait for the instance to be provisioned.

Step 2: Connect to the Compute Instance

* Once the instance is created, note thePublic IP Addressfrom the instance details page.

* Use an SSH client to connect:

* Command: ssh -i <private-key-file> opc@<public-ip-address>

* Replace <private-key-file> with your private key path and <public-ip-address> with the instance' s public IP.
Step 3: Install and Configure Apache Web Server

* Install Apache:

* Run: sudo yum -y install httpd

* Enable and Start Apache:

* Run: sudo systemctl enable httpd

* Run: sudo systemctl restart httpd

* Configure Firewall to Allow HTTP Traffic (Port 80):

* Run: sudo firewall-cmd --permanent --add-port=80/tcp

* Run: sudo firewall-cmd --reload

* Create an index.html File:

* Run: sudo bash -c 'echo "You are visiting Web Server 1" >> /var/www/html/index.html' Step 4: Verify the Configuration
* Open

a web browser and enter http/

<public-ip-address> to ensure the page displays "You are visiting Web Server 1"

* Ifneeded, troubleshoot by checking Apache status: sudo systemctl status httpd.

Step 5: Retrieve and Enter the OCID

* (o to the instance details page for PBT-CERT-VM-01 underCompute>Instances.

* Copy theOCID(a long string starting with ocid.instance., unique to your tenancy).

* Enter the copied OCID exactly as it appears into the text box provided.

Notes

* These steps are based on OCI Compute documentation and Oracle Linux 8 setup guides.
* Ensure the security list PBT-CERT-CS-SL-01 allows inbound traffic on port 22 (SSH) and port 80 (HTTP) if not already

configured.
* The OCID will be unique to your instance; obtain it from the OCI Console after creation

NEW QUESTION # 34

You're managing an Oracle Cloud Infrastructure (OCI) environment where a public website hosts downloadable assets stored in
Object Storage buckets. These buckets need to be publicly accessible for website visitors, but Cloud Guard keeps flagging them as
security risks.

How can Cloud Guard be configured to ignore problems specific to public buckets while still ensuring security checks are applied to
other resources that require them?

A. A public bucket is a security risk, so Cloud Guard will keep detecting .
B. Fix the baseline by configuring the Conditional groups for the detector.
C. Resolve or remediate the problens by making the buckets private.

D. Dismiiss problens associated with those resources.



Answer: B

NEW QUESTION # 35

A company has implemented OCI IAM policies with multiple levels of compartments. A policy attached to a parent compartment
grants "manage virtual-network-family" permissions. A policy attached to a child compartment grants "use virtual-network- family"
permissions.

Allow Group NetworkAdmins ton virtual-network-family in Compartment A

A
Compartmant

8

& Eampartment
L

Allow Group NetworkAdming to virtual-network-family in Compartment B

According to OCI IAM policy inheritance, how does the OCI IAM policy engine resolve the permissions for a user attempting to
perform an operation that requires 'manage' permissions in the child compartment?

e A The operation is denied due to conflicting policies.
¢ B. The policy in the child compartment takes precedence, and the user is granted "use" permissions only.
e C. The policy in the parent compartment takes precedence, and the user is granted "manage" permissions.

Answer: C

NEW QUESTION # 36

Perhaps you still feel confused about our Oracle Cloud Infrastructure 2025 Security Professional test questions when you browse
our webpage. There must be many details about our products you would like to know. Do not hesitate and send us an email.
Gradually, the report will be better as you spend more time on our 120-1104-25 Exam Questions. As you can see, our system is so
powerful and intelligent. What most important it that all knowledge has been simplified by our experts to meet all people’s demands.
All of our assistance is free of charge. We are happy that our small assistance can change you a lot. You don’t need to feel
burdened. Remenber to contact us!
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