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Prominent Features of Exam4Docs CompTIA CAS-004 Exam Questions
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CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q255-Q260):
NEW QUESTION # 255 
A security consultant needs to set up wireless security for a small office that does not have Active Directory.
Despite the lack of central account management, the office manager wants to ensure a high level of defense to prevent brute-force
attacks against wireless authentication.
Which of the following technologies would BEST meet this need?

A. Faraday cage
B. WPA2 PSK
C. WEP 128 bit
D. WPA3 SAE

Answer: D

Explanation:
Explanation
WPA3 SAE prevents brute-force attacks.
"WPA3 Personal (WPA-3 SAE) Mode is a static passphrase-based method. It provides better security than what WPA2
previously provided, even when a non-complex password is used, thanks to Simultaneous Authentication of Equals (SAE), the
personal authentication process of WPA3."

NEW QUESTION # 256 
A host on a company's network has been infected by a worm that appears to be spreading via SMB. A security analyst has been
tasked with containing the incident while also maintaining evidence for a subsequent investigation and malware analysis.
Which of the following steps would be best to perform FIRST?

A. Turn off the infected host immediately.
B. Isolate the infected host from the network by removing all network connections.
C. Run a full anti-malware scan on the infected host.
D. Modify the smb.conf file of the host to prevent outgoing SMB connections.

Answer: B

NEW QUESTION # 257 
A security architect needs to implement a CASB solution for an organization with a highly distributed remote workforce. One Of the
requirements for the implementation includes the capability to discover SaaS applications and block access to those that are
unapproved or identified as risky. Which of the following would BEST achieve this objective?

A. Deploy endpoint agents that monitor local web traffic and control access according to centralized policy.
B. Deploy endpoint agents that monitor local web traffic to enforce DLP and encryption policies.
C. Implement cloud infrastructure to proxy all user web traffic and control access according to centralized policy.
D. Implement cloud infrastructure to proxy all user web traffic to enforce DI-P and encryption policies.

Answer: C

NEW QUESTION # 258 
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An organization found a significant vulnerability associated with a commonly used package in a variety of operating systems. The
organization develops a registry of software dependencies to facilitate incident response activities. As part of the registry, the
organization creates hashes of packages that have been formally vetted. Which of the following attack vectors does this registry
address?

A. Cipher substitution attack
B. Side-channel analysis
C. On-path attack
D. Pass-the-hash attack
E. Supply chain attack

Answer: E

NEW QUESTION # 259 
A security consultant is designing an infrastructure security solution for a client company that has provided the following requirements:
* Access to critical web services at the edge must be redundant and highly available.
* Secure access services must be resilient to a proprietary zero-day vulnerability in a single component.
* Automated transition of secure access solutions must be able to be triggered by defined events or manually by security operations
staff.
Which of the following solutions BEST meets these requirements?

A. Implementation of multiple IPSec VPN solutions with diverse endpoint configurations enabling user optionality in the
selection of a remote access provider
B. Remote access services deployed using vendor-diverse redundancy with event response driven by playbooks.
C. Two separate secure access solutions orchestrated by SOAR with components provided by the same vendor for
compatibility.
D. Reverse TLS proxy configuration using OpenVPN/OpenSSL with scripted failover functionality that connects critical web
services out to endpoint computers.

Answer: B

Explanation:
Remote access services deployed using vendor-diverse redundancy with event response driven by playbooks is the best solution to
meet the requirements. Vendor-diverse redundancy means using different vendors or technologies to provide the same service or
function, which can increase the availability and resilience of the service. For example, if one vendor's VPN solution fails due to a
zero-day vulnerability, another vendor's VPN solution can take over without affecting the users. Event response driven by playbooks
means using predefined workflows or scripts to automate the actions or decisions that need to be taken in response to certain events
or triggers. For example, a playbook can define how to switch between different remote access solutions based on certain criteria or
conditions, such as performance, availability, security, or manual input.
Playbooks can also be integrated with SOAR platforms to leverage their capabilities for orchestration, automation, and response.
Verified References:
https://cyware.com/security-guides/security-orchestration-automation-and-response/what-is-vendor-agnost
https://www.paloaltonetworks.com/cyberpedia/what-is-a-security-playbook
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