Valid Interactive Managing-Cloud-Security Questions
Offers Candidates Latest-updated Actual WGU WGU
Managing Cloud Security (JY02) Exam Products

(WGU) Managing Cloud Security
D320 (JYO2)

80 Question Version Actual Exam
Tested Questions With Revised
Correct Answers

Business Impact Analysis (BIA)

A process that assesses and identifies the potential effects
of disruptions to a business operation.

SPOF

A component or system that, if it fails, will cause the entire
system to fail.

Quantitative
Risk assessment that uses specific numerical values

Qualitative

Risk assessment that uses non-numerical categories that
are relative in nature, such as high, medium, and low.
Risk appetite

level, amount, or type of risk that the organization finds
acceptable

Residual risk
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WGU Managing Cloud Security (JY02) Sample Questions (Q70-Q75):

NEW QUESTION # 70
Which phase of software design covers the combination of individual components of developed code and the determination of
proper interoperability?

A. Coding
B. Testing
C. Training

D. Planning

Answer: B

Explanation:

The phase of software design that ntegrates individual code components and verifies their interoperability is Testing, specifically
mtegration testing. After developers write and unit-test individual modules, those modules must be combined into a complete system
The testing phase ensures that these modules communicate properly, data flows correctly, and overall functionality meets
requirements.

Planning establishes project goals, coding builds individual components, and training prepares users. None of these directly verify
mnteroperability. Testing is critical because even well-finctioning components may fail when combined, due to interface mismatches,
unexpected data structures, or dependency issues.

Cloud-based systens often integrate microservices, APIs, and third-party services. Testing validates that these distributed
components interact seamlessly. Proper testing reduces defects, supports reliability, and ensures a consistent end-user experience. It
also aligns with DevOps practices, where continuous integration and automated testing pipelines quickly identify and remediate
interoperability issues.

NEW QUESTION # 71

An organization is planning for an upcoming Payment Card Industry Data Security Standard (PCI DSS) audit and wants to ensure
that only relevant files are included in the audit materials. Which process should the organization use to ensure that the relevant files
are identified?

A. Tokenization

B. Categorization
C. Normalization
D. Anonymization

Answer: B

Explanation:

Categorizationis the process of systematically identifying and classifying files according to content and relevance. In preparation for a
PCI DSS audt, it is critical to identify which files fall within scope-those that contain cardholder data or impact its security.
Normalization adjusts data format, tokenization substitutes sensitive data with tokens, and anonymization removes identifiers. While
useful, none directly address the task of isolating "relevant files" for audit.

Categorization ensures that files are grouped correctly, allowing auditors to focus on the proper scope and preventing unnecessary
exposure of unrelated data.

This step aligns with PCI DSS requirements that limit scope to systenms and data directly affecting cardholder data security. Proper
categorization streamlines audits and demonstrates effective data governance.

NEW QUESTION # 72
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‘Which category of cloud service provides on-demand, self-service access to basic building blocks, such as virtualized servers, block
storage, and networking capacity, that can be used to create custom IT solutions?

A. Networking as a service (NaaS)
B. Platformas a service (PaaS)

C. Infrastructure as a service (IaaS)
D. Software as a service (SaaS)

Answer: C

Explanation:

Infrastructure as a Service (IaaS) delivers fundamental computing resources over the cloud. These include virtual machines, block
storage, networking, and load balancers. Customers use these resources to build and manage custom IT solutions, while the
provider manages the underlying hardware.

PaaS abstracts infrastructure further, providing a development environment for applications without requiring infrastructure
management. SaaS delivers fully functional applications over the internet. NaaS is a narrower category focusing on network delivery.
[aaS is the correct answer because it gives maximum flexibility and control compared to the other models, allowing organizations to
build tailored environments. It also requires custommers to manage operating systems, middleware, and runtime security, making
shared responsibility an essential part of the model.

NEW QUESTION # 73

As part of training to help the data center engineers understand different attack vectors that affect the infrastructure, they work on a
set of mformation about access and availability attacks that was presented. Part of the labs requires the engneers to identify different
threat vectors and their names. Which threat prohibits the use of data by preventing access to it?

A. Denial of service
B. Ramnbow tables
C. Encryption

D. Brute force

Answer: A

Explanation:

The described threat is aDenial of Service (DoS)attack. In security contexts, a DoS attack aims to make a system, application, or
data unavailable to legitimate users by overwhelming resources. Unlike brute force or rainbow table attacks, which target
authentication mechanisis, or encryption, which is a defensive control, DoS focuses on disrupting availability-the "A" in the
Confidentiality, Integrity, Availability (CIA) triad.

DoS can be executed in many ways: flooding a network with traffic, exhausting server memory, or overwhelming application
processes. When scaled by multiple coordinated systemns, it becomes a Distributed Denial of Service (DDoS) attack. In either case,
the effect is the same-authorized users cannot access critical data or services.

For cloud environments, where service uptime is crucial, DoS protections such as rate limiting, auto-scaling, and upstream filtering
are essential. Training data center engineers to recognize DoS helps them understand the importance of resilience strategies and
ensures continuity planning includes availability safeguards.

NEW QUESTION # 74
During a financial data mvestigation, the investigator is unsure how to handle a specific data set. Which set of documentation should
they refer to for detailed steps on how to proceed?

A. Policies

B. Procedures

C. Legal rulings

D. Legal definitions

Answer: B

Explanation:

Proceduresare detailed, step-by-step instructions that guide personnel on how to perform specific tasks in alignment with higher-
level policies. In an investigation, when uncertainty arises about handling a dataset, procedures provide the exact operational
guidance required.



Policies establish high-level rules (e.g., "financial data must be protected"), while procedures explain how to achieve compliance with
those policies (e.g., "verify encryption, label dataset, log access, and escalate to compliance officer"). Legal rulings and definitions
are external references but do not provide operational steps.

By following documented procedures, investigators ensure consistency, compliance, and defensibility in legal contexts. This also
ensures that evidence is handled properly, supporting admissibility in court and protecting the organization against legal or regulatory
challenges.

NEW QUESTION # 75
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