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APMG-International ISO-IEC-27001-Foundation Exam Syllabus Topics:

Topic Details

Topic 1
Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
computer systems, networks, and data from unauthorized access, theft, damage, or disruption to ensure the
integrity and availability of digital information.

Topic 2
Framework Design: Framework design is the process of developing a reusable structural foundation that
supports and guides the creation and organization of software systems.

Topic 3
Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
involves ongoing, systematic efforts to enhance products, services, or operational processes to achieve
higher efficiency and effectiveness over time.

Topic 4
Self Confidence: Self-confidence is the belief in one’s abilities, competence, and value, reflecting a sense of
assurance and inner strength.
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APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q22-Q27):
NEW QUESTION # 22 
Which item is required to be defined when planning the organization's risk assessment process?

A. The criteria for acceptable levels of risk
B. The parts of the ISMS scope which are excluded from the risk assessment
C. How the effectiveness of the method will be measured
D. There are NO specific information requirements

Answer: A

Explanation:
Clause 6.1.2 (Information security risk assessment) requires organizations to "define and apply an information security risk
assessment process that... establishes and maintains information security risk criteria, including criteria for accepting risk." This means
that acceptable levels of risk (risk acceptance criteria) must be explicitly defined. These criteria ensure consistent decision-making
when evaluating whether identified risks need further treatment or can be tolerated.
Option A is incorrect because exclusions relate to the ISMS scope (Clause 4.3), not risk assessment planning.
Option B is not a requirement; effectiveness of risk assessment methods is not required to be measured, though methods must be
applied consistently. Option D is false-the standard clearly specifies required elements for risk assessment.
Thus, the correct answer isC: The criteria for acceptable levels of risk.

NEW QUESTION # 23 
Which statement describes Annex A of ISO/IEC 27001?

A. Defines a mandatory list of controls that shall be implemented
B. Defines the criteria for accepting risks
C. Provides a reference list of information security controls and their requirements
D. Provides measures to determine risk treatment effectiveness

Answer: C

Explanation:
Annex A of ISO/IEC 27001:2022 is titled:
"Reference control objectives and controls." It provides areference list of information security controls, structured into 4 themes:
organizational, people, physical, and technological.
The standard explicitly states in Clause 6.1.3: "Organizations can design controls as required or identify them from any source.
Annex A contains a list of possible information security controls." This means controls in Annex A are not mandatory (eliminating
option C). Risk acceptance criteria (A) are defined in Clause 6.1.2, not Annex A. Annex A also does not provide measures for
treatment effectiveness (D).
Thus, Annex A is best described as areference list of information security controls. Correct answer:B.
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NEW QUESTION # 24 
Which attribute is NOT a required focus of continual ISMS improvement?

A. Adequacy
B. Importance
C. Suitability
D. Effectiveness

Answer: B

Explanation:
Clause 10.2 (Continual Improvement) specifies that the organization must"continually improve the suitability, adequacy and
effectiveness of the information security management system." This makes it clear that three attributes are explicitly required to be
addressed:
* Suitability: ensuring the ISMS continues to meet organizational needs in changing contexts.
* Adequacy: ensuring the ISMS covers the necessary scope and provides sufficient control coverage.
* Effectiveness: ensuring the ISMS achieves intended outcomes in protecting information security.
The word"importance"is not part of the continual improvement requirement. Importance is implicit in prioritization of risks and
actions, but it is not a required continual improvement attribute in ISO/IEC 27001.
Therefore, optionD: Importanceis the correct choice as it is not specified.
This distinction reinforces that continual improvement is not about subjective importance, but about systematic enhancement of the
ISMS'ssuitability, adequacy, and effectiveness.

NEW QUESTION # 25 
Which output is a required result from risk analysis?

A. Risk acceptance criteria
B. Risk treatment control options
C. Prioritized risks for treatment
D. Determined levels of risk

Answer: D

Explanation:
Clause 6.1.2 (d) states that duringrisk analysis, the organization shall:
* "assess the potential consequences that would result if the risks identified... were to materialize;"
* "assess the realistic likelihood of the occurrence of the risks identified;"
* "determine the levels of risk."
This makes it clear that the requiredoutput of risk analysis is the determined levels of risk. Risk acceptance criteria (A) are set earlier
in 6.1.2(a), treatment control options (C) belong to 6.1.3, and prioritization (D) is part of risk evaluation (6.1.2 e). Therefore, the
verified correct output isB: Determined levels of risk.

NEW QUESTION # 26 
What international standard provides guidance on the integration of ISO/IEC 27001 and the IT Service Management standard?

A. None of the above
B. ISO/IEC 27002
C. ISO/IEC 27013
D. ISO/IEC 20000-1

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27013 standards:
ISO/IEC 27013 is titled:
"Information technology - Security techniques - Guidance on the integrated implementation of ISO
/IEC 27001 and ISO/IEC 20000-1."
This standard provides organizations with specific advice on how to integrate an Information Security Management System (ISMS)
with an IT Service Management System (ITSMS). ISO/IEC 20000-1 is the IT Service Management requirements standard, but



integration guidance is provided in 27013. ISO/IEC 27002 (A) is guidance for controls, not integration. Option D is incorrect since
ISO/IEC 27013 explicitly exists for this purpose.
Therefore, the correct verified answer isB: ISO/IEC 27013.

NEW QUESTION # 27
......
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