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¢ Managing Containers Using Container Orchestration Engine: This part assesses the abilities of Kubernetes

Administrators and Containerization Specialists in managing Oracle Container Engine for Kubernetes
Topic 1 (OKE). It covers cluster creation, scaling, upgrades, networking, storage, and security configurations to
optimize containerized applications in OCI environments.

¢ Using Code and Templates for Provisioning and Configuring Infrastructure: This domain evaluates the

expertise of DevOps Engineers and Infrastructure Architects in deploying infrastructure using Infrastructure
Topic 2 as Code (IaC) tools like Terraform. It focuses on automating resource provisioning with OCI Resource
Manager to ensure consistent and efficient infrastructure setups.

¢ Inmplementing Monitoring and Observability (O&M): This section evaluates the expertise of Site Reliability

Engineers (SREs) and Monitoring Specialists in tracking system performance using OCI Monitoring,
Topic 3 Logging, and Events services. It analyzes metrics, logs, and events to maintain system reliability and
troubleshoot operational issues effectively.

e Understand DevOps Principles and Effectively Work with Containerization Services: This section of the
exammeasures the skills of DevOps Engineers and Cloud Architects in applying DevOps methodologies
and containerization practices. It covers implementing a microservices architecture, creating Docker
containers, and managing Oracle Cloud Infrastructure Registry (OCIR) and Container Instances to
streamline application deployment and scalability.

Topic 4

Oracle Cloud Infrastructure 2025 DevOps Professional Sample Questions
(Q32-Q37):

NEW QUESTION # 32

As a developer working on a software project to be deployed on OKE, you have created a Helm chart for your application. You
want to deploy the chart using OCI DevOps service.

Which statement is true about deploying a Helm Chart using OCI DevOps service?

A. Oracle Cloud Infrastructure (OCI) DevOps service supports deployment of Helm charts to Container Instances.
B. The values.yamn file is a generic file located in the OCI Container Registry. You must create a reference to this file.
C. A single chart can be installed only once into the same cluster, and create single release.

D. The Helm charts must be located in the OCI Container Registry repository for deployment.

Answer: D

Explanation:

OCI DevOps service can be used to deploy Helm charts for Kubernetes-based applications running on Oracle Kubernetes Engine
(OKE). For deploying the Helm chart through the OCI DevOps service, the Helm chart must be stored in the OCI Container
Registry. This allows the OCI DevOps service to easily access the Helm chart during the deployment process.

NEW QUESTION # 33
As an engineer building and deploying applications using an OCI DevOps project, which two capabilities can help ensure the
security and reliability of the code in the build and deployment pipelines? (Choose two.)

¢ A. Using version control tools like Git or SVN to track and manage changes in the codebase

¢ B. Using third-party tools like Ansible, Terraform, or OverOps to analyze code for security defects or bugs in code quality

¢ (. Using third-party tools like Sonatype, SonarQube, or OverOps to analyze code for security defects or bugs in code
quality

¢ D. Using Application Dependency Management (ADM) to identify security weaknesses in software applications by checking
their dependencies

e E. Using JIRA to track user stories and bug fixes in the development process

Answer: C,D

Explanation:
Application Dependency Management (ADM) is a tool used to identify security weaknesses in software applications by analyzing




their dependencies. Dependencies can often introduce vulnerabilities, and managing them properly is a critical part of ensuring
application security.

Third-party tools like Sonatype and SonarQube can be used to analyze code for security defects or bugs in code quality. These
tools help in identifying vulnerabilities, code smells, and other issues, which can improve the overall security and reliability of the code
during the build process.

NEW QUESTION # 34

You are a DevOps project administrator. You are creating Oracle Cloud Infrastructure (OCI) Identity and Access Management
(IAM) policies that will be used in a DevOps CI/CD pipeline for deployment to an Oracle Container Engine for Kubernetes (OKE)
environment.

‘Which OCI IAM policy can be used?

A. Allow dynamic-group <deployment pipeline> to manage all-resources in compartment <compartment name>
B. Allow group <deployment pipeline> to manage devops-family in compartment <compartment name>

C. Allow dynamic-group <code repository> to manage devops-family in compartment <compartment name>
D. Allow group <build pipeline> to manage all-resources in compartment <compartment name>

Answer: B

Explanation:

Choosen policy specifies an IAM policy allowing the group (in this case, the deployment pipeline) to manage devops-family
resources within a specific compartment. The devops-family is a group of services that includes the OCI DevOps service, which is
suitable for managing CI/CD pipelines, deployments, and related operations for an OKE environment.

NEW QUESTION # 35
Which is NOT a valid log category for the Oracle Cloud Infrastructure Logging service?

A. Audit Logs

B. Service Logs
C. Execution Logs
D. Custom Logs

Answer: C

Explanation:

The Oracle Cloud Infrastructure Logging service has several log categories that users can utilize:

Custom Logs: Users can create their own logs to collect application-specific data.

Audit Logs: These logs contain audit records that provide information about activities performed on resources, generated by OCI
Audtt service.

Service Logs: These are logs generated by OCI services, providing information about the fimctioning and performance of the
services.

Execution Logs is not a valid log category in OCI Logging. There are no "execution logs" as a defined category for the Logging
service.

NEW QUESTION # 36

You're using Oracle Cloud Infrastructure (OCI) DevOps service to automate your software releases to release features more
frequently and with fewer errors. While deploying an update to production, one of your deployment stages failed.

What action should you perform in your Deployment Pipeline?

A. Add Rescue and Trigger stages to automatically trigger the failed deployment.

B. Automate back up and use the rerelease stage in the Deployment Pipeline.

C. Roll back the failed stage in the pipeline to the previous successful released version
D. Use OCI DevOps Trigger and Rerun tool to avoid downtime.

Answer: C

Explanation:
When a deployment stage fails in a OCI DevOps Deployment Pipeline, the recommended approach is to roll back to the previous



successful version to ensure that the production environment remains in a stable state. This approach minimizes disruption and
ensures that your system continues to function properly while the issue with the failed deployment is investigated and fixed.

NEW QUESTION # 37
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