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HR #20
You want to monitor FortiAuthenticator system information and receive FortiAuthenticator traps through SNMP.
Which two configurations must be performed after enabling SNMP access on the FortiAuthenticator interface? (Choose two)

A. Set the tresholds to trigger SNMP traps

B. Associate an ASN, 1 mapping rule to the receiving host

C. Upload management information base (MIB) files to SNMP server
D. Enable logging services
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HE#21
Which statement about captive portal policies is true, assuming a single policy has been defined?

A. Portal policies can be used only for BYODs.

B. Portal policies apply only to authentication requests coming from unknown RADIUS clients
C. Conditions in the policy apply only to wireless users.

D. All conditions in the policy must match before a user is presented with the captive portal.

IEf#: D

H #22
‘Which network configuration is required when deploying FortiAuthenticator for portal services?

A. FortiGate must be set up as the default gateway for FortiAuthenticator

B. One of the DNS servers must be a FortiGuard DNS server

C. FortiAuthenticator must have the REST API access enabled on port 1

D. Policies must have specific ports open between FortiAuthenticator and the authentication clients

Ef#: D

B #23

You are a FortiAuthenticator administrator for a large organization. Users who are configured to use FortiToken 200 for two-factor
authentication can no longer authenticate. You have verified that only the users with two-factor authentication are experiencing the
issue.

‘What can cause this issue?

A. The seed value on the tokens was incorrectly updated

B. FortiAuthenticator has lost contact with the FortiCloud token provisioning servers
C. Time drift between FortiAuthenticator and hardware tokens

D. Token certificate was added to a CRL

EfE: C

fi .«
Ifthere is time drift between FortiAuthenticator and FortiToken 200 hardware tokens, the one-time passwords generated will no
longer match the expected values, causing all two-factor authentication attempts to fail for affected users.

H #24
Which option correctly describes an SP-initiated SSO SAML packet flow for a host without a SAML assertion?

e A. Principal contacts identity provider and is redirected to service provider, principal establishes connection with service
provider, service provider validates authentication with identity provider.

e B. Service provider contacts identity provider, identity provider validates principal for service provider, service provider
establishes communication with principal.

e C. Principal contacts service provider, service provider redirects principal to identity provider, after successful authentication
identity provider redirects principal to service provider.

e D. Principal contacts identity provider and authenticates, identity provider relays principal to service provider after valid
authentication.

IEfE: C

B #25
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