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HH #532
Native Applications require a thin client under which circumstances?

A. If you want to use a legacy 32-Bit Windows OS

B. If you want to use a VPN Client that is not officially supported by the underlying operating system
C. If you want to have assigned a particular Office Mode IP address.

D. If you are about to use a client (FTP. RDP, ...) that is installed on the endpoint.

IEf#: D
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fEERA -

Native Applications require a thin client under the circunstance that you are about to use a client (FTP, RDP, etc.) that is installed
on the endpoint. A thin client is a lightweight software component that enables secure connectivity for native applications without
requiring additional configuration or user intervention. A thin client is automatically downloaded and installed on the endpoint when a
user initiates a native application session through Mobile Access Portal or SNX Portal. Reference: [Check Point Security Expert
R81 Mobile Access Administration Guide], page 16.

A #533
Which of the following authentication methods ARE NOT used for Mobile Access?

e A RADIUS server

e B. SecurID

e C. TACACS+

e D. Username and password (internal, LDAP)

Ef#: C

A :

Explanation

TACACS+ is not an authentication method that is used for Mobile Access. Mobile Access supports the following authentication
methods: username and password (internal, LDAP, or RADIUS), certificate, SecurD, DynamicID, and SMS2. TACACS+ is a
protocol that provides access control for routers, network access servers, and other network devices, but it is not supported by
Mobile Access3. References: Check Point R81 Mobile Access Administration Guide, TACACS+ - Wikipedia

ER #534
Which of'the following Windows Security Events will not map a username to an IP address in Identity Awareness?

A. Account Logon

B. Kerberos Ticket Requested
C. Kerberos Ticket Renewed
D. Kerberos Ticket Timed Out

IEf#: D

fi .-

Explanation

Identity Awareness maps usernames to IP addresses by collecting Windows Security Events from Active Directory Domain
Controllers. These events include Account Logon, Kerberos Ticket Requested, and Kerberos Ticket Renewed. These events
idicate that a user has successfully authenticated to the domain and obtained a Kerberos ticket for accessing network resources.
Identity Awareness can use these events to associate the username with the source IP address of the authentication request.
However, Kerberos Ticket Timed Out is not a Windows Security Event that Identity Awareness can use to map usernames to [P
addresses. This event indicates that a user's Kerberos ticket has expired and needs to be renewed. This event does not contain the
source IP address of the user, only the username and the ticket information. Therefore, Identity Awareness cannot use this event to
map a username to an IP address.

References:

1, Training & Certification | Check Point Software, section "Security Expert R81.20 (CCSE) Core Training"

2, Certified Security Expert (CCSE) R81.20 Course Overview, page 1

3, Check Pomnt Certified Security Expert R81, page 5

5, Identity Awareness Administration Guide R81, section "How Identity Awareness Collects Identities"

H A #535
The following command is used to verify the CPUSE version:

A. [Expert@HostName:0#show mstaller status build
B. HostName:0>show installer build

C. HostName:0>show installer status build

D. [Expert@HostName:0J#show installer status



IEf: C

R :
Explanation
The correct command to verify the CPUSE (Check Point Update Service Engine) version is:

e

HostName: > show installer gstatus build

Option B is incorrect because it uses the "[Expert@HostName:0]#" prompt, which is typically used for expert mode commands, but
the CPUSE version can be checked using the "show installer status build" command in standard mode.

Option C is incorrect because it uses the '"[Expert@HostName:0#" prompt, and while it includes the "build" parameter, it's not the
standard command to check the CPUSE version.

Option D is incorrect because it uses the "HostName:0>" prompt, but it lacks the "show" command and uses

"build" mstead of "status build."

References: Check Point Certified Security Expert R81 documentation

M #536
‘What component of Management is used tor indexing?

A. fvm

B. DBSync

C. API Server
D. SOLR

Ef#: D

fER L2

Explanation

The component of Management that is used for indexing is SOLR1. SOLR is an open source enterprise search platform that
provides indexing and searching capabilities for various types of data2. Check Point uses SOLR to index logs, objects, policies, and
other data that are stored in the Security Management Server or the Multi- Domain Security Management Server3. SOLR enables
fast and efficient searches in SmartConsole, Smartlog, SmartView, and other applications3. SOLR also supports advanced features
such as full-text search, faceted search, highlighting, spell checking, and geospatial search?. References: Check Point R81.20
Known Limitations - Check Point Software, SOLR - The Enterprise Search Platform, Check Pont R81.20 Logging and Monitoring
Admmistration Guide - Check Point Software
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