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Questions (Q123-Q128):
NEW QUESTION # 123 
A company runs a web application on three Amazon EC2 instances behind an Application Load Balancer (ALB). The company
notices that random periods of increased traffic cause a degradation in the application's performance. A SysOps administrator must
scale the application to meet the increased traffic.
Which solution meets these requirements?

A. Create an Amazon CloudWatch alarm to monitor application latency and increase the size of each EC2 instance If the
desired threshold is reached.
B. Create an Amazon EventBridge (Amazon CloudWatch Events) rule to monitor application latency and add an EC2
instance to the ALB if the desired threshold is reached.
C. Deploy the application to an Auto Scaling group of EC2 instances with a target tracking scaling policy. Attach the ALB to
the Auto Scaling group.
D. Deploy the application to an Auto Scaling group of EC2 instances with a scheduled scaling policy. Attach the ALB to the
Auto Scaling group.

Answer: C

Explanation:
docs.aws.amazon.com/autoscaling/ec2/userguide/as-scaling-target-tracking.html

NEW QUESTION # 124 
A company hosts an internal application on Amazon EC2 instances. All application data and requests route through an AWS Site-
to-Site VPN connection between the on-premises network and AWS. The company must monitor the application for changes that
allow network access outside of the corporate network. Any change that exposes the application externally must be restricted
automatically.
Which solution meets these requirements in the MOST operationally efficient manner?

A. Create an AWS Lambda function that updates security groups that are associated with the elastic network interface to
remove inbound rules with noncorporate CIDR ranges. Turn on VPC Flow Logs, and send the logs to Amazon CloudWatch
Logs. Create an Amazon CloudWatch alarm that matches traffic from noncorporate CIDR ranges, and publish a message to
an Amazon Simple Notification Service (Amazon SNS) topic with the Lambda function as a target.
B. Create a scheduled Amazon EventBridge (Amazon CloudWatch Events) rule that targets an AWS Systems Manager
Automation document to check for public IP addresses on the EC2 instances. If public IP addresses are found on the EC2
instances, initiate another Systems Manager Automation document to terminate the instances.
C. Configure AWS Config and the managed rule for monitoring public IP associations with the EC2 instances by tag. Tag the
EC2 instances with an identifier. Create an AWS Systems Manager Automation document to remove the public IP
association from the EC2 instances.
D. Configure AWS Config and a custom rule to monitor whether a security group allows inbound requests from noncorporate
CIDR ranges. Create an AWS Systems Manager Automation document to remove any noncorporate CIDR ranges from the
application security groups.

Answer: D

Explanation:
CloudWatch provides metrics for EBS volumes that can be used to create alarms. The correct metrics to monitor EBS volume read
and write activity are VolumeReadBytes and VolumeWriteBytes.
Identify the Correct Metrics:
VolumeReadBytes: The number of bytes read from the EBS volume.
VolumeWriteBytes: The number of bytes written to the EBS volume.
Reconfigure CloudWatch Alarms:
Navigate to the CloudWatch console.
Select the existing alarms and update the metric to VolumeReadBytes and VolumeWriteBytes for the specific EBS volumes attached
to your EC2 instance.
Set the Desired Thresholds:
Configure the threshold for the alarms based on your monitoring requirements (e.g., trigger an alarm if read
/write bytes exceed a certain value).
Verify Alarm Configuration:
Ensure that the alarms are correctly configured and monitoring the appropriate EBS volume metrics.



Test the configuration by generating traffic to the volumes and observing the alarm state changes.
Amazon CloudWatch Metrics for Amazon EBS
Creating Amazon CloudWatch Alarms

NEW QUESTION # 125 
A SysOps administrator is creating two AWS CloudFormation templates. The first template will create a VPC with associated
resources, such as subnets, route tables, and an internet gateway. The second template will deploy application resources within the
VPC that was created by the first template. The second template should refer to the resources created by the first template.
How can this be accomplished with the LEAST amount of administrative effort?

A. Input the names of resources in the first template and refer to those names in the second template as a parameter.
B. Create a custom resource that queries the stack created by the first template and retrieves the required values.
C. Add an export field to the outputs of the first template and import the values in the second template.
D. Create a mapping in the first template that is referenced by the second template.

Answer: C

Explanation:
To refer to resources created by the first CloudFormation template in the second template with minimal administrative effort, using
the export and import functionality is the most efficient approach.
* Exporting Outputs in the First Template:
* In the first CloudFormation template, add an Outputs section to export the required values.
* Use the Export field to specify the name of the exported value.
Example:
Outputs:
VPCID:
Description: The VPC ID
Value: !Ref MyVPC
Export:
Name: VPCID
* Importing Values in the Second Template:
* In the second CloudFormation template, use the Fn::ImportValue function to import the exported values from the first template.
Example:
Resources:
MySubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !ImportValue VPCID
* Efficiency and Best Practices:
* This method ensures a clean separation of resources and allows easy reference to outputs from other stacks.
* It simplifies the management and deployment process by leveraging CloudFormation's built-in export and import mechanisms.
References:
* AWS CloudFormation Exporting Stack Output Values
* AWS CloudFormation Importing Values

NEW QUESTION # 126 
A company's SysOps administrator regularly checks the AWS Personal Health Dashboard in each of the company's accounts. The
accounts are part of an organization in AWS Organizations. The company recently added 10 more accounts to the organization. The
SysOps administrator must consolidate the alerts from each account's Personal Health Dashboard.
Which solution will meet this requirement with the LEAST amount of effort?

A. Create an AWS Lambda function to query the AWS Health API and to write all events to an Amazon DynamoDB table.
B. Use the AWS Health API to write events to an Amazon DynamoDB table.
C. Configure the Personal Health Dashboard in each account to forward events to a central AWS CloudTrail log.
D. Enable organizational view in AWS Health.

Answer: D

Explanation:



Enabling the organizational view in AWS Health will allow the SysOps administrator to consolidate the alerts from each account's
Personal Health Dashboard. It will also provide the administrator with a single view of all the accounts in the organization, allowing
them to easily monitor the health of all the accounts in the organization.

NEW QUESTION # 127 
A company wants to prohibit its developers from using a particular family of Amazon EC2 instances. The company uses AWS
Organizations and wants to apply the restriction across multiple accounts.
What is the MOST operationally efficient way for the company to apply service control policies (SCPs) to meet these requirements?

A. Apply the SCPs to each developer account
B. Add the accounts to resource groups in AWS Resource Groups. Apply the SCPs to the resource groups.
C. Add the accounts to an organizational unit (OU). Apply the SCPs to the OU.
D. Enroll the accounts with AWS Control Tower. Apply the SCPs to the AWS Control Tower management account.

Answer: C

Explanation:
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control- policies-in-a-multi-account-
environment/

NEW QUESTION # 128
......

Companies can decide whether candidates are Amazon qualified, or in other words, candidates’ educational background and
relating SOA-C02 professional skills. Knowledge about a person and is indispensable in recruitment. That is to say, for those who
are without good educational background, only by paying efforts to get an acknowledged SOA-C02 Certification, can they become
popular employees. So for you, the SOA-C02 latest braindumps complied by our company can offer you the best help.
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