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SIMULATION

Context

The kubeadm-created cluster's Kubernetes API server was, for testing purposes, temporarily configured to allow unauthenticated
and unauthorized access granting the anonymous user duster-admin access.

Task
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Reconfigure the cluster's Kubernetes API server to ensure that only authenticated and authorized REST requests are allowed.
Use authorization mode Node,RBAC and admission controller NodeRestriction.
Cleaning up, remove the ClusterRoleBinding for user systenanonymous.

ER:
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See the Explanation below
Explanation:

=8 #53

You are managing a Kubernetes cluster running on AWS and need to assess the security configuration of the kubelet service against
the CIS Kubernetes Benchmark v1 -7.1. You suspect that the '--cgroup-driver' flag is not properly configured, which could
potentially expose the cluster to security vulnerabilities. Describe how you would use 'kubect!' to audit the current kubelet
configuration and then determine the appropriate configuration tor the '-cgroup-driver' flag based on the CIS benchmark guidance.
Assunre that the kubelet service is running in a containerized environment.

ER:
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Solution (Step by Step) :

1. Audit the kubelet configuration:

- Execute the following command to retrieve the kubelet configuration:

bash

kubectl get nodes -0 jsonpath='{.itens0.status.nodelnfo. kubeletVersion}'

- This command will output the kubelet version, which can be used to identify the specific version of the CIS Kubernetes
Benchmark that applies.

- Use 'kubectl describe node to retrieve the kubelet configuration for the specific node.

2. Review the CIS Benchmark guidance:

- Refer to the CIS Kubernetes Benchmark v1 -7.1 document for the specific guidance on the '--cgroup-driver' flag. The benchmark
typically recommends using a specific 'cgroup-driver' value depending on the Kubernetes version and the underlying operating
Systenm

- For example, on a Kubernetes cluster running on AWS, the CIS bencnmark may recommend using the 'systemd’ cgroup driver.
3. Determine the current kubelet configuration:

- Check the output of 'kubectl describe node for the value of the flag,

- This will show you the current configuration of the '-cgroup-driver' flag for the kubelet

5. Update the kubelet configuratiom

- Update the kubelet configuration for each node in your cluster to reflect the CIS benchmark recommendation. This may nvolve
editing the kubelet configuration file or using a tool such as kubeadm or kubectl to modify the kubelet configuration.

6. Verify the changes:

- Run the audit commands again to verify that the kubelet configuration has been updated as expected.

PR #54

SIMULATION

Fix all issues via configuration and restart the affected components to ensure the new setting takes effect.

Fix all of the following violations that were found against the API server:- a. Ensure the --authorization-mode argument includes
RBAC b. Ensure the --authorization-mode argument includes Node c. Ensure that the --profiling argument is set to false Fix all of
the following violations that were found against the Kubelet:- a. Ensure the --anonymous-auth argument is set to false.

b. Ensure that the --authorization-mode argument is set to Webhook.

Fix all of the following violations that were found against the ETCD:-

a. Ensure that the --auto-tls argument is not set to true

Hint: Take the use of Tool Kube-Bench

BE:
TR

API server:



Ensure the --authorization-mode argument includes RBAC
Turn on Role Based Access Control. Role Based Access Control (RBAC) allows fine-grained control over the operations that
diferent entities can perform on different objects in the cluster. It is recommended to use the RBAC authorization mode.
Fix - Buildtime

Kubernetes

apiVersion: vl

kind: Pod

metadata:

creation Timestamp: null

labels:

component: kube-apiserver

tier: control-plane

name: kube-apiserver

namespace: kube-system

spec:

containers:

- command:

+ - kube-apiserver

+ - --authorization-mode=RBAC,Node

image: ger.io/google _containers/kube-apiserver-amd64:v1.6.0
livenessProbe:

failure Threshold: 8

httpGet:

host: 127.0.0.1

path: /healthz

port: 6443

scheme: HTTPS

mitialDelaySeconds: 15

timeoutSeconds: 15

name: kube-apiserver-should-pass

resources:

requests:

cpu: 250m

volumeMounts:

- mountPath: /etc/kubernetes/

name: k8s

readOnly: true

- mountPath: /etc/sslcerts

name: certs

- mountPath: /etc/pki

name: pki

hostNetwork: true

volumes:

- hostPath:

path: /etc/kubernetes

name: k8s

- hostPath:

path: /etc/sslcerts

name: certs

- hostPath:

path: /etc/pki

namme: pki

Ensure the --authorization-mode argument includes Node
Remediation: Edit the API server pod specification file /etc/kubernetes/manifests/kube-apiserver.yaml on the master node and set the
--authorization-mode parameter to a value that includes Node.
--authorization-mode=Node,RBAC

Audit:

/bin/ps -ef| grep kube-apiserver | grep -v grep

Expected result:

'Node,RBAC' has 'Node'

Ensure that the --profiling argument is set to false



Remediation: Edit the API server pod specification file /etc/kubernetes/manifests/kube-apiserver.yaml on the master node and set the
below parameter.

--profiling=false

Audit:

/bin/ps -ef| grep kube-apiserver | grep -v grep

Expected result:

'false' is equal to 'false’

Fix all of the following violations that were found against the Kubelet:- Ensure the --anonymous-auth argument is set to false.
Remediation: If using a Kubelet config file, edit the file to set authentication: anonymous: enabled to false. If using executable
arguments, edit the kubelet service file /etc/systemd/systenvkubelet.service.d/ 1 0-kubeadm.conf on each worker node and set the
below parameter n KUBELET SYSTEM PODS_ARGS variable.

--anonymous-auth—false

Based on your system, restart the kubelet service. For exanple:

systemctl daemon-reload

systemctl restart kubelet.service

Audit:

/bin/ps -fC kubelet

Audit Config:

/bir/cat /var/lib/kubelet/config. yaml

Expected result:

'false' is equal to 'false’

2) Ensure that the --authorization-mode argument is set to Webhook.

Audit

docker mnspect kubelet | jq -e '.[0]. Args[] | match("--authorization-mode=Webhook").string Returned Value: --authorization-
mode=Webhook Fix all of the following violations that were found against the ETCD:- a. Ensure that the --auto-tls argument is not
set to true Do not use self-signed certificates for TLS. etcd is a highly-available key value store used by Kubernetes deployments for
persistent storage of all of its REST API objects. These objects are sensitive in nature and should not be available to unauthenticated
clients. You should enable the client authentication via valid certificates to secure the access to the etcd service.

Fix - Buildtime

Kubernetes

apiVersion: vl

kind: Pod

metadata:

annotations:

scheduler.alpha.kubernetes.io/critical-pod: "™

creationTimestamp: null

labels:

component: etcd

tier: control-plane

name: etcd

namespace: kube-system

spec:

containers:

- command:

+ - etcd

+ - --auto-tls=true

image: k8s.ger.io/etcd-amd64:3.2.18

imagePullPolicy: IfNotPresent

livenessProbe:

exec:

command:

- /bin/sh

- -ec

- ETCDCTL_API=3 etcdctl --endpoints=https://[192.168.22.9]:2379 --cacert=/etc/kubernetes/pkietcd/ca.crt
--cert=/etc/kubernetes/pki/etcd/healthcheck-client.crt --key=/etc/kubernetes/pki/etcd/healthcheck-client. key get foo

failure Threshold: 8 initialDelaySeconds: 15 timeoutSeconds: 15 name: etcd-should- fail resources: {} volumeMounts:

- mountPath: /var/lib/etcd

name: etcd-data

- mountPath: /etc/kubernetes/pki/etcd

nae: etcd-certs

hostNetwork: true



priorityClassName: system-cluster-critical
volures:

- hostPath:

path: /var/lib/etcd

type: DirectoryOrCreate
nane: etcd-data

- hostPath:

path: /etc/kubernetes/pki/etcd
type: DirectoryOrCreate
name: etcd-certs

status: {}
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Explain the role of security contexts in Kubernetes and how you would use them to mitigate potential security risks associated with
container images.

ER:

R -

Solution (Step by Step) :

1. understanding Security Contexts:

- Security Contexts in Kubernetes define the security attributes of a container, controlling its access to system resources and
capabilities. They allow

you to enforce security policies and mitigate risks related to container images.

2. Key Security Context Settings:

- runASUser: Specifies the user ID under which the contaner will run. This can restrict access to files and resources that the
container user might not need.

- runAsGroup: Similar to 'rTunAsUser, but for the group ID.

- $8Group: Controls file system permissions. By setting this, you can grant specific access to certain files and directories.

- readOnlyRootFilesystem: Prevents the container from modifying the root file system

- privileged: Grants the contaner full root privileges. It should be avoided whenever possible.

- allowPfivilegeFEscalatiom Controls whether the container can elevate its privileges.

- capabilities: Defines the Linux capabilities that the container is allowed to use. This can restrict access to specific system resources
and operations.

- seLinuxOptions: Controls the benavior of the containers SELinux context. This can be used to enforce additional security policies
based on SELinux.

3. Using Security Contexts for Image Security:

- Restricting Privileges: Set 'runAsUser’, 'tunAsGroup', 'privileged' , and 'allowPrivilegeEscalation' to limit the privileges of a
container.

- Controlling File System Access: Utilize 'tsGroup' and readOnlyRootFilesystem! to restrict the containers ability to modify files and
directories, minimizing the impact of potential vulnerabilities.

- Limiting Capabilities: Use the 'capabilities' field to selectively enable only the capabilities that the container needs to run. This can
prevent malicious

code from accessing sensitive system resources.

- Enforcing SELinux Policies: Configure 'seLinuxOptionS to enforce stricter security policies that are aligned with your overall
security requirenments.

4. Exanple Security Context in Deployment YAML:

5. Best Practices: - Least Privilege Principle: Apply the least privilege principle to security contexts. Only grant containers the
resources and capabilities they require. - Security Context Constraints: Define security context constraints (SCC) tor your cluster.
SCCS entorce security policies across all pods. - Regular Auditing: Periodically review and adjust security context settings to ensure
they align with your evolving security requirements. - Consider Security Tools: Use tools like Kubernetes Security Posture
Management (KSPM) and security scanning solutions to help enforce and monitor security context configurations.

P& #56

Cluster: scanner Master node: controlplane Worker node: worker!

You can switch the cluster/configuration context using the following command:
[desk@cli] $ kubectl config use-context scanner

Given: You may use Trivy's documentation.



Task: Use the Trivy open-source container scanner to detect images with severe vulnerabilities used by Pods in the namespace nato.
Look for images with High or Critical severity vulnerabilities and delete the Pods that use those images. Trivy is pre-installed on the
cluster's master node. Use cluster's master node to use Trivy.

ER:
it B B -
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