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Questions (Q256-Q261):
NEW QUESTION # 256 
A user is flagged for consistently consuming a high volume of network bandwidth over the past week. During the investigation, the
security analyst finds traffic to the following websites:
Which of the following data flows should the analyst investigate first?

A. grnail.com
B. youtube.com
C. tiktok.com
D. translate.google.com
E. netflix.com
F. office.com

Answer: A

Explanation:
The traffic to grnail.com (a likely typo-squatted domain mimicking gmail.com) shows a suspicious pattern: low inbound (1250 bytes)
and high outbound (525,984 bytes) data. This suggests potential data exfiltration, which poses a greater security risk than simple
high-bandwidth media use.

NEW QUESTION # 257 
Which of the following describes how a CSIRT lead determines who should be communicated with and when during a security
incident?

A. The lead should review what is documented in the incident response policy or plan
B. Management level members of the CSIRT should make that decision
C. Subject matter experts on the team should communicate with others within the specified area of expertise
D. The lead has the authority to decide who to communicate with at any t me

Answer: A

Explanation:
The incident response policy or plan is a document that defines the roles and responsibilities, procedures and processes,
communication and escalation protocols, and reporting and documentation requirements for handling security incidents. The lead
should review what is documented in the incident response policy or plan to determine who should be communicated with and when
during a security incident, as well as what information should be shared and how. The incident response policy or plan should also be
aligned with the organizational policies and legal obligations regarding incident notification and disclosure.

NEW QUESTION # 258 
Based on an internal assessment, a vulnerability management team wants to proactively identify risks to the infrastructure prior to
production deployments. Which of the following best supports this approach?

A. Penetration testing
B. Bug bounty
C. Threat modeling
D. SDLC training

Answer: C

Explanation:
Threat modeling is a proactive approach used to identify, analyze, and mitigate potential threats before they impact production
systems. It is especially useful in early development stages to anticipate vulnerabilities and attack paths.

NEW QUESTION # 259 
A technician is analyzing output from a popular network mapping tool for a PCI audit:
Which of the following best describes the output?



A. The host is not up or responding.
B. The host is running excessive cipher suites.
C. The Secure Shell port on this host is closed
D. The host is allowing insecure cipher suites.

Answer: D

Explanation:
The output shows the result of running the ssl-enum-ciphers script with Nmap, which is a tool that can scan web servers for
supported SSL/TLS cipher suites. Cipher suites are combinations of cryptographic algorithms that are used to establish secure
communication between a client and a server. The output shows the cipher suites that are supported by the server, along with a letter
grade (A through F) indicating the strength of the connection. The output also shows the least strength, which is the strength of the
weakest cipher offered by the server. In this case, the least strength is F, which means that the server is allowing insecure cipher
suites that are vulnerable to attacks or have been deprecated. For example, the output shows that the server supports SSLv3, which
is an outdated and insecure protocol that is susceptible to the POODLE attack. The output also shows that the server supports
RC4, which is a weak and broken stream cipher that should not be used.
Therefore, the best description of the output is that the host is allowing insecure cipher suites. The other descriptions are not
accurate, as they do not reflect what the output shows. The host is not up or responding is incorrect, as the output clearly shows that
the host is up and responding to the scan. The host is running excessive cipher suites is incorrect, as the output does not indicate how
many cipher suites the host is running, only which ones it supports. The Secure Shell port on this host is closed is incorrect, as the
output does not show anything about port 22, which is the default port for Secure Shell (SSH). The output only shows information
about port 443, which is the default port for HTTPS.

NEW QUESTION # 260 
Which of the following lines from this output most likely indicates that attackers could quickly use brute force and determine the
negotiated secret session key?

A. TLS_DHE_RSA_WITH_AES_128_CBC_SHA 128 DH (1024 bits)
B. TLS_RSA_WITH_AES_256_CBC_SHA 256
C. TLS_RSA_WITH_DES_CBC_SHA 56
D. TLS_DHE_RSA_WITH_AES_256_GCM_SHA256 DH (2048 bits)

Answer: A

Explanation:
The line from this output that most likely indicates that attackers could quickly use brute force and determine the negotiated secret
session key is TLS_DHE_RSA_WITH_AES_128_CBC_SHA 128 DH (1024 bits). This line indicates that the cipher suite uses
Diffie-Hellman ephemeral (DHE) key exchange with RSA authentication, AES 128-bit encryption with cipher block chaining (CBC)
mode, and SHA-1 hashing. The DHE key exchange uses a 1024-bit Diffie-Hellman group, which is considered too weak for
modern security standards and can be broken by attackers using sufficient computing power. The other lines indicate stronger cipher
suites that use longer key lengths or more secure algorithms. Reference: CompTIA Cybersecurity Analyst (CySA+) Certification
Exam Objectives (CS0-002), page 9; https://learn.microsoft.com/en-us/windows/win32/secauthn/cipher-suites-in-schannel

NEW QUESTION # 261
......
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