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Fortinet NSE5_FWB_AD-8.0 Exam Syllabus Topics:

Section Objectives

Application Delivery and Additional Configuration

- Application delivery optimization
- FortiAI integration
- Logging and reporting configuration
- Denial of service (DoS) mitigation

Web Application and API Security
- Botnet mitigation and protection features
- Web application security configuration
- API discovery and protection

Compliance and Troubleshooting
- Web vulnerability scanning implementation
- Troubleshoot deployment issues
- System and configuration troubleshooting
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Deployment and Configuration
- FortiWeb deployment and basic administration
- SSL inspection, offloading, and high availability (HA)
- Server objects and policy configuration
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Please don’t worry about the purchase process because it’s really simple for you. The first step is to select the NSE5_FWB_AD-
8.0 test guide, choose your favorite version, the contents of different versionof our NSE5_FWB_AD-8.0 exam questions are the
same, but different in their ways of using. We have three different versions for you to choose: PDF, Soft and APP versions. The
second step: fill in with your email and make sure it is correct, because we send our NSE5_FWB_AD-8.0 learn tool to you through
the email. Later, if there is an update, our system will automatically send you the latest NSE5_FWB_AD-8.0 version.

Fortinet NSE 5 - FortiWeb 8.0 Administrator Sample Questions (Q33-Q38):
NEW QUESTION # 33 
A large enterprise has an existing web infrastructure with complex routing rules and static IP address assignments. The network
administrators cannot modify the current IP address scheme, but they need FortiWeb to inspect and block threats like SQL injection
and cross-site scripting (XSS) without changing the client-server communication flow.
In this situation, which FortiWeb operation mode is the most suitable?

A. Web Cache Communication Protocol (WCCP) redirection mode
B. Reverse proxy mode
C. Decryption mirror mode
D. True transparent proxy mode

Answer: D

NEW QUESTION # 34 
You are a FortiWeb administrator investigating an SQL injection attack on your company's customer portal. The network firewall
and intrusion prevention system (IPS) did not stop the attack.
You decide to deploy a web application firewall (WAF) to help prevent this type of attack.
Which two actions can you take to block application-layer threats? (Choose two.)

A. Inspect general network traffic equally between clients and servers.
B. Filter and analyze HTTP/S requests to block attacks targeting the web server.
C. Detect and block threats like SQL injection, cross-site scripting (XSS), and other layer 7 attacks.
D. Focus on client-side risks, such as protecting user browsers.

Answer: B,C

Explanation:
A WAF protects web applications by inspecting HTTP/S requests and enforcing application-layer security policies before traffic
reaches the web server. It can detect and block layer 7 attacks such as SQL injection and cross-site scripting that traditional
network firewalls or IPS devices may not fully understand in the application context.

NEW QUESTION # 35 
Drag and Drop Question
You are configuring the FortiWeb client-side protection feature to defend against browser-based attacks.
Based on the layered defense strategy, drag and drop each control to the corresponding stage of defense.
Select the step in the left column, hold and drag it to a blank position in the column on the right.
Place the three correct steps in order, placing the first step in the position which is labeled as step
1. Once you place a step, you can move it again if you want to change your answer before moving to the next question. You need to
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drop three steps in the work area.
Select and drag the screen divider to change the viewable area of the source and work areas.

Answer:

Explanation:

Explanation:
Stage 1 - Prevent attacks before they happen → Cross-Origin Resource Sharing (CORS) protection Stage 2 - Detect tampering at
runtime → Subresource integrity check Stage 3 - Mitigate after the browser is compromised → HTTP header request CORS
protection helps prevent unauthorized cross-origin browser access before an attack succeeds. Subresource integrity checks detect
whether browser-loaded resources have been modified at runtime. HTTP header-based controls help FortiWeb apply mitigation
after suspicious or compromised browser behavior is identified.

NEW QUESTION # 36 
Which certificate deployment method allows FortiWeb to present different SSL certificates depending on the hostname requested by
the client during the TLS handshake?

A. Personal certificate revocation
B. Client certificate verification
C. Certificate intermediate group
D. Server Name Indication (SNI)

Answer: D



Explanation:
SNI allows the TLS client to indicate the hostname it is trying to connect to during the handshake, enabling FortiWeb to select and
present the correct certificate for that hostname when multiple websites share a single virtual server IP.

NEW QUESTION # 37 
Refer to the exhibit.

You have deployed FortiWeb behind a FortiGate that is configured as a reverse proxy and inserts the X-Forwarded-For HTTP
header when forwarding HTTP and HTTPS traffic.
FortiWeb is using a custom inline protection profile, and logging is enabled, as shown in the exhibit.
You notice that FortiWeb is blocking legitimate users, and all requests in the attack logs appear to come from the FortiGate IP
address, not the original client IP addresses.
Which action should you take to fix this issue?

A. Recreate the server policy using the predefined profile instead of a custom one.
B. Replace the current deployment mode with a one-arm proxy to expose source IP addresses.
C. Modify the protection profile to use the X-Forwarded-For header for client IP address detection.
D. Disable IP-based detection features on FortiWeb to avoid IP-related blocking.

Answer: C

Explanation:
FortiGate is acting as the upstream proxy, so FortiWeb sees the FortiGate address as the source unless it is configured to trust and
read the X-Forwarded-For header. Using that header for client IP detection allows FortiWeb to apply logging, rate-based controls,
and IP-based protections to the real client addresses instead of incorrectly treating all traffic as coming from FortiGate.



NEW QUESTION # 38
......

This is similar to the NSE5_FWB_AD-8.0 desktop format but this is browser-based. It requires an active internet connection to run
and is compatible with all browsers such as Google Chrome, Mozilla Firefox, Opera, MS Edge, Safari, Internet Explorer, and
others. The Fortinet NSE5_FWB_AD-8.0 Mock Exam helps you self-evaluate your Fortinet NSE 5 - FortiWeb 8.0 Administrator
exam preparation and mistakes. This way you improve consistently and attempt the NSE5_FWB_AD-8.0 certification exam in an
optimal way for excellent results in the exam.
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