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NEW QUESTION # 39 
A cybersecurity analyst wants to choose a machine learning (ML) model to classify log entries while providing the best explainability.
Which of the following models should the analyst use?

A. Generative adversarial network (GAN)
B. Decision trees
C. Neural networks
D. Large language model (LLM)

Answer: B

Explanation:
Decision trees provide clear and interpretable decision paths, making them highly explainable compared to complex models like
neural networks or GANs. This makes them the best choice for classifying log entries when explainability is a priority.

NEW QUESTION # 40 
User experience is declining since the launch of a large language model (LLM) in internal networks. Which of the following should be
the highest priority for the prompt engineers?

A. Sales life cycle
B. Quality control
C. Business objectives
D. Customer success management

Answer: B

Explanation:
When user experience is declining after an LLM launch, the top priority for prompt engineers is quality control. Ensuring prompts
produce accurate, relevant, and safe outputs directly improves usability and restores user trust.

NEW QUESTION # 41 
Which of the following technologies is used in deepfake?

A. Multi-shot prompting
B. Generative adversarial network (GAN)
C. Transfer learning
D. Prompt engineering

Answer: B

Explanation:
Deepfakes are primarily created using GANs, where two neural networks (a generator and a discriminator) compete to produce
highly realistic synthetic media, such as manipulated videos or images.

NEW QUESTION # 42 
Which of the following is the best example of an AI model that is trained to identify multiple points from input using a neural network
to provide output for authentication?

A. Bounding box
B. Open Authorization (OAuth)
C. Facial recognition
D. Encryption key

Answer: C

Explanation:
Facial recognition uses neural networks to analyze multiple points or features from an input image (such as eyes, nose, mouth, and
facial structure) to generate a unique identifier for authentication purposes.



NEW QUESTION # 43 
A security operations center (SOC) has a very high volume of logs and alerts. The manager proposes the implementation of machine
learning (ML) system to help with triage. Which of the following tasks is most suitable?

A. Identifying and classifying alerts
B. Summarizing the content of alerts
C. Automatically patching vulnerable systems
D. Applying filters on specific alerts

Answer: A

Explanation:
Machine learning is best suited for analyzing large volumes of security data and distinguishing between true threats and false positives.
By identifying and classifying alerts, the ML system helps the SOC prioritize incidents and reduce analyst workload.

NEW QUESTION # 44
......
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