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specially designed to help people pass the exam in a more productive and time-saving way. On the other hand, CT-GenAI exam
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ISQI ISTQB Certified Tester Testing with Generative AI (CT-GenAI) v1.0
Sample Questions (Q15-Q20):
NEW QUESTION # 15 
What BEST protects sensitive test data at rest and in transit?

A. Rely on obfuscation instead of encryption
B. Enforce role-based access controls
C. Disable TLS and rely on VPN only
D. Use public file shares with read-only links

Answer: B

Explanation:
Data security is a paramount concern when using GenAI in testing, as test environments often contain sensitive business logic or PII
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(Personally Identifiable Information). To protect this data "at rest" (stored in databases or vector stores) and "in transit" (being sent
to the LLM), a combination of technical controls is required.Role-Based Access Control (RBAC)is a fundamental security pillar that
ensures only authorized individuals or services can access specific datasets or trigger GenAI workflows. This prevents unauthorized
users from feeding sensitive enterprise data into public AI models. While encryption (omitted in Option A as an alternative to
obfuscation) and TLS (falsely suggested to be disabled in Option C) are essential technical layers for protecting data in transit,
RBAC provides the organizational "gatekeeping" necessary to manage who can interact with the AI system. In a professional GenAI
strategy, testers must ensure that the tools they use adhere to strict access policies, ensuring that the "Input Data" used for prompting
remains within the secured organizational boundary and is not leaked to unauthorized entities or public training sets.

NEW QUESTION # 16 
A prompt begins: "You are a senior test manager responsible for risk-based test planning on a payments platform." Which
component is this?

A. Role
B. Context
C. Constraints
D. Instruction

Answer: A

Explanation:
In structured prompt engineering, theRolecomponent (also known as a Persona) is used to set the perspective, expertise, and tone of
the LLM's response. By assigning the role of a "senior test manager," the tester instructs the model to adopt the specific domain
knowledge, vocabulary, and professional standards associated with that position. This technique is highly effective because LLMs
are trained on vast datasets containing diverse professional documents; invoking a specific persona helps the model narrow its "latent
space" to retrieve information relevant to that specific field. For instance, a senior test manager persona will prioritize risk
management, resource allocation, and high-level strategy, whereas a "junior developer" persona might focus more on syntax and
local unit tests. WhileContext(Option B) provides the background of the project andInstruction(Option A) defines the specific task
to be performed, theRoleserves as the foundation for how those instructions are interpreted. This ensures the generated testware
aligns with the expected professional seniority and organizational maturity required for high-stakes environments like a payments
platform.

NEW QUESTION # 17 
An attacker sends extremely long prompts to overflow context so the model leaks snippets from its training data. Which attack
vector is this?

A. Request manipulation
B. Data poisoning
C. Malicious code generation
D. Data exfiltration

Answer: D

Explanation:
This scenario describes a specialized form ofData Exfiltration(specifically targeting the model's internal
"weights" or training memory). While data exfiltration usually refers to stealing data from a database, in the context of LLMs, it can
also refer to techniques that force the model to "reveal" sensitive information it was trained on or data that exists within its current
context window. By using long, repetitive, or specifically
"crafted" prompts to overwhelm the model's normal attention mechanisms or safety filters, an attacker may cause the model to output
verbatim snippets of proprietary information, PII, or internal documentation that should have remained confidential. This is different
fromRequest Manipulation(Option D), which aims to change the model's behavior, orData Poisoning(Option A), which happens
during training. In testing, this risk is high when models are fine-tuned on private company repositories. Testers must be aware that if
a model is accessible to unauthorized users, those users might use adversarial prompting techniques to extract sensitive code or
business logic through these types of data leakage attacks.

NEW QUESTION # 18 
An LLM prioritizes tests using likelihood X impact but ranks a trivial tooltip change above a payment failure.



What defect does this MOST LIKELY show?

A. Reasoning error in risk calculation logic
B. Dataset bias toward UI features
C. Hallucination
D. No defect; this is acceptable

Answer: A

Explanation:
This scenario describes a failure in the model's ability to apply logical weight to specific domain concepts, specifically in the context
of Risk-Based Testing (RBT). When an LLM ranks a low-impact UI element (a tooltip) higher than a critical functional failure
(payment processing), it demonstrates a "Reasoning error in risk calculation logic." While LLMs can follow formulas like $Risk =
Likelihood \times Impact$, they may lack the deep semantic understanding of "Impact" within a specific business domain unless
explicitly guided.
This is not necessarily a hallucination (Option C), as the model isn't necessarily inventing facts, but rather misapplying the logic of
prioritization. It is also distinct from dataset bias (Option D), which would involve a systematic skewing across all outputs. In
professional testing, this type of error highlights the necessity of
"human-in-the-loop" verification. Testers must review AI-generated prioritizations to ensure that the logical deductions align with the
actual business risk and technical criticality of the features being tested.

NEW QUESTION # 19 
Which concept refers to breaking text into smaller units for processing by LLMs?

A. Context Window
B. Transformer
C. Tokenization
D. Embeddings

Answer: C

Explanation:
Tokenizationis the foundational process by which an LLM breaks down raw text into smaller, manageable units called "tokens."
These tokens can represent individual words, parts of words (sub-words), or even punctuation marks. This is a critical step because
LLMs do not "read" words like humans do; they process numerical representations of these tokens. The way text is tokenized
directly impacts the model's efficiency and its ability to understand complex technical terminology used in software testing. For
example, a rare technical term might be broken into several sub-word tokens. This process is closely linked to theContext
Window(Option C), which is the maximum number of tokens a model can "remember" or process at one time.
WhileEmbeddings(Option B) are the numerical vectors that represent the meaning of these tokens, and theTransformer(Option A) is
the underlying architecture that processes them, tokenization is the specific mechanism for initial text decomposition. Understanding
tokenization is vital for testers when managing long requirement documents to ensure they do not exceed the model's limits.

NEW QUESTION # 20
......
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