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Ping Identity Certified Professional - PingAccess Sample Questions (Q61-
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NEW QUESTION # 61 
Where should an administrator adjustSameSite Cookiesettings?

A. Rules
B. Applications
C. Sites
D. Web Sessions

Answer: D
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Explanation:
TheSameSiteattribute is applied to session cookies to control cross-site behavior. In PingAccess, session cookie configuration
(includingSameSite) is defined at theWeb Sessionlevel.
Exact Extract:
"Web session configuration includes cookie attributes such as name, domain, secure flag, HTTPOnly, and SameSite."
* Option A (Rules)is incorrect - rules govern access control, not cookies.
* Option B (Sites)defines backend connections, not session cookies.
* Option C (Applications)ties resources to sessions but does not define cookie behavior.
* Option D (Web Sessions)is correct - session cookie SameSite settings are configured here.
Reference:PingAccess Administration Guide -Web Session Cookies

NEW QUESTION # 62 
An organization wants to take advantage of a new product feature that requires upgrading the PingAccess cluster from 7.3 to the
current version. The administrator downloads the required files and places the files on the PingAccess servers. What should the
administrator do next?

A. Disable cluster communication.
B. Disable Key Rolling.
C. Upgrade the Admin Console.
D. Upgrade the Replica Admin.

Answer: C

NEW QUESTION # 63 
Anycompany has several applications that need to load images and fonts fromwww.anycompany.com. Users are currently getting
CORS errors. How should the Cross-Origin Request rule be set to allow secure access?

A. Allowed Origins to*.anycompany.comand disable the Allow Credentials option
B. Allowed Origins to*and enable the Allow Credentials option
C. Allowed Origins value for each of the listed domains
D. Allowed Origins towww.anycompany.comand enable the Allow Credentials option

Answer: D

Explanation:
To prevent CORS errors, administrators must configure aCross-Origin Request (CORS) Processing Rule.
The secure practice is to allow thespecific trusted domain(www.anycompany.com) and, when cookies or credentials are required, to
enableAllow Credentials.
Exact Extract:
"For secure CORS, specify exact origins rather than wildcards. Enable 'Allow Credentials' when client-side resources must include
cookies or authentication data."
* Option Ais incomplete - multiple values are possible, but in this case onlywww.anycompany.comis required.
* Option Bis less secure - using a wildcard (*.anycompany.com) broadens exposure unnecessarily.
* Option Cis insecure -*with credentials is disallowed by CORS specifications.
* Option Dis correct - restricts access to the trusted domain and allows credentialed requests.
Reference:PingAccess Administration Guide -Cross-Origin Request Rule

NEW QUESTION # 64 
How many administrators are supported using HTTP Basic Authentication in the Administrative Console?

A. 0
B. 1
C. 2
D. 3

Answer: C

Explanation:



When usingHTTP Basic Authentication(admin.auth=native), PingAccess only supports asingle administrative account(the default
admin user). For multiple administrators, SSO integration (e.g., OIDC) is required.
Exact Extract:
"When admin authentication is set to native (HTTP Basic), only one administrative user is supported. For multiple admins, configure
UI authentication with an OIDC provider."
* Option A (1000)is incorrect.
* Option B (1)is correct - only one basic auth admin account.
* Option C (10)andOption D (100)are incorrect.
Reference:PingAccess Administration Guide -Admin Authentication

NEW QUESTION # 65 
What is the purpose of theadmin.authconfiguration setting?

A. To configure SSO for the administrative user interface.
B. To define the method to use for authenticating to the administrative API.
C. To override the SSO configuration for the administrative user interface.
D. To enable automatic authentication to the PingAccess administrative console.

Answer: C

Explanation:
Theadmin.authsetting in therun.propertiesfile is used to specify a fallback authentication method for the administrative console.
Exact Extract from official documentation:
"To define a fallback administrator authentication method if the OIDC token provider is unreachable, enable the admin.auth=native
property in the run.properties file. This overrides any configured administrative authentication to basic authentication." This makes it
clear that the purpose ofadmin.authis tooverrideany configured SSO for the admin UI and enforce native (basic) authentication
instead.
* Option Ais incorrect because theadmin.authsetting does not configure SSO. SSO for the admin UI is configured separately.
* Option Bis incorrect because this setting does not apply to the administrative API; it specifically applies to the admin UI console.
* Option Cis correct because it directly reflects the documented behavior:admin.authoverrides SSO configuration for the
administrative UI and enables native authentication.
* Option Dis incorrect because the setting does not enable automatic authentication. It still requires credentials, but falls back to
basic auth.
Reference:PingAccess User Interface Reference Guide -Configuring Admin UI SSO Authentication
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