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R #321

You have a Microsoft 365 E5 subscription. The subscription contains 500 devices that run Windows You deploy the Global Secure
Access client to the devices.

You need to prevent users from accessing httpsy/contoso.com from the devices Which three actions should you perform in
sequence? To answer move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
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You have a Microsoft 365 E5 subscription.

You need to create a Microsoft Defender for Cloud Apps session policy.
‘What should you do first?

A. Fromthe Azure Active Directory admin center, create a Conditional Access policy.

B. Fromthe Microsoft Defender for Cloud Apps portal, select App onboarding/maintenance
C. Fromthe Microsoft Defender for Cloud Apps portal, create a continuous report.

D. From the Microsoft Defender for Cloud Apps portal, select User monitoring.

Ef#: A

BRI :

According to the Microsoft Identity and Access Admmnistrator (SC-300) Study Guide, Exam Ref SC-300, and Microsoft Defender
for Cloud Apps (MDCA) documentation, a session policy in Defender for Cloud Apps (formerly Microsoft Cloud App Security) is
used to monitor and control user sessions in real time.

These policies provide granular session-level access controls such as limiting downloads, blocking uploads, or monitoring user
activity in SaaS applications ntegrated with Defender for Cloud Apps.

However, before a session policy can function, the Conditional Access App Control feature must be enabled. This integration
comnects Azure Active Directory (Azure AD) with Microsoft Defender for Cloud Apps, allowing session control to be enforced
through Conditional Access policies.

The SC-300 official training content under "Implement and configure Microsoft Defender for Cloud Apps" states:

"To apply session controls using Microsoft Defender for Cloud Apps, you must first configure a Conditional Access policy in Azure
AD that routes user sessions to Defender for Cloud Apps for inspection. Only after this step can you define a session policy within
the Defender for Cloud Apps portal." Thus, the correct first step is to create a Conditional Access policy in Azure AD that uses the
Use Conditional Access App Control option. This action establishes the required connection path so that session control policies in
Defender for Cloud Apps can take eftect.
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You have a new Microsoft 365 tenant that uses a domain name of contoso.onmicrosoft.com
You register the name contoso.com with a domain registrar.
You need to use contoso.comas the default domain name for new Microsoft 365 users.
Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.
Actions Answer Area

Deiete lhe comoso onmlcrosoft com dsmain

Register a custom domain name of contoso.com.

QIS

Set the domain to primary. g
B oTereesft

Verify the domain name.
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Delete the contuso onmlcrosoft com domain. ' I REQISIB; mjx_toso com.

Register a custom domain name of contoso.com.

A
| Set the domain to primary.

: Create a new TXT record in DNS. _ @

; Verify the domain name. O_E__I

Explanation:

Register a custom domain name af'contoso.com.

Create a new TXT record in.DNS.

Verify the domain name.

Set the domain ;W?Eﬂ*osoft

Reference:
https://practical365.convconfigure-a-custom-domain-in-office-365/
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You have an Azure subscription named Sub1 that uses Microsoft Entra Permissions Management. Sub1 contains a user named
Userl. Userl is granted multiple permissions across Sub1.

Youneed to replace all the permissions granted to User] with read-only permissions. The solution must minimize administrative
effort.

What should you do on the Remediation tab in Permissions Management?

¢ A. Fromthe Permissions subtab, use a quick action.
¢ B. From the Roles/Policies subtab, create a role.



¢ C. Fromthe My Requests subtab, create a new request.
¢ D. Fromthe Role/Policy Template subtab, create a template.

EfE: A
fiE it

There are four quick actions that can be used to manage users:

Revoke Unused Tasks

Revoke High-Risk Tasks

Revoke Delete Tasks

Assign Read-Only Status

httpsy/lear.microsoft.conm/en-us/training/permissions-management/explore- features-of- permissions-management/9-act-on-your-
findings-with-remediation-tab
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You have an Azure subscription that contains the resources shown in the following table.

VM1 Virtual machine

App1 Azure App Service web app
Managed1 |(Managed identity
ManagedZ | Managed identity

You create a Microsoft Entra user named Userl.
Which identities can you add to VM1 and App1? To answer, select the appropriate options in the answer area.

NOTE: Each correct answer is worth one point.
Answer Area =

VM1: | User1 onl v

Managed2 only |
Managed1 and Managed2 only
Managed?2 and User1 only !
Managed1, Managed?, andUSer1

= =

Managed?2 only
Managed2 and User1 only
A system-assigned managed identity only

b ggr } mnage\d identity and Managed2 only
S -Qﬁn d mdnaged identity, ManagedZ2, and User1

Ef#:
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VM1 -Ef_-r':_c.n ] w
Managed2 only
Managed1 and Managed?2 only |
Managed?2 and User1 only

|Managed1, ManagedZ,and User1

Appl: A system-assigned managed identity only Y.

Managed2 only
JAManaged2 and Userd aply. . _ — — —
I| A system-assigned managed identity only |

A system-assigned managed identity and Managed2 only
A system-assigned managed identity, Managed?, and User1

Explanation:
Answer Area -
VM1: | User1 only hd
App1: | A system-assigné@s=hpgdbrtigentitpdrity b
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