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ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q133-Q138):
NEW QUESTION # 133 
Refer to the information below to answer the question.
An organization has hired an information security officer to lead their security department.
The officer has adequate people resources but is lacking the other necessary components to have an effective security program.
There are numerous initiatives requiring security involvement.
The effectiveness of the security program can PRIMARILY be measured through

A. audit requirements.
B. customer satisfaction.
C. risk elimination.
D. audit findings.

Answer: D

NEW QUESTION # 134 
Covert channel is a communication channel that can be used for:

A. Hardening the system.
B. Violating the security policy.
C. Strengthening the security policy.
D. Protecting the DMZ.

Answer: B

Explanation:
Covert channel is a communication channel that allows transfer of information in a manner that violates the system's security policy.

NEW QUESTION # 135 
Which of the following refers to the data left on the media after the media has been erased?

A. remanence
B. recovery
C. sticky bits
D. semi-hidden

Answer: A

Explanation:
Actually the term "remanence" comes from electromagnetism, the study of the
electromagnetics. Originally referred to (and still does in that field of study) the magnetic flux that
remains in a magnetic circuit after an applied magnetomotive force has been removed. Absolutely
no way a candidate will see anywhere near that much detail on any similar CISSP question, but
having read this, a candidate won't be likely to forget it either.
It is becoming increasingly commonplace for people to buy used computer equipment, such as a
hard drive, or router, and find information on the device left there by the previous owner;
information they thought had been deleted. This is a classic example of data remanence: the
remains of partial or even the entire data set of digital information. Normally, this refers to the data
that remain on media after they are written over or degaussed. Data remanence is most common
in storage systems but can also occur in memory.
Specialized hardware devices known as degaussers can be used to erase data saved to magnetic
media. The measure of the amount of energy needed to reduce the magnetic field on the media to
zero is known as coercivity.
It is important to make sure that the coercivity of the degausser is of sufficient strength to meet
object reuse requirements when erasing data. If a degausser is used with insufficient coercivity,
then a remanence of the data will exist. Remanence is the measure of the existing magnetic field



on the media; it is the residue that remains after an object is degaussed or written over.
Data is still recoverable even when the remanence is small. While data remanence exists, there is
no assurance of safe object reuse.
Reference(s) used for this question:
Hernandez CISSP, Steven (2012-12-21). Official (ISC)2 Guide to the CISSP CBK, Third Edition
((ISC)2 Press) (Kindle Locations 4207-4210). Auerbach Publications. Kindle Edition.
and
Hernandez CISSP, Steven (2012-12-21). Official (ISC)2 Guide to the CISSP CBK, Third Edition
((ISC)2 Press) (Kindle Locations 19694-19699). Auerbach Publications. Kindle Edition.

NEW QUESTION # 136 
Controls are implemented to:

A. mitigate risk and eliminate the potential for loss
B. eliminate risk and eliminate the potential for loss
C. mitigate risk and reduce the potential for loss
D. eliminate risk and reduce the potential for loss

Answer: C

Explanation:
Controls are implemented to mitigate risk and reduce the potential for loss. Preventive controls are put in place to inhibit harmful
occurrences; detective controls are established to discover harmful occurrences; corrective controls are used to restore systems that
are victims of harmful attacks. It is not feasible and possible to eliminate all risks and the potential for loss as risk/threats are
constantly changing. Source: KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of
Computer Security, 2001, John Wiley & Sons, Page 32.

NEW QUESTION # 137 
Which of the following embodies all the detailed actions that personnel are required to follow?

A. Standards
B. Baselines
C. Procedures
D. Guidelines

Answer: C

Explanation:
As stated in the dictionary, here are 3 definitions of procedure:
*
A manner of proceeding; a way of performing or effecting something: standard procedure.
*
A series of steps taken to accomplish an end: a medical procedure; evacuation procedures.
*
A set of established forms or methods for conducting the affairs of an organized body such as a business, club, or government.
Its pretty visible that this is the term we are looking for as stated in the questions, you can check your CISSP documentation too.

NEW QUESTION # 138
......
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