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Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q150-Q155):

NEW QUESTION # 150
‘Which document is the BEST source for descriptions of each practice or process contained within the various CMMC domains?

A. CMMC Glossary

B. CMMC Assessiment Process

C. CMMC Appendices

D. CMMC Assessment Guide Levels 1 and 2

Answer: D

Explanation:
Understanding the Best Source for CMMC Practice Descriptions
TheCMMC Assessment Guide (Levels 1 and 2)is theprimaryandmost authoritativedocument for detailed descriptions of each
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practice and process within the variousCMMC domains.

Step-by-Step Breakdown:

#1. What is the CMMC Assessmment Guide?

TheCMMC Assessment Guideprovides detailed explanations of:

EachCMMC practicewithin its respectivedomain.

Theassessment objectivesfor verifying implementation.

Examples ofevidence requiredto demonstrate compliance.

CMMC 2.0 includes two levels:

Level 1: 17 basic cybersecurity practices.

Level 2: 110 practices aligned withNIST SP 800-171.

TheAssessment Guidedefines howassessorsevaluate compliance.

#2. Why the Other Answer Choices Are Incorrect:

(A) CMMC Glossary#

TheGlossaryprovidesdefinitions of termsused in CMMC but does not describe specific practices in detail

(B) CMMC Appendices#

Appendicesinclude supplementary information likereferences and scoping guidance, but they do not provide full descriptions of
practices.

(C) CMMC Assessmment Process#

TheAssessment Process Guideexplainshowassessments are conducted, but it doesnot describe each practicein detail.
Final Validation from CMMC Documentation:

TheCMMC Assessment Guide (Levels 1 and 2)is theofficialsource for descriptions of eachCMMC practice and process, making it
thebest referencefor understanding compliance requirements.

NEW QUESTION # 151

An assessment is being completed at a client site that is not far from the Lead Assessor's home office. The client provides a laptop
for the duration of the engagement. During a meeting with the network engineers, the Lead Assessor requests information about the
network. They respond that they have a significant number of drawings they can provide via their secure cloud storage service. The
Lead Assessor returns to their home office and decides to review the documents. What is the BEST way to retrieve the documents?

¢ A Loginto the client VPN from the assessor’s laptop and retrieve the documents from the secure cloud storage service.

¢ B. Loginto the client VPN from the client laptop and retrieve the documents from the secure cloud storage service.

e C. Use their hoe office workstation to retrieve the documents from the secure cloud storage service and save themto a
USB stick.

¢ D. Loginto the secure cloud storage service to save copies of the documents on both the work and client laptops.

Answer: B

Explanation:

Best Practices for Handling Sensitive Assessment InformationCMMC assessments involve handlingsensitive and potentially CUI-
related documents. Assessors must follow strictsecurity policiesto avoid unauthorized access, data leaks, or non-compliance
withCMMC 2.0 and NIST SP 800-171 requirements.

Why Logging into the Client VPN on the Client Laptop is the Best Approach:

Ensures Data Protection:The client laptop is likely configured to meet security controls required for handling assessment-related
materials.

Prevents Data Spillage:Keeping all assessment-related activities within the client's secured environment reduces the risk ofdata
leakage or unauthorized storage.

Maintains Compliance with CMMC/NIST Guidelines:Using aproperly configured client laptop and secured connectionensures
compliance withNIST SP 800-171 controls on secure remote access(Requirement3.13.12).

A). "Log into the secure cloud storage service to save copies of the documents on both the work and client laptops."
Incorrect#Sensitive data should not be duplicated across multiple systens, especially a non-client-approved laptop. Storing it on an
unauthorized systemviolates data handling best practices.

C). "Log into the client VPN from the assessor’s laptop and retrieve the documents from the secure cloud storage service."
Incorrect# Theassessor's laptop may not be authorizedorsecuredto handle client data. CMMC guidelines emphasizeusing approved,
secured systensfor assessment-related information.

D). "Use their home office workstation to retrieve the documents from the secure cloud storage service and save themto a USB
stick." Incorrect# Transferring sensitive documents via USBintroduces security risks, including unauthorized data storage and
potential malware contamination.

Hormre office workstationsare unlikely to be authorized for handling CMMC-sensitive data.

References:NIST SP 800-171 Rev. 2, Control 3.13.12 ("Use of Secure Remote Access') CMMC 2.0 Level 2 Assessiment
Process Guide(Cyber AB) DoD CUI Handling Guidelines(DoD CIO)



#Fnal Answer B. Log into the client VPN from the client laptop and retrieve the documents from the secure cloud storage service.

NEW QUESTION # 152

‘Which term describes the prevention of damage to. protection of, and restoration of computers and electronic commumnications
systems/services, including information contained therein, to ensure its availability, integrity, authentication, confidentiality, and
nonrepudiation?

A. Cybersecurity
B. Network security

C. Data security
D. Information security

Answer: A

Explanation:

The term that describes'"the prevention of damage to, protection of, and restoration of computers and electronic communication
systems/services, including information contained therein, to ensure its availability, integrity, authentication, confidentiality, and non-
repudiation”isCybersecurity.

Step-by-Step Breakdown#1. Cybersecurity Defined

* Cybersecurityfocuses onprotecting networks, systens, and datafrom cyber threats.

* It includes measures to ensure:

* Availability(data is accessible when needed).

* Integrity(data is accurate and unaltered).

* Authentication(verifying users' identities).

* Confidentiality(ensuring only authorized access).

* Non-repudiation(preventing denial of actions).

* The definition in the questionaligns directly with cybersecurity principles, making it the best answer.

#2. Why the Other Answer Choices Are Incorrect:

* (B) Data Security#

* Data securityfocusesspecificallyon protectingstored information(e.g., encryption, access controls), but cybersecurity is broader-it
includesnetworks, systems, and communication services.

* (C) Network Security#

* Network securityis asubset of cybersecuritythat focuses on protectingnetwork infrastructure(e.g,, firewalls, intrusion detection
systems).

* The definition in the question includesmore than just networks, so cybersecurity is the better choice.

* (D) Information Security#

* Information security (InfoSec)is related but broader than cybersecurity.

* InfoSeccoversphysical and organizational security(e.g., policies, procedures) in addition todigital protections.

* CMMC and NIST SP 800-171 define cybersecurityas the protection ofSystenrs, networks, and data from cyber threats.

* DoD Cybersecurity Definitions(aligned with NIST) confirm that cybersecurity is the term thatbest fits the definition in the question.
Final Validation from CMMC Documentation:

NEW QUESTION # 153
Which statement BEST describes an assessor's evidence gathering activities?

A. Use interviews for assessing a Level 2 practice.

B. Use examinations, interviews, and tests to gather sufficient evidence.
C. Test all practices or objectives for a Level 2 practice

D. Test certain assessiment objectives to determine findings.

Answer: B

Explanation:

Under the CMMC Assessment Process (CAP) and CMMC 2.0 guidelines, assessors must gather objective evidence to validate
that an organization meets the required security practices and processes. This evidence collection is performed through three primary
assessment methods:

Examination - Reviewing documments, records, system configurations, and other artifacts.

Interviews - Speaking with personnel to verify processes, responsibilities, and understanding of security controls.

Testing - Observing system behavior, performing technical validation, and executing controls in real-time to verify effectiveness.



Why Option D is Correct

The CMMC Assessment Process (CAP) states that an assessor must use a combination of evidence- gathering methods
(examinations, interviews, and tests) to determine compliance.

CMMC 2.0 Level 2 (Aligned with NIST SP 800-171) requires assessors to verify not only that policies and procedures exist but
also that they are implemented and effective.

Solely relying on one method (like interviews in Option A) is insufficient.

Testing all practices or objectives (Option B) is unnecessary, as assessors follow scoping guidance to determine which objectives
need deeper examination.

Testing only "certain” objectives (Option C) does not fully align with the requirement of gathering sufficient evidence from muiltiple
methods.

CMMC 2.0 and Official Docurmentation References

CMMC Assessment Process (CAP) Guide, Section 3.5 - Assessment Methods explicitly defines the use of examinations,
nterviews, and tests as the foundation of an effective assessment.

CMMC 2.0 Level 2 Practices and NIST SP 800-171 require assessors to validate the presence, implementation, and effectiveness
of security controls.

CMMC Appendix E: Assessment Procedures states that an assessor should use mutltiple sources of evidence to determine
compliance.

Final Verification

To ensure compliance with CMMC 2.0 guidelines and official documentation, an assessor must use examinations, interviews, and
tests to gather evidence effectively, making Option D the correct answer.

NEW QUESTION # 154
What type of criteria is used to answer the question "Does the Assessment Team have the right evidence?"

A. Objectivity criteria
B. Sufficiency criteria
C. Subjectivity criteria
D. Adequacy criteria

Answer: D

Explanation:

In the context of CMMC 2.0 assessments, thesufficiency criteriaare used to determine whether the assessment team has gathered
enough evidence to support their conclusions about compliance with a given requirement.

Definition of Sufficiency Criteria:

Sufficiency refers to thequantityandcompletenessof the evidence collected during an assessiment.

This ensures that the evidence collected isenough to support an objective and valid determmnationof compliance.

Why Sufficiency Matters n CMMC 2.0:

Assessors must ensure that the amount of evidence collected isadequate to substantiate findingswithout doubt or gaps.

This prevents situations where an organization might claim compliance but lacks thenecessary documentation, technical evidence, or
procedural validationto prove tt.

Official CMMC 2.0 References:

TheCMMC Assessment Process (CAP) Guidedefines sufficiency as a key factor in validating assessment findings.

According toCMMC 2.0 Level 2 Scoping Guidance, assessors must apply sufficiency criteria when reviewingartifacts,
documentation, interviews, and system configurations.

TheDoD CMMC Assessment Guide(aligned with NIST SP 800-171A) emphasizes that compliance decisions must besupported by
a sufficient amount of verifiable evidence.

Comparison with Other Criteria:

Adequacy Criteria# Focuses onqualityof the evidence, not the quantity.

Objectivity Criteria# Ensures evidence isunbiased and impartial, not necessarily complete.

Subjectivity Criteria# Not applicable in CMMC since assessments must beobjective and based on factual evidence.
Step-by-Step Breakdown:Conclusion:To verify compliance in CMMC 2.0 assessments, the assessment team must
ensuresufficientevidence is available to support a determination. This makes"Sufficiency Criteria" (Option C)the correct answer.

NEW QUESTION # 155
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