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Fortinet NSE 7 - FortiSASE 25 Enterprise Administrator NSE7_SSE_AD-25
Prüfungsfragen mit Lösungen (Q61-Q66):
61. Frage 
In a FortiSASE secure web gateway (SWG) deployment, which two features protect against web- based threats? (Choose two.)

A. malware protection with sandboxing capabilities
B. SSL deep inspection for encrypted web traffic
C. intrusion prevention system (IPS) for web traffic
D. web application firewall (WAF) for web applications

Antwort: A,B

Begründung:
SSL deep inspection allows FortiSASE to analyze encrypted web traffic for threats, while malware protection with sandboxing
detects and blocks malicious files delivered through web channels.

62. Frage 
Your organization is currently using FortiSASE for its cybersecurity. They have recently hired a contractor who will work from the
HQ office and who needs temporary internet access in order to set up a web-based point of sale (POS) system. How can you
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provide secure internet access to the contractor using FortiSASE?
(Choose one answer)

A. Use the self-registration portal on FortiSASE to grant internet access.
B. Use zero trust network access (ZTNA) and tag the client as an unmanaged endpoint.
C. Use a tunnel policy with a contractors user group as the source on FortiSASE to provide internet access.
D. Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy.

Antwort: D

Begründung:
In the FortiSASE architecture, there are two primary methods for delivering Secure Internet Access (SIA):
Agent-based (using FortiClient) and Agentless (using Secure Web Gateway/SWG).
* Use Case Analysis: The scenario describes a contractor-an unmanaged user-who requires temporary access for a web-based
application (the POS system). For contractors or guests using personal/non-corporate devices where installing the FortiClient agent
is either not feasible or not desired, FortiSASE provides the SIA Agentless deployment model.
* Mechanism (SWG & PAC): In this mode, FortiSASE functions as an explicit web proxy. To steer the contractor's web traffic
(HTTP/HTTPS) to the SASE cloud for inspection, the administrator provides the user with a proxy auto-configuration (PAC) file.
The contractor simply configures their browser or operating system to point to the URL of this PAC file.
* Security Enforcement: Once the PAC file is applied, all web traffic from the contractor's device is redirected to the FortiSASE
SWG PoP. Here, the traffic is subject to the organization's full security stack, including SSL deep inspection, Antivirus, Web
Filtering, and Application Control, ensuring that even temporary contractor access is fully secured and logged.
* Why other options are incorrect:
* Option B (Tunnel Policy): This refers to agent-based access where a VPN tunnel is established.
This requires FortiClient, which is generally not used for temporary contractors on unmanaged devices.
* Option C (ZTNA Unmanaged): While ZTNA supports agentless access to private applications (SPA), providing internet access
(SIA) to an unmanaged endpoint is specifically the role of the SWG/Proxy service.
* Option D (Self-registration): While FortiSASE has a User Portal for onboarding, it is a method for user registration/credential
management, not the technical traffic-steering mechanism used to provide internet connectivity.
According to the FortiSASE 25 Secure Internet Access Architecture Guide, the SWG (Agentless) approach is the recommended
best practice for securing web-only traffic from unmanaged endpoints and third- party contractors.

63. Frage 
Which two of the following can release the network lockdown on the endpoint applied by FortiSASE? (Choose two.)

A. When the endpoint is determined as on-net
B. When the endpoint is rebooted
C. When the endpoint connects to the FortiSASE tunnel
D. When the endpoint is determined as compliant using ZTNA tags

Antwort: C,D

Begründung:
FortiSASE releases network lockdown when the endpoint re-establishes the tunnel connection or when it is verified as compliant
through ZTNA tag evaluation, ensuring it meets security posture requirements.

64. Frage 
Your FortiSASE customer has a small branch office in which ten users will be using their personal laptops and mobile devices to
access the internet.
Which deployment should they use to secure their internet access with minimal configuration?

A. Deploy FortiClient endpoint agent to secure internet access.
B. Deploy SD-WAN on-ramp to secure internet access.
C. Deploy FortiGate as a LAN extension to secure internet access.
D. Deploy FortiAP to secure internet access.

Antwort: D

Begründung:



Deploying FortiAP enables secure internet access for unmanaged personal devices in small branch offices with minimal configuration
by automatically directing traffic through FortiSASE, eliminating the need for endpoint installation or complex setup.

65. Frage 
You are designing a new network for Company X and one of the new cybersecurity policy requirements is that all remote user
endpoints must always be connected and protected Which FortiSASE component facilitates this always-on security measure?

A. site-based deployment
B. inline-CASB
C. thin-branch SASE extension
D. unified FortiClient

Antwort: D

Begründung:
The unified FortiClient component of FortiSASE facilitates the always-on security measure required for ensuring that all remote user
endpoints are always connected and protected.
* Unified FortiClient:
* FortiClient is a comprehensive endpoint security solution that integrates with FortiSASE to provide continuous protection for
remote user endpoints.
* It ensures that endpoints are always connected to the FortiSASE infrastructure, even when users are off the corporate network.
* Always-On Security:
* The unified FortiClient maintains a persistent connection to FortiSASE, enforcing security policies and protecting endpoints against
threats at all times.
* This ensures compliance with the cybersecurity policy requiring constant connectivity and protection for remote users.
References:
FortiOS 7.6 Administration Guide: Provides information on configuring and managing FortiClient for endpoint security.
FortiSASE 23.2 Documentation: Explains how FortiClient integrates with FortiSASE to deliver always-on security for remote
endpoints.
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