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H #118

A CloudOps engineer is creating a sinple, public-facing website running on Amazon EC2. The CloudOps engineer created the EC2
instance in an existing public subnet and assigned an Elastic IP address. The CloudOps engineer created a new security group that
allows incoming HTTP traffic from 0.0.0.0/0. The CloudOps engineer also created a new network ACL and applied it to the subnet
to allow incoming HTTP traffic from 0.0.0.0/0. However, the website cannot be reached from the internet.

What is the cause of this issue?

¢ A. The CloudOps engineer did not create an outbound rule that allows ephemeral port return traffic in the new network ACL.
¢ B. The Elastic IP address assigned to the EC2 instance has changed.

¢ C. The CloudOps engineer did not create an outbound rule in the security group that allows HTTP traffic from port 80.

e D. There is an additional network ACL associated with the subnet that denies inbound HTTP traffic.
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Comprehensive Explanation (250-350 words):

Network ACLs are stateless, meaning both inbound and outbound rules must explicitly allow traffic. While inbound HTTP traffic
(port 80) was allowed, the return traffic from the EC2 instance uses ephemeral ports (typically 1024-65535). If outbound rules do
not allow this ephermeral port range, the response traffic is dropped, preventing the website from loading.

Security groups are stateful and automatically allow return traffic, but network ACLs do not. This commonly causes connectivity
issues when custom ACLs are applied without matching outbound rules.

Option B is incorrect because security groups allow all outbound traffic by default. Option C is irrelevant.

Option D is incorrect because only one network ACL can be associated with a subnet at a time.

Thus, the missing outbound ephemeral port rule in the network ACL is the root cause.

HM #119

A company's reporting job that previously ran in 15 minutes is now taking 1 hour. The application runs on Amazon EC2 and extracts
data froman Amazon RDS for MySQL DB instance.

CloudWatch metrics show high Read IOPS even when reports are not running. The CloudOps engineer must improve performance
and availability.

‘Which solution will meet these requirements?

A. Configure Amazon ElastiCache and query it for reports.

B. Create a CloudFront distribution with the RDS instance as the origin.

C. Increase the size of the RDS mstance.

D. Deploy an RDS read replica and update the reporting job to query the reader endpoint.

Ef#: D

R

RDS read replicas offload read traffic from the primary database, improving performance and availability. By directing reporting
queries to the reader endpoint, the primary instance is freed from heavy read workloads.

ElastiCache is unsuitable for complex SQL reporting. CloudFront cannot front a database. Increasing instance size does not address
nefficient read scaling,

Thus, read replicas are the correct solution.

EH #120

A company is running an ecomimerce application on AWS. The application maintains many open but idle connections to an Amazon
Aurora DB cluster. During times of peak usage, the database produces the following error message: '"Too many connections." The
database clients are also experiencing errors.

‘Which solution will resolve these errors?

A. Turn on enhanced networking for the DB instances.

B. Modify the DB cluster to use a burstable instance type.

C. Configure RDS Proxy. Update the application with the RDS Proxy endpoint.

D. Increase the read capacity units (RCUs) and the write capacity units (WCUs) on the database.

EfE: C
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Comprehensive and Detailed Explanation From Exact Extract of AWS CloudOps Documents:

The correct solution is B. Configure RDS Proxy, because RDS Proxy is specifically designed to manage and pool database
connections for Amazon Aurora and Amazon RDS. AWS CloudOps documentation states that RDS Proxy reduces database load
and prevents connection exhaustion by reusing existing connections and managing spikes in application demand.

In this scenario, the ecommerce application maintains many idle connections, which consume database connection slots even when
not actively used. During peak traffic, new connections cannot be established, resulting in the "Too many connections" error. RDS
Proxy sits between the application and the Aurora DB cluster, maintaining a smaller, efficient pool of database connections and
multiplexing application requests over those connections.

Option A is incorrect because RCUs and WCUs apply to DynamoDB, not Aurora. Option C is incorrect because enhanced
networking improves network throughput and latency but does not manage database connections. Option D is incorrect because
changing instance types does not address idle connection buildup and can still result in connection exhaustion.

AWS CloudOps best practices recommend RDS Proxy for applications with connection-heavy workloads, unpredictable traffic
patterns, or serverless components.

References:



Amazon RDS User Guide - RDS Proxy concepts and benefits
Amazon Aurora User Guide - Managing database connections
AWS SysOps Administrator Study Guide - Database reliability and scaling

HR #121

A financial services company stores customer images in an Amazon S3 bucket in the us-east-1 Region. To comply with regulations,
the company must ensure that all existing objects are replicated to an S3 bucket in a second AWS Region. If an object replication
fails, the company must be able to retry replication for the object.

‘What solution will meet these requirements?

¢ A. Configure Amazon S3 Cross-Region Replication (CRR). Use Amazon S3 live replication to replicate existing objects.

¢ B. Use S3 Lifecycle rules to move objects to the destination bucket in a second Region.

¢ C. Configure Amazon S3 Cross-Region Replication (CRR). Use S3 Replication Time Control (S3 RTC) to replicate existing
objects.

¢ D. Configure Amazon S3 Cross-Region Replication (CRR). Use S3 Batch Replication to replicate existing objects.

Ef#E: D

HMA #122

A company has a microservice that runs on Amazon EC2 instances behind an Application Load Balancer (ALB). A CloudOps
engineer must use Amazon Route 53 to create a record that maps the ALB URL to example.com

Which type of Route 53 record will meet this requirement?

e A. An A record

e B. Analias record

e C. An AAAA record
e D. A CNAME record

iIFf@g: B

L2

Route 53 alias records are designed to map custom domain names to AWS resources such as ALBs, CloudFront distributions, and
S3 website endpoints. Alias records behave like A records but point to AWS- managed resources instead of TP addresses.

Alias records are preferred over CNAME records because they can be used at the zone apex (example.com), do not incur
additional DNS query charges, and automatically track changes to the underlying AWS resource.

A and AAAA records require fixed IP addresses, which ALBs do not provide. CNAME records cannot be used at the root
domain.

Therefore, an alias record is the correct solution.
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